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1. Overview

This guide will attempt to show users how to s@ttwo Ubiquiti pieceof equipment to provide for a securand
flexible firewall / router andh Wi-FiAccess PoinfThe two pieces of equipmenised in this guidare:

- Ubiquiti EdgeRouteERX (about $® when this guide was writteén

- Ubiquiti AP-AGLRWi-FiAccess Point (about $100when this guide was written

This equipment can providat least)3 isolated orsemiisolated wired networks, and up toidolated or semi
isolatedWi-FiSSIDsThe networks provided by this equipmertnfigurationof this guideare as follows
- Wired/Wi-H Home Network Formost of thehouseholdpersonal computes, tablets, and smartphones
- Wired Separate Network  Foranisolatedand or separatenetwork and/orpersonalcomputer(s)
- WiredWi-H IOT Network  For Inernet-Of-Thingsdeviceg(can be accessed via Home Network)
- Wi-FiGuest Network For visitingriend<QQablets andsmartphones

Yournetwork naming and use may / can be differeAtfourth WiH Network is also available
SeeFigurel - Ovaview Diagram

Internet -~
— Power / \
Ubiquiti Ubiquiti

EdgeRouter | Access Point
ER-X AP-AC- LR
eth Power
0 1 2l 3 4
LAN WAN POE
Wifi Home Net=192.168.3.X
Wifi Guest Net=192.168.6.X on VLAN 6
. — Optional Wifi 10T Net =192.168.7.X on VLAN 7
Wired 10T o ”
— (Unmanaged) | | Wifi “Spare” Net = 192.168.8.X on VLAN 8
Network — Network
192.168.7.X | __| Switch
Gigabit — -
) L Wired
. —  Optional (Unmanaged)
Wired Separate —| (Unmanaged) L Network —_— Home Network
Network — ) — 192.168.3.X
1 — Network Switch |
92.168.5.X :
— Switch

Figurel - Overview Diagram

With this setup, the Home Network (both Wired and-R)j is able to initiate connections / communicate with
devices orthe Wired Wi-H IOTNetwork Devices o the IOT Networks are NOT able to initiate connections /
independently communicate to the Home Networdone of these Networks can communicate with the Wired
Separate Network, and the Wired Separate Network cannot communicateawtlofthem.

This guideassumes that you will be using bath Ubiquiti EdgeRouteERXandsome model ofJbiquiti Access
Point. | tend to use the terms ER and EdgeRouter somewhat interchangeatikhin this guide.
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Ubiquiti ERXProductLinks:
https://www.ui.com/edgemax/edgerouteix/
https://store.ui.com/collections/operatoredgemaxrouters/products/edgeroutesx

Ubiquiti AP-AGLRProductLinks (many other models available):
https://www.ui.com/unifi/unifi-ap-aclr/
https://store.ui.com/collections/unifinetwork-accessoints/products/unifiracIr

2. Disclaimer

This is a guide, your results may vary. Iradha network engineerEnough said.

3. Purpose

Onepurpose of this guide is to provide a stable and usable router / filewelcesdoint configuration This
specific implementation is aimed at the Home / SOHO user.

Another purpose is tprovide background owhat theseconfiguration settingaccomplish sothat the reader
can understanadvhy thesesettingswere chosen

| wrote this guide because | REALLY like this router.

| was mostly motivatetb switch routersby readinghttp://routersecurity.org/ and
http://routersecurity.org/bugs.php This website should scare just about anybody that is currently using
consumer / commercial routers. I'm so glad toftmeshedwith that buggyequipment

The only trouble with this router is that it is meant for professionals to use. Youtbha&eeounge around forums
for postings on how to configure specific items. This doesn't mean that the forum people are not friendly, just
that the needed answers are not all in one place. Sometimes the answers are a little bit terse for a nesuser.
stated, | amnot a network engineer.

This guide is the documentatiofgr the configuration that | setp for myself. It took me a huge amount of time
to put this document togetherl've tried to write this guide in a teaching manner, and cite referendesrevi
could. Note that | specifically catis a¥ 3 dzAWhénougo through thisdocumentyou should: gperiment,
modify, learntinker andplay, extendandlearn some moreMix and match the sections as you see fit.

Most of mysourceinformation cane from reading postings &the now revamped) EdgeMax Ubiquiti Community
(Formerly) https://community.ubnt.com/t5/EdgeMAX/beb/EdgeMAX
(Currently) https://community.ui.com/tags/edgemax/gestions?

When this document was ready, | joined the Ubiquiti community amaouncedt at (formerly / currently)
https://community.ubnt.com/t5/EdgeMAX/NewERXACARL Rsetup-guidefor-beginners/tdp/1906477

(https://community.ui.com/questions/NewERXAGAPL Rsetup-guidefor-beginners/700af0ae35d541acaf80-
f50963c8dad3
If you havespecificquestions about this configuratiogpur best bet isd research postings at thebove EdgeMax

link, thentry and experimenfor yourself. If you get stuck, thgain the Ubiquiticommunityandask.L Qriovg
purchased an additional ERrouter to continue experimenting and fase inrefining this gude.

Notethat the associated backufe(s)on github are not beingactively maintainear updated withlater changes
beingmade in this gule. Those filesarethere as reference
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https://www.ui.com/edgemax/edgerouter-x/
https://store.ui.com/collections/operator-edgemax-routers/products/edgerouter-x
https://www.ui.com/unifi/unifi-ap-ac-lr/
https://store.ui.com/collections/unifi-network-access-points/products/unifi-ac-lr
http://routersecurity.org/
http://routersecurity.org/bugs.php
https://community.ubnt.com/t5/EdgeMAX/bd-p/EdgeMAX
https://community.ubnt.com/t5/EdgeMAX/New-ERX-AC-AP-LR-setup-guide-for-beginners/td-p/1906477

4. Alternate/ SimilarUbiquii Equipment

1) There are now alternaté y A O S t &motelNdwéiS)EdgeRouters available. | have no experience with any
of theseEdgeRouters

https://www.ui.com/edgemax/comparison/
EdgeRouterl0X:

https://store.ui.com/products/edgerouterl Ox

https://community.ubnt.com/t5/EdgeRouter/Anyon@ant-to-sharetheir-experiencewith-ER
10X/mp/2765723#M250254

EdgeRouted 2:

https://store.ui.com/collections/routingswitching/products/edgeroutefl 2

https://community.ubnt.com/t5/EdgeRouter/NeviE R12-owner-ER12-Questions/m
p/2768623#M250484

If you were to try to configure one of these alternate routers using this guideywpadd have more ports
available, and would need to adjust port number and port ranges as ne&@edwould need to follow
the conceptf this guide, adjusting / modifying as youfgo your specific equipment

2) There are many models of Ubiquiti Accssnts whichlcanwork well. | have only purchased ARGLRs.

https://help.ui.com/hc/enus/articles/3600080365 UniFtAccessPointComparisorCharts
https://help.ui.com/hc/enus/articles/11500521292UniFtUARANntennaRadiationPatterns
https://help.ui.com/hc/enus/articles/11501266408&)niFiintroduction-to-AntennaRadiationPatterns
https://dl.ubnt.com/datasheets/unifi/UniFi_AC_APs DS.pdf

| chose the ARRGLR, because it seemed to provide thiglestcoveragearea,i.e. Long Rangaf the almost
lowest price More expensive models can handi&undredor over two hundredcconnections per écess
Point. My home is not that crowded single AFAGLR works for mfaousehold needs.

From what | have been readinighink it is better to deloy more (cheaper) Access Points, than deploy fewer
(more expensivelccess Poinis.e. range and walseem to make the difference

2021 Note:If you are buying new Access Poitkgre are newWi-Fi 6 Access Points models:

UniFi 6 LorndRange Accesoit, UGLRUS.

UniFi 6 Lite Access Point,-Use-US
These devices are newpostly uravailable and still pretty buggy. It will likely be yedysefore your WAFi
devices are @€apable to take advantage of (any) faster spedtds. likely that these evices will have a longer
supported life span ovehe existing families afxisting Access Point8efore buying into these, | suggest you
read community postings, and postings associated with Access Point firmware releases.

Expanded References:
(Originalposting datamay beslightly edited antbr re-formatted for clarity)

@AlexWilsonsBlog

Consumer grade routers are usually running at full power and bristling with high gain antennas designed to
flood the place with coverage from a single device. Of cotingy, rarely flood it well. Then you end up
cobbling together a bunch of "extenders" which make it worse usually.
https://community.ui.com/questions/Venrfimited-rangeon-new-AGPro-setup/2f48b24672e44bfe-a33a
ba31913332ba#answer/e7d8e9%A384fec9030-e38a5b7801f5
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https://www.ui.com/edgemax/comparison/
https://store.ui.com/products/edgerouter-10x
https://community.ubnt.com/t5/EdgeRouter/Anyone-want-to-share-their-experience-with-ER-10X/m-p/2765723#M250254
https://community.ubnt.com/t5/EdgeRouter/Anyone-want-to-share-their-experience-with-ER-10X/m-p/2765723#M250254
https://store.ui.com/collections/routing-switching/products/edgerouter-12
https://community.ubnt.com/t5/EdgeRouter/New-ER-12-owner-ER-12-Questions/m-p/2768623#M250484
https://community.ubnt.com/t5/EdgeRouter/New-ER-12-owner-ER-12-Questions/m-p/2768623#M250484
https://help.ui.com/hc/en-us/articles/360008036574-UniFi-Access-Point-Comparison-Charts
https://help.ui.com/hc/en-us/articles/115005212927-UniFi-UAP-Antenna-Radiation-Patterns
https://dl.ubnt.com/datasheets/unifi/UniFi_AC_APs_DS.pdf
https://community.ui.com/questions/Very-limited-range-on-new-AC-Pro-setup/2f48b246-72e4-4bfe-a33a-ba31913332ba#answer/e7d8e952-6a38-4fec-9030-e38a5b7801f5
https://community.ui.com/questions/Very-limited-range-on-new-AC-Pro-setup/2f48b246-72e4-4bfe-a33a-ba31913332ba#answer/e7d8e952-6a38-4fec-9030-e38a5b7801f5

@DaveD

We are merely volunteers here; we can't 'fix' Ubiquiti you. UARAGLR is really somewhat better than
UARAGLIite; ithas 4dBm higher outg at 2.4gHz and 2dBm higher@BgHz. More interesting, it has a
unique 'fractal’ antennahat is triple-polarized for more even gain.
https://community.ui.com/questions/UARoingEOEWhatis-the-new-Standardaccesspoint-Too-many
models/f7c0fa46255f+440c84e811f6666c90ab#answer/bf81605546548c49124961b44f39d0c

@malcky

This is why | also suggest for the majority of people doing home set ups is to buy-&@LAEs... can buy 2
Lites for the price of 1 nano. much easier and cheaper to get full house 5Ghz coverdgehis moment in
time, there is still FAR more 2x2 wifi devices than anything.elaed probably will be for some time | reckon.
Obviously that will change in time but by the time that happenghe current Nano's and HD wifi stuff will
have been updated to whatever Ubiquiti come up with next.
https://community.ui.com/questions/nanoHBpeedissues/b617d15bd56-4a73bb71-
ac0bddd0046a#answer/dd50728ta7-48e8a2ctb093b1408e2d

@gregorio

You will likely need more than one AP. For stable WiFi, your APs need to be close to your deviceBshtace A
all areas where you want excellent coverage and tune them accordingly. Shape of your home and its
construction are more important than its size. Walls and distance kill signal. This is even more important given
your 5G requirement. The type of ARiigmportant. All of them will perform the same to your

requirements. Anything with AC in the name will likely be EOL-BIonths. FlexHD and NanoHD will be

out for many more years after that.
https://community.ui.com/questions/Homaetwork-advice100-20-11-Devices50m2/al77a4b@54a40bl-
a03fe22c2eeda2bd#answer/d5e525880d-4929943e7189e8c6b646

@gregorio

Why the nanoHD over the ARY0?

Just look at the datasheets. Wavel vs Wave2, 3x3 vs 4M)180 vs MUMIMO, etc. For $20 you are
getting a lot more AP. That being said, if you have nothing but a handful of 2x2 awhides and a ISP link
slower than about 400mbps, the A@e is going to perform exactly the same as the Pro at half the price.
The only drawback of AC is that they will be EOL sooner than you'd like.
https://community.ui.com/questions/NewHomeNetwork-Upgrades/d22135458b2-463+9963
037028aa8bbb#answer/73e7{5ete1543f1-b6cad05670e142db

@gregorio

WiFi is very complicated. There is only so much bandwidth available for a given channel. Because only a single
client device can transmit at a time, all other devices must wait for it to finish. If that client device is

connected at a low/slow rateghe latency for all the devices goes up. The faster the connection rate, the

sooner that client is done transmitting data which frees up the channel for other devices to start transmitting.

By moving from one AP to two APs, you have just cut your laterttgifiand doubled your throughput.

However, the effect is even greater than that because you are getting your devices closer to your APs. Having
them close means they will have a faster connection which lowers latency and speeds throughput even more.
https://community.ui.com/questions/HigkdensityGamingSettingAP/43672883a05f4c9cacct
524b0df0d24c#answer/27297df4a924009alf7-eefOffaa3517
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https://community.ui.com/questions/UAP-going-EOL-What-is-the-new-Standard-access-point-Too-many-models/f7c0fa40-255f-440c-84e8-11f6666c90ab#answer/bf816057-6465-48c4-9124-961b44f39d0c
https://community.ui.com/questions/UAP-going-EOL-What-is-the-new-Standard-access-point-Too-many-models/f7c0fa40-255f-440c-84e8-11f6666c90ab#answer/bf816057-6465-48c4-9124-961b44f39d0c
https://community.ui.com/questions/nanoHD-speed-issues/b617d157-5d56-4a73-bb71-ac0bddd0046a#answer/dd507272-9fa7-48e8-a2c1-b093b1408e2d
https://community.ui.com/questions/nanoHD-speed-issues/b617d157-5d56-4a73-bb71-ac0bddd0046a#answer/dd507272-9fa7-48e8-a2c1-b093b1408e2d
https://community.ui.com/questions/Home-network-advice-100-20-11-Devices-550m2/a177a4bc-a54a-40b1-a03f-e22c2ee4a2b4#answer/d5e525a3-8cbd-4929-943e-7189e8c6b646
https://community.ui.com/questions/Home-network-advice-100-20-11-Devices-550m2/a177a4bc-a54a-40b1-a03f-e22c2ee4a2b4#answer/d5e525a3-8cbd-4929-943e-7189e8c6b646
https://community.ui.com/questions/New-Home-Network-Upgrades/d2213545-58b2-463f-9963-037028aa8bbb#answer/73e7f5ea-de15-43f1-b6ca-d05670e142db
https://community.ui.com/questions/New-Home-Network-Upgrades/d2213545-58b2-463f-9963-037028aa8bbb#answer/73e7f5ea-de15-43f1-b6ca-d05670e142db
https://community.ui.com/questions/High-density-Gaming-Setting-AP/43672883-a05f-4c9c-acc1-524b0df0d24c#answer/27297dfa-1a92-4009-a1f7-eef0ffaa3517
https://community.ui.com/questions/High-density-Gaming-Setting-AP/43672883-a05f-4c9c-acc1-524b0df0d24c#answer/27297dfa-1a92-4009-a1f7-eef0ffaa3517

Access Point ER@f-Life

RecentlyY y& 2f RSNJ Y2RSfa 2F ! 00Saa t2Ayida NB 3I2Ay13
purchase ay of those [Note that UAFLR is discontinued, NG@ie UARAGLR.]

https://community.ui.com/questions/AnnouncemerE OLfor-someUniFtARmModels/65487283e9d49f4-
85b9-b6aa54659ef7

Access Point Generation Chagr(surethatthed ! YA CA | O0Saa t2AydGaé LAOGdzNB
https://help.ui.com/hc/enus/articles/36001219281-BniFiGettingStarted

OtherEQ /52y Qi toNE Q3 AccesaPoiatQinks:

https://community.ui.com/questions/UAR0ingEOEWhat-is-the-new-Standardaccesgpoint-Too-many
models/f7c0fa46255f440c84e811f6666c90ab

X  'Pfo are notorious for failed POE negotiation chifs.
https://community.ui.com/questions/UAFRAGPro-workswith-POEinjector-but-not-POEfrom-
switch/8e94df2bbc9b-4151-901d-bb8d280535cf#answer/66fc1felbd19-462591a212cc946c3a62

UAPACGPRQdeadbeforeits time <with 178 responses and counting>
https://community.ui.com/questions/ UAFRAGPRGdead before-its-time/65e3f80e0eef487eaa73
4e0f602d841a
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https://community.ui.com/questions/Announcement-EOL-for-some-UniFi-AP-models/65487283-ce9d-49f4-85b9-b6aa54659ef7
https://community.ui.com/questions/Announcement-EOL-for-some-UniFi-AP-models/65487283-ce9d-49f4-85b9-b6aa54659ef7
https://help.ui.com/hc/en-us/articles/360012192813-UniFi-Getting-Started
https://community.ui.com/questions/UAP-going-EOL-What-is-the-new-Standard-access-point-Too-many-models/f7c0fa40-255f-440c-84e8-11f6666c90ab
https://community.ui.com/questions/UAP-going-EOL-What-is-the-new-Standard-access-point-Too-many-models/f7c0fa40-255f-440c-84e8-11f6666c90ab
https://community.ui.com/questions/UAP-AC-Pro-works-with-POE-injector-but-not-POE-from-switch/8e94df2b-bc9b-4151-901d-bb8d280535cf#answer/66fc1fe6-bd19-4625-91a2-12cc946c3a62
https://community.ui.com/questions/UAP-AC-Pro-works-with-POE-injector-but-not-POE-from-switch/8e94df2b-bc9b-4151-901d-bb8d280535cf#answer/66fc1fe6-bd19-4625-91a2-12cc946c3a62
https://community.ui.com/questions/UAP-AC-PRO-dead-before-its-time/65e3f80e-0eef-487e-aa73-4e0f602d841a
https://community.ui.com/questions/UAP-AC-PRO-dead-before-its-time/65e3f80e-0eef-487e-aa73-4e0f602d841a

5. EdgeRouter IP Address Use

For the purposes of this guide, | am assuming that you will put your Ubiquiti EdgeRouter in series with your
existing firewall / router, after the EdgeRouter has been initially candig. This way, you can leave your existing
network alone, while securely setting up and testing your EdgeRouter. You neadurethat your existing
network does not use any of the following network addresses: 192.168.3.X, 192.1682.268.5.X,
192168.6.Xpr 192.168.7.X9r 192.168.8.Xas these addresmnges will be used within the Edge&er. | suggest
that yousetup or re-configureyour existing router to use IP addresses of 192.16&8.%s LAN portsExisting
router addresses of 192.168X00r 192.168.1.X will also work.2 dzNJ SEA &G Ay 3 SljdzA LIYSy i
5{[ azparfoxléy R &, 2 dzNJ 9 EA & (i poytieh c@nbinEB iatd dné single uniBedEig a2k
EdgeRouteConfigurationSetup You wil also need a computer to setup the EdgeRouter.

(]
LAN WAN Your LAN eth0 N eth3
o Ubiquiti
Existing Setup
Internet - EdgeRouter
Firewall / X Computer
Typically Router (Suggest) HomeNet
192.168.[01].X 192.168.2.X 192.168.3.X
[T
Existing LAN

Figure2 - EdgeRouteConfigurationSetup

Most cable /DSLmodemsseem to bepre-configured for DHCP, and for using addres$ei98.168.0.X or
192.168.1.0n their LAN ports. Thefere, | configuredthe EdgeRouteNetworkaddressesot to include those
ranges. | deliberately left the addressnge 0f192.168.2.X unused within the EdgeRouter, so those addresses
O2dz R 68 dzaASR o6& | yLASlpdta GAy 3 FANBSLFEE «k NRdzi SNDa
If the EdgeRater was usingin addresshat wasalso used byour Cable / DSL modem, it would mask / hide that
S|j dzA LI%&up webgage(s), and you would not be able to access those pages

The EdgeRouter will NOT work if the address preseviee®HCRo its ethO pot maps anywhere within one of
the address ranges usaaternallyby the Edge8uter.

Y|

LT 282dz2NJ LYGSNYySG { SNBAOS t NPGARSNRA o6L{t0 SldzA LISy

adjust your WAN (eth0) settingdgter running the setup vzard.If the internet is only partially working, gou
needto usePPRE, then you might want to read:

https://community.ubnt.com/t5/EdgeRouter/Adjusthe-MSSvaluefor-the-PPPOE/tgh/2617231

https://community.ui.com/questions/Howo-setup-MTU-properly/dbb28fa70873418b-bae5
Oed471b84a88#answer/c1f591eBl/ac40a8befd-80061615eecf

https://community.ubnt.com/t5/EdgeMAX/Cat-opensomewebpages/mp/1950743/highlight/true#M163311

https://samuel.kadolph.com/2015/02/mttand-tcp-msswhen-usingpppoe-2/

https://community.ui.com/questions/GoogkEiberSpeedissueswith-EdgeRouter/bd3e9acta4c4711-9a7f
9f1d66d5578c
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https://community.ubnt.com/t5/EdgeRouter/Adjust-the-MSS-value-for-the-PPPOE/td-p/2617231
https://community.ui.com/questions/How-to-set-up-MTU-properly/dbb28fa7-0873-418b-bae5-0ed471b84a88#answer/c1f591d1-57ac-40a8-bef9-80061615eecf
https://community.ui.com/questions/How-to-set-up-MTU-properly/dbb28fa7-0873-418b-bae5-0ed471b84a88#answer/c1f591d1-57ac-40a8-bef9-80061615eecf
https://community.ubnt.com/t5/EdgeMAX/Can-t-open-some-webpages/m-p/1950743/highlight/true#M163311
https://samuel.kadolph.com/2015/02/mtu-and-tcp-mss-when-using-pppoe-2/
https://community.ui.com/questions/Google-Fiber-Speed-Issues-with-EdgeRouter/bd3e9acb-fa4c-4711-9a7f-9f1d66d5578c
https://community.ui.com/questions/Google-Fiber-Speed-Issues-with-EdgeRouter/bd3e9acb-fa4c-4711-9a7f-9f1d66d5578c

6. Acquire EdgeRouter Documentation

On the computer yowise to setup the EdgeRouter X, download the newest documentation from:
https://www.ui.com/download/edgemax/edgerouter/er-x
¢tKSNBE INB 020K I !'aSNRa DdARS yR | vdzA Ol {dF NI Ddz

Notethat Ubiquiti makes several models of EdgeRouter equipment. Each model uses different hardware, has
different capabilities, supports a different number of ports, and may be configured (sometimes subtly) differently
from each other. For instance, the EdgelRw Lite typically uses ethl as its WAN port, while the EdgeRouter X
typically uses eth0 as its WAN port. Watch out for these types of differences when doing internet searches.
EdgeMAX is the operating system for the EdgeRouter series.

7. Web Resources

EdgeMax https://help.ubnt.com/hc/enus/categories/20032106£dgeMAX

EdgeMax FAQhttps://community.ubnt.com/t5/tkb/allarticlesprintpage/tkbid/EdgeMAX_FAQ
Community  https://community.ubnt.com/t5/EdgeMAX/bep/EdgeMAX

Unofficial https://www.reddit.com/r/Ubiquiti/

Here are some more references:
https://help.ubnt.com/hc/enus/articles/11500253172& dgeRouteBeqginnersGuideto-EdgdRouter

http://www.guruadvisor.net/en/networking/321edgerouterx-tiny-but-full-of-resources

These postings perform similar items as this guide does:

https://community.ui.coniquestions/Newnoob-owner-of-Edgerouterx-a-simpleway-to-changethe-router-lan-
network-ip-addressincludinge/d3c27485a93£4f9¢c-8e92-4dc4flb29a31#answer/073f4173df1-4cbf86b2-
38fbb05936da

https://community.ubnt.com/t5/EdgeMAX/EdgeRouté¢segmentation/tdp/1767545
https://help.ubnt.com/hc/enus/articles/21888906EdgeMAXHowto-Protecta-GuestNetwork-on-EdgeRouter

Ben Pin (Ubiquiti Employeea$ a bunch of tutorial videos:
https://www.youtube.com/channel/lUC9jUG4FPmMIMPM556%SI69
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https://www.ui.com/download/edgemax/edgerouter-x/er-x
https://help.ubnt.com/hc/en-us/categories/200321064-EdgeMAX
https://community.ubnt.com/t5/tkb/allarticlesprintpage/tkb-id/EdgeMAX_FAQ
https://community.ubnt.com/t5/EdgeMAX/bd-p/EdgeMAX
https://www.reddit.com/r/Ubiquiti/
https://help.ubnt.com/hc/en-us/articles/115002531728-EdgeRouter-Beginners-Guide-to-EdgeRouter
http://www.guruadvisor.net/en/networking/321-edgerouter-x-tiny-but-full-of-resources
https://community.ui.com/questions/New-noob-owner-of-Edgerouter-x-a-simple-way-to-change-the-router-lan-network-ip-address-including-e/d3c27485-a93f-4f9c-8e92-4dc4f1b29a31#answer/073f4175-3df1-4cbf-86b2-38fbb05936da
https://community.ui.com/questions/New-noob-owner-of-Edgerouter-x-a-simple-way-to-change-the-router-lan-network-ip-address-including-e/d3c27485-a93f-4f9c-8e92-4dc4f1b29a31#answer/073f4175-3df1-4cbf-86b2-38fbb05936da
https://community.ui.com/questions/New-noob-owner-of-Edgerouter-x-a-simple-way-to-change-the-router-lan-network-ip-address-including-e/d3c27485-a93f-4f9c-8e92-4dc4f1b29a31#answer/073f4175-3df1-4cbf-86b2-38fbb05936da
https://community.ubnt.com/t5/EdgeMAX/EdgeRouter-X-segmentation/td-p/1767545
https://help.ubnt.com/hc/en-us/articles/218889067-EdgeMAX-How-to-Protect-a-Guest-Network-on-EdgeRouter
https://www.youtube.com/channel/UC9jUG4FPm9mPM555WOKSl6g

8. Initial EdgeRouteHardwareSetup

Configurethe setupcomputerQ Bthernet jack as having a fixed IP address of 192.268uihereXis 2 to 254)
and a retmask of 255.255.255.0. There are many tutorials available omtamet that showshow to configure a

O 2 Y LJdAEtidD gort to use dixed IP address

One wayto configurea Windows 10computeris:
Control Panel> Network & Internet> Ethernet> Change Adapter Settings Internet Protocol Version 4

->Properties-> Use the followingP addresslP Address: 192.168.1.100

@BuckeyeNet has made the followitvgp observatiors.

1. The IP address is not actually changed until you @€xEHhe #1 and #2 OKs.
2. Also if you are using a browser to connect to the GUI, close the old tab and ogsnane. | don't know
for sure why this makes a difference, but it does. Perhaps a shift reload would work, but | didn't try that.

Normally thelPaddress is changing anyway, so | just open a new tab out of habit.
SeeFigure3 ¢ Windows 10 Ethernet Address Setup

If youare stillhaving trouble reconnecting reference the following podte made
https://community.ui.com/questions/HelfERX-cannotconnectafter-re-setand-cannotget-seriatUSBttl -cable
to-work/ae154217492f49el-a8c3e82961dd6c4cHanswer/2d8c606b794237-ad6c6942bcdfbd87

E.I
4N E-I » Control Panel » Metwork and Internet » MNetwork Connections ~
@ X . .
™ Internet Protocol Version 4 (TCP/IPv4) Properties *
MNetwaorki i
working | Sharing General
Connect using: . ) . )
You can get I settings assigned automatically if your network supports
@ Realtek PCle GBE Family Controller this capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings.

Configure... ) )
This connection uses the following items: O Qbtain an IP address automatically
ige the following IP address:!

L3 Client for Microsoft Networks - ®1se the folloning IP address:
THFile and Prirter Sharing for Microsoft Networks IP address: 192 .168 . 1 .100
V] i iver
- MNpcap Packet Driver (NPCAF) Subnet mask: 55 , J55 L 355 . @
T05 Packet Scheduler
& Intemet Protocol Version 4 (TCP/IPv4) Defavit gateway: [ ]
O & Microsoft Network Adapter Multiplexor Protocal
4 Microsoft LLDP Protocel Driver v Cbtair DNS server address automatically
< > (®) Use the following DNS server addresses:

Install... Uninstall Properties Preferred DNS server: I:I
Deseription Alternate DNS server: I:I

Transmission Control Protocol/Intemet Protocol. The defautt
wide area netwark protocol that provides communication
across diverse interconnected networks. [ validate settings upan exit e

1
2 oK Cancel Cancel

T

Figure3 ¢ Windows 10 Ethernet Address Setup
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https://community.ui.com/questions/Help-ER-X-cannot-connect-after-re-set-and-cannot-get-serial-USB-ttl-cable-to-work/ae154217-492f-49e1-a8c9-e82961dd6c4c#answer/2d8c606f-eb79-4237-ad6c-6942bcdfbd87
https://community.ui.com/questions/Help-ER-X-cannot-connect-after-re-set-and-cannot-get-serial-USB-ttl-cable-to-work/ae154217-492f-49e1-a8c9-e82961dd6c4c#answer/2d8c606f-eb79-4237-ad6c-6942bcdfbd87

Power up your EdgeRouter X using the supplied power adapter, and then depress and hold the reset button for
about 15 secondsfter releasing the resetbudty > 02y ySOG | adl yRFENR 9GKSNYSi
LR2NIL (2 GKS aSidzl SeeRgudsrd I8itNIEdge Rbutek & dwiré Setue | O @

If your EdgeRouter is ever reset {puarpose/ crash /accidental) you will need to fstart recoveryat this section
If you keepa currentEdgeRouter configuration bagikavailable a full restore is then easy.

Note that some setup computers may have an additional Etheadapteror have an additiondlVi-Fiadapter
installed. Ifanyadditional adaptefs)are installed,andan adapter is usin@r connecting taan address within the
rangeof 192.168.1.Xthen you will need to temporarily disableahadditionaladapter. Theadditionaladapter
only needs to belisabledwhile you are trying to access the EdgeRouteitsinitial hardware setumddress of
192.168.1.1

Included Computer’s
EdgeRouter's Ethernet Adapter
Power Adapter Ubiquiti | eth0 Set to 192.168.1.100
L EdgeRouter > Setup
19V X Ethernet Computer
DC Cable

Figure4 ¢ Initial EdgeRouteHardware Setup

Reference Quick Sta@uidel Yy R (1 KS ! aSNR& DdzZARS X/ KFLIXISNI HY! &Ay3 9l
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9. Initial EdgeRouter Login

Wait about three minutes for the EdgeRouter to boot up, theeie a web browseof your choiceon yoursetup
computer and enterhttps://192.168.1.1into the addresdield.

Note thatthereareU O2YYdzy Al & RA&aOdzaaAzya | 62dz2i GKS 9R3ISw2 dzi
P LILX SQa {FFFENRAR ONRPGASNI FYRk2NI y2i 62NJAy3T O2NNBOGT &
O2NNBOG LI 3So hyS KAY( ax® ¢lay diLy Qa/NMEBNO (i KISF B3 t A 8 RRMIE
page and lots of items at the top of the pagee blank / black.

¢tKS ONRG&ASNI YIe AaadzsS | &aSOdzNRAGE 61 NYyAyIdTheexdet oA f €
prompts and responses vary browser.SeeFigureb ¢ IE Security Certificate Example

e @ https:/7192.168.1.1

File Edit View Favorites Tools Help

a) There is a problem with this website’s security certificate.
A

The security certificate presented by this website was issued for a different website's address.
The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
'Q‘ Click here to close this webpage.

& Continue to this website (not recommended).

@ More information

Figure5 ¢ IE Security Certificate Example

You will likely see eombined login andicense agreement dialognter the username and passwofidhe default
dzZASNY I YS Aa adzoyidé | yR MDoKvBatyRbnedd triddir thedhgieemer PeEFigureB ¢ ¢ dzo Y
Ubiquiti License Agreemeiitialog

EdgeMAX

Please Login

UBIQUITI LICENSE AGREEMENT

This License Agreement strictly prohibits You from using the Ubiquiti Software on any device other than

a Ubiquiti Device.

You are also prohibited from removing any Ubiquiti copyright notice or brand or modifying any user
interface of the Ubiquiti Software or any Ubiquiti Device.

NOTICE

This is a legal agreement between You and Ubiquiti Networks, Inc. ("Ubiguiti"). YOU MUST READ AND AGREE TO
THE TERMS OF THIS LICENSE AGREEMENT ("AGREEMENT") BEFORE ANY UBIQUITI SOFTWARE CAN BE
DOWNLOADED OR INSTALLED OR USED. BY CLICKING ON THE "ACCEPT" BUTTON OF THIS AGREEMENT, OR
DOWNLOADING UBIQUITI SOFTWARE, OR INSTALLING UBIQUITI SOFTWARE, OR USING UBIQUITI SOFTWARE,
YOU ARE AGREEING TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT

1 agree to the terms of this License Agreement

Figure6 ¢ Ubiquiti License Agreemerialog
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https://192.168.1.1/

Depending upon the version of firmware thaas preinstalledon your EdgeRouter, you mag presented with a
RAFf23 o02E adlidAay3a GKIFIG GKS aw2dziSNI A& Ay RBFLdA G O
presented, aswer No.SeeFigure? ¢ Basic Setup Question

Router is in default config. Do you want to start with
the Basic Setup wizard?

Yes Mo

Figure7 ¢ Basic Setup Question

You will landon the Dashboard screen. SEa&ure 8 ¢ Initial Dashboard Screen

o @ hitps,//192.168.1.1/2Dashboard £ O Centificate emor C || @ Edge0s - vbnt
File Edit View Favorites Tools Help

EdgeMAX

M =0 El E—
2 TxRate (Kbps) R Rate (Kbps)
5 - . ;
5
0 » .
aaaaa s ' I I 'l
M SS (SES M
Hrevall s disabled Description & inteface  a  Type 4 PoE & IPAddr ¢ v ¢ ™ Rx ~  stats & Actions
o etn2 etz ethermet 1500 obps 0bps Disconnecte Actions =
ethd. etha. ethernet  off 1500 Obps 0bps s ecte Actions

Alerss System =

Figure 8 ¢ Initial Dashboard Screen

Reference Quick Sta@uidel Y R G KS | aSNR& DdzZARS X/ KFLIXISNI HY! aAy3 9l
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10. UpdateEdgeRoutefSystemJirmware

WARNINGAS of early 2020nany forum users are reporting that newer versions of 860S Q& / KN2 Y S 6 NJ
mayno-longerwork for uploading / downloading system images and/or configuration files. Try to use a FireFox
browser. Referencéhttps://community.ui.com/questions/Has hrome83-brokenrestoringconfiguratior
backups/c6a2d0e6f0d-494eb588c477cf5el9e4

Note: Sometimes to download newelystemfirmware, you might need to first recover more spaceymur ERX
router. You can issue the CLI command:

delete system image
to recover more space. Note that this deletes the backup (configuration) image, not the running (configuration)
image.Only do this command if yatannototherwise update. Reference&ion16- EdgeRouter Command Line
Interface (CLI)

On yoursetupcomputer, download theNEWESTirmware from:

https://www.ubnt.com/download/edgemax/edgeroutex/er-x

Newest NoteAs of Late 201through early 2021Ubiquiti hasmaintainedtwo sets / lines of system firmware for
the ERXmodel. Specific release numbelslow,are as ofdnuary 2021

Firmware v1.10.11

Firmware 2.09
| am still running V1.10.11, as of early 2021.

The v1.10.x line is highly regardeahd universally seen as stable, but Ubiquiti has stated that there will be no
more updatesnadeto the v1.10 series. What a shame.

The v2.0.x line of releases hasxhe disaster, especially for the-ERodel Ubiquiti has released firmware
which is not everf alpha quality hardly tested itandthen released it into the stable channeThey have done
thisagain and agaiand again| strongly suggest NEVER logdiny v2.0 release befow.0.8hotfix.1.

For reference, dringthe initial writing of this documentthe firmwarewas at:
G9RISW2XIERESEP/ERWC Y CANN G| NBE OMOPpPmME @
Some of theERX screenshots in this guideave now been taken over many difégt firmware versions.

t NBaa (KS d&.{SedaigurBoe Systendittdn2Tyiis lnitton is located near the loweleft cornerof the
dashboardscreen, as shown Rigure 8 ¢ Initial Dashboard Screen

Figure9 ¢ SystemButton

Sometimes the System button and/orthef SNJia o6dzii2y X 6KAOK A& NARIKG ySEG
work for me. | usually just click the other button twice, and then click the button | want.

Yau might want to join the Ubiquiti community and sign up for notifications about new software / firmware
updates. You could also just periodically poll the above link, looking for new updeiggrobably a good idea to
keep (somewhat) up to date firmwea on your EdgeRouter, for security updates.

The System window will then pagp an overlaythat will covermost of you screen Sed-igurel0¢ System Pp-
up Screen
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https://community.ui.com/questions/Has-Chrome-83-broken-restoring-configuration-backups/c6a2d0e6-5f0d-494e-b588-c477cf5e19e4
https://community.ui.com/questions/Has-Chrome-83-broken-restoring-configuration-backups/c6a2d0e6-5f0d-494e-b588-c477cf5e19e4
https://www.ubnt.com/download/edgemax/edgerouter-x/er-x

uuuuuuuu

Gazwnuy Mare sarer

Figurel0¢ System Pp-up Screen

Findthea ! LJANI RS
Image

{ &sécfioB,andpesslthddS éLI 2 F R |

Upgrade System Image

Upload system image:

To check for updates go to: www.ubnt.com/download

Figurell ¢ Upgrade System Image

SEeriguiEl ¢ Bpdzadé Sygtem

Choose the firmware filthat you downloadedkarlier. The EdgeButer willtheninstall the chosen fileSeeFigure

12 ¢ Upload a file

Upgrade System Image

Upload system image: Upload a file

% ER-e50.v1.9.1.4939092tar Cancel

To chedk for updates go to: www_ubnt.com/download

Figurel2 ¢ Upload a file

You will eventually be asked if you want to rebtie EdgeRoutett NB & &
FAa1 SR G2 O2yTANY

The router will inform you that it is rebooting. SEgurel4 ¢ Reboot Process
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EdgeMAX

Upgrade Complete

EdgeRouter.

Reboot & Not Now %

Are you sure?

while your router reboots.

Yes, I'm sure + No

In order for the changes to take
effect you will have to reboot your

Your network will be termporarily unavailable

EdgeMAX

Rebooting

The system is in the process of
being rebooted.

Figurel3 ¢ Upgrade Completd®ialog

Figurel4 ¢ Reboot Process

While the EdgeRouter is rebootinfe web page wilpresentyouwith a Lost Connectiobialog. SeeFigurel5¢

Lost Connectio Dialog

Eventually, when the EdgeRouter has fulhbooted, the presented dialog will changeRigurel6 ¢ TimedOut
Dialog This is aice touch of web programming from Ubiquiti, so youn @asily know when rbooting has

completed.

Press the Reload button

EdgeMAX

Lost connection

connection.

Try again &

Unable to connect to the router.
Please check your network

Figurel5¢ Lost Connectio Dialog
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Lost connection

Your session has timed out. Please
log in again.

Reload €

Figurel6 ¢ TimedOut Dialog
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You will beaskedto login please enter the username and password into the dialog. The default username is
Gdzoyidé +FyR (0KS RSTI dzguielnglogidDimBRNR A& dadzoyidéo {SS

EdgeMAX

Please Login

ubnt

Login

Figurel7 ¢ LoginDialog

Youshouldbel INE & Sy i SR sAGK + RAFE23 62E abGldAy3d GKEdG GKS
GKS . Faar0 { S dags RekefehcdfiBuke? ¢ Basit Setup Riiestion
You willlagain)land at the Dashboard screeReferencerigure 8 ¢ Initial Dashboard Scree@heckthe upper left

of the screen and verifthat you are presented with theersion of code thayou justdownloaded. Se€&igurel8
¢ Example EdgeRouter Vars.

FdgeMAX " ...

Figurel8 ¢ Example EdgeRouter Veos

Additional Reference

https://help.ubnt.com/hc/enus/articles/2051461 1 dgeRouteHowto-Upgradethe-EdgeOFirmware

https://community.ui.com/questions/EdgeRoutef-losesWANIP-aroundonce-a-week/b183c5a28894532
9201-43559eed3eaffanswer/faba4036L05421a813ebba41df9e21f

If you get your EdgeRouter messed up, you might need to factory reset it. Herenaedink(s):

https://help.ubnt.com/hc/enus/articles/20520262¢EdgeRouteResetto-FactoryDefaults

https://help.ubnt.com/hc/enus/articles/36000223107-EdgeRouteHowto-UseSSHRecovery

https://community.ubnt.com/t5/EdgeRouter/ERERXSFPSystemRecovery/tdp/2056921

https://community.ubnt.com/t5/EdgeRouter/ERERXSFPSystemRecovery/mp/2056921

If youreally get your EdgeRouter into a ndrooting mode, you codltry the new TFTP recovery methods:
https://help.ubnt.com/hc/enus/articles/360018189493

https://community.ubnt.com/t5/EdgeRouter/TFFifecoveryimagesfor-EdgeOSequest/m-p/2676042#M240903
https://community.ubnt.com/t5/EdgeRouter/Hovto-connectERX-serialconsole/mp/2607963#M233420

https://community.ubnt.com/t5/EdgeRouter/Updatet dgerouterX-to-EdgeMAXEdgeRoutesoftwarerelease
v1/m-p/2711039/highlight/true#M244509
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https://help.ubnt.com/hc/en-us/articles/205146110-EdgeRouter-How-to-Upgrade-the-EdgeOS-Firmware
https://community.ui.com/questions/EdgeRouter-X-loses-WAN-IP-around-once-a-week/b183c5a2-e889-4532-9201-43559eed3eaf#answer/faba4035-1105-421a-813e-bba41df9e21f
https://community.ui.com/questions/EdgeRouter-X-loses-WAN-IP-around-once-a-week/b183c5a2-e889-4532-9201-43559eed3eaf#answer/faba4035-1105-421a-813e-bba41df9e21f
https://help.ubnt.com/hc/en-us/articles/205202620-EdgeRouter-Reset-to-Factory-Defaults
https://help.ubnt.com/hc/en-us/articles/360002231073-EdgeRouter-How-to-Use-SSH-Recovery-
https://community.ubnt.com/t5/EdgeRouter/ERX-ERX-SFP-System-Recovery/td-p/2056921
https://community.ubnt.com/t5/EdgeRouter/ERX-ERX-SFP-System-Recovery/m-p/2056921
https://help.ubnt.com/hc/en-us/articles/360018189493
https://community.ubnt.com/t5/EdgeRouter/TFTP-recovery-images-for-EdgeOS-request/m-p/2676042#M240903
https://community.ubnt.com/t5/EdgeRouter/How-to-connect-ER-X-serial-console/m-p/2607963#M233420
https://community.ubnt.com/t5/EdgeRouter/Updated-Edgerouter-X-to-EdgeMAX-EdgeRouter-software-release-v1/m-p/2711039/highlight/true#M244509
https://community.ubnt.com/t5/EdgeRouter/Updated-Edgerouter-X-to-EdgeMAX-EdgeRouter-software-release-v1/m-p/2711039/highlight/true#M244509

11. About WsingTwo or More Ubiquiti AccesdPoints

Many people have wanteda connect two (or more) Ubiquiti Access Poifuis\Pg AP9 to their ERX to provide
more/ wider Wi-Fi coverage. The following ideas should work, have only tested Methosll, 1A,and 4
Therefore the following diections are approximate.

Method 1: Connect an 802.1@Qapableswitch to ethl, and then connecyour AccesdPoints to this switch.l have
testedMethod 1 usinga TRLink TESG105 (Ver 2.1inmanaged ggabit switchwhich was cheap and worked. | am
amazedhat | just plugged it in and just worked as | thought you needed a managed switch to carry VLAN data.

Managedswitcheswill likely need to be specifically configured to pass VLARN 8data. The HomeNet / trunk /
192.168.3.X datdoes not appear to need toe specifically configured! had previouslytested Method 1 with a
specificallyprogrammedTRLINK TASG105EV2 managed switch and it worked. For configuration details, for this
switch, referenceéAppendix A | would now instead use Method1#B.

Method 1A: Connect an 802.1Q capable switcheth3, connect HomeNetwork devicesd your additional
Accesdhoint(s) to this switch leaving your original Access Point connected to effidismethod islower cost
than Method1,as itsharesa commonswitch for oth the HomeNet wired items and trextra Access Points($).
appears that recentynanufactured unmanaged gigakstvitches are 802.1Q compatiblé.is likely that old
10/100 (i.e. norgigabit) switches wiNOTbe 802.1Q compatiblelf youuse this metlod, rememberto perform
the steps irsection90 - Goalesing the Wired lot and WH lot Networks when you get® that section When |
did this testing, | used ieadily availablé'RLink,unmanagedgigabitswitch;model TESG1005D thdthad
previously purchased

Method 1B: Connect an 802.1Q capable switcheth3, and then connecddomeNetwork equipment andLL of
your Access Point(s) to this switch, leaving eth4 for a second SeNaaterk. If youuse this method, remember
to perform the steps in sectio®0 - Coalesing the Wired lot and WH lot Networks when you get to that section.
Youcanalso perform the steps igection99 - Add a Second Separate Netwpwhen you get to that section.

Method 2: Plug your one or twadditionalAccess Points) directly into the ERX router You will need to forego

the Wired IOT Network and/or the WideSeparate Networkunless you happen to have zero wired devices on the
HomeNetwork This would alternately configure the HomeNet on ports 1,3,4 or 2,3,4 or 1,2.8Bid saves the

cost of needing tgurchasean addtional 802.1Qcapableswitch, but delersfewer features.l would now instead
use Method1A1B.

To include port 1 in HomeNet, instead CHECK the "One LAN" box in 4&dtibigure21. You will need to figie
out the additionalassociated changesghich are later in this document

To include port 2 in HomeNet, DON'T follow secti®®s21, 27. You will need to figure out the additional
associated changes which are later in this document.

This is a lot of changes / strippiofi-features to save about $20 USD for aabigunmanaged switch. | would
instead use Method1AB.

Method 3: Usean ERX SFR y a (1 S| R 2 IX.Thismadelfoliter yas an @xira SFP port on it. You will also
need an appropriate SFP adapteruse the extra portUsing hisMethod, just about doubles the cosif this
project L K S NJ ©R ILIJSAEodufes dib not autoegotiate link speeds.would now instead use
Method1A1B, as it ismuch cheaper.

Method 4: Configurethe additional UbiquitiAccesdPoints to Wi-Fimesh / chain to the origindUbiquiti Access
Point [Update: it appears that muHiop support has been added in later versions cfegssP2 A yfifm@are. ]
Note that using mesh equipment / modes Milkely decrease your wireless bandwidth bylaast halfand/or steal
(?all of / most of?your 5GHz channel.
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Referencedhe following
https://help.ubnt.com/hc/enus/articles/115002262328) niFtUARConfiguringWirelessUplink

Ubiquiti also makes specific equipment for miidp degoyments.Some of that equiment is rated for outdoor
use. If you can, wire each Access Pdiatk to your EdgeRouter.

General:

Except for method!, Each écesdoint should be Ethernewired. When you get there, reference secti@h -
SettingUniFi /Access Poif2 &SIDs, Channels, and Power Lefeelconfiguration details.

See also sectioh5, 1l KS a+[ ! b wS T S deRigh@oSaad motadihiddnatiényidpgemdix A

Ethernet data can be sent oveable TV coaly usingdMultimedia over Coax Alliance (MOEAdapters. These
devicescan be usedsgeneral purpose Ethernet dro&d/or for wiring / placingAccess Pointwithin a fouse
These araliscussed i\ppendix B

12. Comments about Network Switches

@shermbug suggests that unmanaged switchesoeatised for carrying VLAN data
At least, ensure youiunmanaged) switches are marked as being 802.1Q capable.

It is probably a good ideavhen usingyour specifig network switch to testthat all of yourHome, lot, Guestand
Spare Mtworks are operating correctly.

| am currently using Method1B of seatitl - About UsingTwo or More Ubiquiti AccesdPoints. I recently
purchaseda manage®4-port gigabitswitch. It is now the only networkwitch connected to my ER(via eth3
and can provide Etherngitorts for Home, lot, Guestaind SpareNetworks. Thissingle switchreplaces all the
switches shown iifrigurel - Oveview Diagramand makes for a much cleaniestallation

The model choose wasiP J9803Procurve 18124G. This was acquiredsused, on eBay for under $60
shipped.This switch supporVLAN. If youuse this method, remember to perform the steps in sec®inr
Coalesing the Wired lot and WH lot Networks when you get to that section.

The HP J9803Awitchis / canonly-be configured via aveb page, which is perfect fony home use.l can see why
IT professionals may not like this switch, as they cannot begroframmed via command line utilities, in their
largecommercial settings.
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13. EdgeRouter Wizard

Press thaWizards button, which is locatedn the uppefright portion of the Dashboard scree8eeFigurel9¢

Wizards Button

Figure19 ¢ Wizards Button

You will see the followinfportion shown) of the Wizard Screen. SEegure20 ¢ Wizard ScreeRortion

Welcome ubnt *  toubnt

Setup Wizards
Please choose a wizard from the left.

Basic Setup
Load Balancing
Load Balancing2
Switch
WAN+2LAN
WAN+21ANZ

Feature Wizards

DNS host names
TCP MSS clamping
UPnP

VPN status

Figure20 ¢ Wizard ScreerfPortion

Note thatthere are variousVizardsavailable which carnturn the EdgeRouter into a network switch, or perform
load balancing between two WAN interfacé4ost people wilprobablybe interestednad & i | y Rl NaR €
described in this guideyhichisd 2 ! bbH[ ! bHE ®
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| K22a$S a2 ! 8esriglire2bcivan+2LAN2 Dialoyou will need to xpand/ open sections, and rake
the following selections:

In thednternet Porg ecéon:

Port: ethO
InternetCT  DHCP
VLAN: UN-Checked (Internet Connection is on VLAN)
Firewall: CHECKED (Enable the defalt firewall)
DHCv6 PD: UN-Checked (Enable DHCv6 Prefix Delegation)
In the next (uhabeled) section:
One LAN: UN-Checked (Only useone LAN)
Ly (Oit®nalfiSecondary LAN port (ethl) a SOGA2Y Y
Address: 192.168.4.1 255.255.255.0
DHCP: CHECKED (Enable the DHCP server)
Ly (AN Ports(eth2, eth3,ethd) aSOGA2Y Y
Address: 192.168.3.1/ 255.255.255.0
DHCP: CHECKED (Enable the DHCP server)

If your internet provider uses something other than DHIGR P address providddom your cable / dsl mdem),

@2dz oAttt ySSR G2 aSt SOl a{ (thosesaltingsatcordirgNd attt 2963 I yR
LYy OKS O Onfy3a S K25y S [ | mbrmsitietWe @ ditdirebyindle ethl from eth24, allowingfor the

provision of aseparateNetwork. | used thliethl Network forWired IOTdevices

LG A& AYLRNIFYd GKFG a9ylFofS GKS RSTlLHdzZ G FANBgGIL €

setting.
' YRSNJ GKS a! aSNJ aSiddzl aSOlA2y s SAGKSN dXK I 3NISa /ISl (RS
FRYAY dzASNE G6AGK | aSOdzNBE k dzyAljdzS LI aag2NR® LT @& 2dz
RAFE23 yR RSt $38 Youud ndedtd rendzinlibr yaud1ogif Grédertics3 A Y @

[Note youREALL¥hould make amew and unique admiuser loginy I YS ' yR GKSy RSt SGS GK
name for security.]

daty

A z A

t NBaad ! LILXeé¢ G GKS o2aGd2Y 2F GKS aONBSyo
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Use this wizard to set up basic Internet connectivity and te customize local netwerk settings

- Internat port (eth0 or ethd)

Connect eth0 or eth4 to your Internet connection, for example, the cable modem or DSL modem, and select the
connection type.

Port eth0 i

Internet ® DHCP

connection type . ) . . .
Automatically obtain network settings from the Internet Service Provider

O static IP

O PPPoE
VLAN [ Internet connection is on VLAN
Firewall Enable the default firewall
DHCPv6 PD [] Enable DHCPv6 Prefix Delegation
One LAN [] Only use one LAN

- (Optlonal) Secondary LAN paort (eth1)
Optionally, connect eth1 to your secondary local network.
Address 192.168.4.1 /| 255.255.255.0

DHCP Enable the DHCP server

~ LAN ports (eth2, eth3 and ethd)

Connect the LAN ports to your devices or/and a switch that connects to additional devices.

Address 19216831 % /| 2552552550
DHCP Enable the DHCP server
- User setup

Setup user and password for the new router config.

User ® Use default user

Use default user and password for the router. Password could be customized optionally.

User ubnt
Password R
Confirm Password | ... .

() Create new admin user

) Keep existing users

@ Cancel B Apply

Figure21 ¢ Wan+2LAN2 Dialog
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After Applying, gu will be presented witlirigure22 ¢ Replace Configuratio?lease study what it sayBress
G! LILX & & KIy3aSa

EdgeMAX

Are you sure you want to replace the configuration?

The current configuration will be replaced and a reboot is
required for the new configuration to take effect. To
reconnect to the router after the reboot:

+ Connect the client device (e.g., laptop) to one of the
LAN ports.

+ Set the client device to use DHCP to obtain an IP from
the router. (If DHCP server for LAN is not enabled, set
a static IP.)

+ Use browser to go to "https://192.168.4.1" or
"https://192.168.3.1" (depending on to which port the
client is connected).

Apply Changes + Not Now X

Figure22 ¢ Replace Configuration

PresRebooE G KSy O2y FANY (GKS NBo22iX.edFigudRdg Rebdoyirfo NevKS &, S
Configuration

The configuration has been applied successfully

Reboot & Not Now %

Are you sure?
Your network will be temporarily unavailable while your router reboots.

Yes, I'm sure Io, el s

Figure23 ¢ Reboot into New Configuration

The EdgeRouter will inform you that it is rebooting. Referdfigarel4 ¢ Reboot Proces§ he Edge®uter takes
several minutes to rieoot.

5Aa402yySOU @2dzNJ aSiédzLld O2 YLzt SNDa&a 9 i K Reldgrfigiure @olirSetup T NB Y
O2YLJzi SNR& 9UGKSNYSG LRNI ol O1 G2 dzaAy3 ietnétthabshdwadF A y
how to configure & 2 Y LJdZatied&jackto use DHCHReference sectioB - Initial EdgeRouteHardware

Setug o6dzi AyadSIFIR OK22a$S & h &Aldo keférericdfiguted c WinddRSNLB BEtlierndt dzii 2 Y I
Address Setup
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14. EdgeRouteReConnection

9y adaNB G(GKIFG &2dz2NJ SEA &l Ay 3 oflie athir&s dsdtdlized Hy the HdgeRduter, ilotNB v 2
using192.1683.0 through 192.168.8255. Referencé S O (i5k RdgeRouter IP Address Us€onnect the

EdgeR dzii SNN& SUIKBERANAYyHy R dASMENDE [!'b LE2NI sAGK | &dly
computer@ Ethernet port (nowre-corfigured for DHCP) into the Edgellzi S N a S &iguoe2-LI2 NI & { S S
EdgeRouteConfigurationSetup

Open a web browser on your computer and entéps://192.168.3.1into the address field.

Acknowedgeli KS 6 NP ¢ &4 S NI & Rfe@deRiydred &IE SebuNty Cestiffate Example
Login to your EdgeRouter, silsown inFigurel7 ¢ LoginDialog

You will be presented with the Dashboard ScreégeeFigure24 ¢ Dashboard Screen

o 3 hitps://192.1683.1/2Dsshboard B - @ Cenficate mor & £ge0s - vt
File Edit Yiew Favontes Jools Help

EdgeMAX

Wielcame ubnt ~

E & & B
I

g
I
|

Acons

Lecal 2

Figure24 ¢ Dashboard Screen
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15. Network Naming

Setting up the EdgeRoutgrer this guide providgs for several separate Networks.this guidel try to usethe
wordd biiSg 2 NJ ¢ 6 O LIA (EhctiNetivaBkmhas a Bindyde) I-iakdBedsSange / subnet. Bxwel - Table
of Networks

Network Name IP Address Rangq Interface VLAN
Internet DHCP ethO No
Home Network 192.168.3.X eth3, eth4 No
(Wired) IOT Network 192.168.4.X ethl No
Wired Separate Network 192.168.5.X eth2 No
Wi-Fi Guest Network 192.168.6.X - 6
Wi-Fi IOT Network 192.168.7.X - 7
Wi-Fi Spare Network 192.168.8X - 8

Tablel - Table of Networks

Some of theeNetworks are on a Virtual LAN (VLAN). VLANSs provide the ability for sepetatek data to be
carried over shared Ethernet cabld3atathat isa G F 33 SR¢ | & specBidvi2AN Bakhnbtdnteiad with
either non-VLAN data (trunk data) or witthatafrom any differentVLAN.

When VLANSs anesed all devicesnvolvedwith this dataneed to be VLAN awar@ny network switches carrying
VLAN traffiavill need tobe IEEE 802.1€apable, e.g. a Level 2 switch

Note that the only VLAN traffic shownTiablel - Table of Networkss involved with théVi-FiGuest Wi-F lot,
andWi-H SpareNetworks. The Ubiquiti AMGLRAccesdPoint isVLAN aware. Eventually thibiquiti AccessPoint
will be plugged directlk y 1 2 G KS 9 R mi@ragednlVSANEa wil bable to becarried between
them. If you are going to deploy multiple Access Points, theméteork switch attaching the Acce$®ints to

0 KS 9 R 3 %ethadedios &2 port MUST be IEEE 802.1Q capdbkmppears that recentlymanufactured
unmanaged gigabiswitches are 802.1Q compatible.

ThisWi-FiVLAN data does NOT need to flow to desion the Wired HomBletwork;therefore,the network
a6A00OK GdFOKSR G2 (KS 9 fnSxpehsivi BreDaged SwitéReferentdriGueF | O S

- Ovaview Diagramlftheyarey SSRSRX (KS ySig2N] asAG0KSa ddl OKSR
interfaces caralsobe (nexpensivé unmanaged switches.

EachNetwork is also customizddto provide functionality and connectivity. The rest of this gustieuldprovide
sufficient details on that.

There are many VLAN references on thebwHere is one brief tutorial:
http://ww w.microhowto.info/tutorials/802.1g.html

More References:
https://help.ubnt.com/hc/enus/articles/204976664€dgeRouteiPacketsProcessing

| was asked to add &ference for google config to this guide, so here it is:
https://github.com/mjp66/Ubiquiti/issues/31
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16. EdgeRouter Command Line Interface (CLI)

Ly Y2aid 2F ! 0Aldz A Qa toagdlcdSiglie damS aié given N3Ioomradddlidednterfagel S LJa
(CLI) commands. In fact, not verany GUI screenshots are used, and they are typically posted only by novices.

The followingsteps showhow to openand usethe built-in CLI interface. ClickoKtS &/ [ Lé o dzi-i2y X A

right screen SeeFigure25 ¢ CLI Button

Figure25¢ CLI Button

The initial CLI window will appear as a séransparentoverlay. Se&igure26 ¢ Initial CLI Window

Welcome to Edge0S

By logging in, accessing, or using the Ubigquiti product, you

acknowledge that you have read and understood the Ubiguiti
Agreement (available in the Web OI at, by default,

http://192.168.1.1) and agree to be bound by its terms.

ubnt logim:

Figure26 ¢ Initial CLI Window

Login to this window, using your EdgeRo@er dza S NJ y I Y Syou willRowlidk pielentadNufad
command prompt. SeBigure27 ¢ Loggedin CLI Window

Welcome to Edge05

By logging in, accessing, or using the Ubiguiti product, you
acknowledge that you have read and understood the Ubiguiti
License Agreement ({available in the Web UI at, by default,
http://192.166.1.1) and agree to be bound by its terms.

ubnt login: ubnt
Password:

Last login: Sat Jan 28 03:36:46 UIC 2017 on pts/fo
Linux ubnt 3.10.14-UBNT #1 SMP Mcon MNov 14 03:56:3%9 PST 2016 mips

Welcome to Edge05
ubnt@ubnt:~§

Figure27 ¢ Loggedin CLI Window

CLI commiads are typically divided intoonfiguration commands and nesonfiguration commansl The CLI

interface will acceponly configuration commands whein configuration mode. Typed O2 Y FA 3 dzNF G A 2 y ¢
commandto enter configurationmode¢ KS G SEA (¢ O2YYlI yR A& dzaSR (G2 fSI @S
normal (non-configuration)mode.
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LT &2dz SYGSNJ GKS aO0O2yFTAIdNB¢

OK I y 3 S SegFRguré28 ¢Canfigure CLI Windaw

Welcome to Edge0S

By logging in, accessing, or using the Ubiguiti product, you
acknowledge that you heve read and understood the Ubiquiti
License Agreement (available in the Web UI at, by default,
http://192.166.1.1) and agree to be bound by its terms.

ubnt login: ubnt
Pasaword:
Last login: Sat Jan 28 03:36:46 UTC 2017 on pts/0

Linux ubnt 3.10.14-UBNT #1 SMP Mon Wov 14 03:56:39 PST 2016 mips

Welcome to Edge0S
ubntfubnt:~$ configure
[edit]

ubnt@ubnt#

02 YY I y R 3and thkeSomipt will

Figure28 ¢ Configure CLI Window

Many times vihen doing a commit and/oa savecommand the page will need to be feeshed A refresh dialog
boxwill pop-up on the screenSeeFigure29 ¢ Configuration Changé NS & a (1 KS

EdgeMAX

Configuration change

The configuration has been

to prevent conflicts.

Refresh

changed. Please refresh the page

Figure29 ¢ Configuration Change

You can also use a popular Windows program, called jmxity to Secure Shell (SSH) into the EdgeRouter, and

GwSTNBaKE

then issue CLI commandsnlike the CLI interface, Putty has the ability to do Copy / Phstex users should
already be familiar with how to use SSHere is also a Windows specific program WinS@GRhvis similar to
SSH, bugasilytransfer files between a Windows PC and HageRouter. ¢ K S NB  Acdmmiit £ cardirml ¢ &

command, described in the next URL.

Here are some CLI references:

https://help.ui.com/hc/enus/articles/204960094 dgeRouteConfiguratiorand-OperationaiMode

https://dl.ubnt.com/quides/edgemax/EdgeSwitch_CLI_Command_Reference_UG.pdf

https://community.ubnt.com/t5/EdgeMAX/Edge @& {Primerpart-1/td -p/285388

https://community.ubnt.com/t5/EdgeMAXCLiBasicsKnowledqge/tkbp/CLI Basics@tkb
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https://help.ui.com/hc/en-us/articles/204960094-EdgeRouter-Configuration-and-Operational-Mode
https://dl.ubnt.com/guides/edgemax/EdgeSwitch_CLI_Command_Reference_UG.pdf
https://community.ubnt.com/t5/EdgeMAX/EdgeOS-CLI-Primer-part-1/td-p/285388
https://community.ubnt.com/t5/EdgeMAX-CLI-Basics-Knowledge/tkb-p/CLI_Basics@tkb

17. EdgeRouter Config Tree

There is a neat and alternate way to configure the EdgeRouter. Near the top of thgscreed | &/ 2y ¥ A 3

button. Seerigure30 ¢ Config Tree Button

Figure30¢ Config Tree Button
2 KSYy @2dz LINBaa AGZ GKS a/ 2y T FigudeBllc Gohf Yrée IntidlBcgeens A Y R2 &

Configuration

custom-attribute
firewall —
interfaces —
load-balance +
policy +
port-forward +
protacols +
service —
system —
traffic-control +
traffic-policy +
vpn +

¥ w ¥ w ¥ ¥ ¥ ¥ w ¥ ¥ ¥ ¥

zone-policy +

Figure31 ¢ Config Tree Initial Screen

Using the config tree is an alternate meth@dr some itemsjo using the Command Line éxface (CLI).
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18. My Command Line Trouble

When | was experimenting wittndmasqg, many internet resourcesnplygave CLI commands to enaliés
feature. When | tried some of the® commandsmy EdgeRouter had problem$io longer remember whahe
exactproblem was, but | noticed thatometimeswhen using the Config Tree, miple commandsvere issued

SeeFigure32 ¢ Example of Multiple Config Tree Commands

EdgeMAX

Commands to commit

Commands to Commit:

« delete service dhcp-server use-dnsmasq disable
= set service dhcp-server use-dnsmasq enable

Apply + Not Now x

Figure32 ¢ Example of Multiple Config Tree Commands
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19. EdgeRouter BackupgRestoreConfiguration Files

WARNING: As& I NX @ HAaHnX Ylyeé FT2NHzY dz&ASNB | NB NBLRZ2NIAY3
may nalonger work for uploading / downloading system images and/or configuration files. Try to use a FireFox
browser. Referenckttps://community.ui.com/questions/HasChrome83-brokenrestoringconfiguratior
backups/c6a2d0e6f0d-494eb588c477cf5el9e4

When EdgeRouters are detied in most internet forums, their configuration parameters are usually described
(in text) by a standard file formaEventually, you will need to be fluent in reading these files and translating that
data intoactions taken in the Command Line Intedd€L1)the Config Treer the GUI.

You canifd thisconfiguration data within the config.boot file that is inside of the backup file generated from the
system window. Théle that is generated igy/pically namededgeos_ubnt<datex>tar.gz with <date> eplaced by
numbers representingadays date.

To generate a backup file, first press the System button, as shokigune9 ¢ SystemButton. You will be
presented with the System screen, as showRigurel0 ¢ System Pp-up Screen

Findandpressthé 52 gyt 21 R¢ o0dzidi2y dzyRSNJ 0KS /2y FAIdz2NI GA2Y
Figure33 ¢ Back Up CorgiDownload Button

Configuration Management & Device Maintenance
Back Up Conflg

Download backup confif | pownload
file:

Figure33 ¢ Back Up Condj Download Button

You willbe presented with a dialog of where to (open or) save your backup file. This dialog is browser specific.
Save your file to a directory of your choice on your setup computer. Thigilfilee needed if you ever need to
reload you EdgeRouterYou may want to do this frequently, when setting up this device.

Another way to obtain a relevant portion of this file is to issue one of the following comsiatadthe Command
Line Interface (CLI) windowor information about the CLI, @NB y OS 18-FaGyéRogtgf Cammand Line
Interface (CLE) &

Two different/ similarnormatmode CLI command for acquiring the system configuration are
cat /config/config.boot
show con figuration | no- more
show con figuration | cat

I will showas manyportions of thisconfigdataas possiblehroughout this guideOnegoal of this guide is to teach
usersenough about this EdgeRouter that they are comfortable reading and understanding the backup file

You would do well to save / keep multiple backup files, whilegreuvorking through this guide.

An alternate method of generating backup data is to issne of thesecommand:

show configuration commands

show configuration commands | cat
whichdumps a list of configuration commands which shouleyemerate your installation. Internally generating
thislist has to be pretty crazy, since many commands will depend upon other comrharitigjalready being
entered.
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https://community.ui.com/questions/Has-Chrome-83-broken-restoring-configuration-backups/c6a2d0e6-5f0d-494e-b588-c477cf5e19e4
https://community.ui.com/questions/Has-Chrome-83-broken-restoring-configuration-backups/c6a2d0e6-5f0d-494e-b588-c477cf5e19e4

To restore a configrationfile, firstpress the System button, as showrFigure9 ¢ SystemButton. You will be
presented with the System screen, as showRigurel0 ¢ System Pp-up Screen

CAYR YR LINXaa (KS dhelChnegur&ion-Maradgeménes Devizé Mapagemanyt se&idhl
SeeFigure34 ¢ RestoreConfigUpload a fileButton.

Restore Config

Upload config file: Upload a file

Figure34 ¢ RestoreConfigUpload a fileButton
2dz oAt f 0S | &1 SR licuslypéer&ead donfigyfalon il LISy ¢ | LINBS

5

Note: Sometimes taipload a configuration fileyou might need to first recover more space on youd&Ruter.
You can issue the CLI command:

delete system image
to recover more space. Note that this deletes the hgrkconfiguration) image, not the running (configuration)
image. Only do this command if yoannototherwise update. Reference Sectib®- EdgeRouter Command Line
Interface (CLI)

Link(s):
https://help.ubnt.com/hc/enus/articles/360002535514

https://community.ubnt.com/t5/EdgeRouter/EdgerouteClLicommand/mp/2728959
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20. Remove eth2 from the R 3 S w 2indziingl Sdatsh

In thisoptionalstep, we willmanuallyun-bundlethe eth2 interfacefrom the 9 R 3 S w 2imtzingl Mddtéh chigo
provide for the Wired Separate Network on the eth2 interfade-bundling thsinterface from switchO enables a
separate physical network. An additional network could be achieved by adding a logical VLAN, but we are
choosing to implement an additional network on the physical eth2 gidre switch chip will remain ebked for

eth3 and eth4 interfaced.ater, we willassign an IP address range to this psetupDHCP to provide IP addresses
to eth2 connected devices, and credbewall rulesthat will keep this Network isolated from the oth&letworks.

If you choosed not implement the Wired Separate Network, there are other associated steps you will not
perform.

Press the Dashboard Button. Seigure35 ¢ Dashboard Button

Dashboard

Figure35 ¢ Dashboard Button

On the rightside of the Dashboard scregh St SOU & ¢ A (1 OK n Q &Figaré3&ciE A yi 0K nddeld (1 2Dyi d
Button.

I Local switchO switch 192.168.3.1/24 1500 31.35 Kbps 6.95 Kbps Connected Actions ¥ |
Figure36ca 6 A 1 OKnQa ! OGA2y .dzidz2y
AsubY Sy dz g Af f | LILISTromEhe meBu itBni38eeriglreé3ycBwitehd Actions Config

switchQ switch 192.168.3.1/24 1500 36.45 Kbps 1.28 Kbps Connected Actlons  *
Config

Figure37 ¢ switch0 Actions Config

You will be presented with the configuratiaiielog forswitch0. Seéigure38 ¢ switchO Configuration

{StSO0G GUKS £[!Db G 0o® | yRSNNCHESKER SO iguae3o g SwitchOSMIBR & { 6 A
Ports

Interface Configuration, for switch0 L Interface Configuration for switch0 @
Config Vian Config Vian
Description Local VLAN Aware [ ] Enabled
Address [Manually define IP address | switchPorts [ ] etho
L] etha
192.168.3.1/24
L] eth2
+ Add 1P eth3
Proxy ARP i sthd
Figure38 ¢ switchO Configuration Figure39 ¢ switchO Swich Ports
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t NBE&a Wih{lelth® EdgeRouter is completing this task, a busy indicator will spin, in the upper right corner of
the dialog. Se€&igure40 ¢ Busy Indicatar Wait for the Busy Indicator to finish spinning. Itii replaced by a
Green checkmark when the task is completed. Sgere41 ¢ Finished Checkmark

KD

Figure40¢ Busy Indicator Figure41 ¢ Finished Checkmark
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21. /| 2y FA3dz2NE 9 RIB Addrésdes SNDRA SGKH

Now thatthe eth2 interfacehas been ufbundled, we need t@llocate anew IP address range to thisterface
hy GKS NAIKG AARS 2F (KS 5 8K0o 2 IFigiRe4Z S NI & 2 B &S @2 y'S
eth2 ethermet 1500 0 bps Obps Acticns
Figure42¢S (i K H Q asButtéhii A 2 v
A submenu will appear, Seigure43 ¢ InterfaceActiors.

Actlons ~

Config
PoE

Disable

Figure43 ¢ Interface Actions

{ St SOG Youwdlgepresaried withFigure44 ¢ Configiration foreth2 Dialog

Interface Configuration for eth2 L
Config PoE
Description Local
Enable
Address [Mo address v
+ Add IP
MTuU 1500
Speed/Duplex | Auto negotiation v
Proxy ARP ]

EE
Figured4 ¢ Configuration for eth2 Dialog

' YRSNJ 6KS ! RRNB&da aStSOiAzyr OK224aS adal iytadthefaddiessRSFTFA Y
field. Sed-igure45 ¢ eth2 Address Dialog

Interface Configuration for eth2 L
Config PoE
Deseription Local ~
Enable
Address [ y define IP address V|
192.168.5.1/24 %
+ AddIP
i 1500 v
=

Figure45 ¢ eth2 Address Dialog

Click the Save button.
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22. About DNS settings

| seem to have spent one timeinvestigating DNSettings for theEdgeRoutethan in learningfirewall rules
A DNS explanatiomttps://www.cloudflare.com/learning/dns/whais-dns/

Within my router, and withirthis guide || tried using Quad9 DNS addses, but have now switched backltevel3
DNS addressdor the Home Network For training £larity purposes within this guide,am using Google DNS
resolvers fo the Separate Networkndwithin the EdgeRouter Itself amalsousingANDforcing OpenDIS DNS
addresses for the IOT and Guest NetworBsme peopldavereported that Quad9 is slower, See Section-75
Adblocking and Blacklisting as a security alternative.

Changeany or all othe listed DNS providers tines ofyour own choosingThese araisedwithin this guide

Level3 (CenturyLink) resolver addresses are209.244.0.3 209.244.0.4
Google resolver addresses are 8.8.8.8 8.8.4.4
OpenDNS resolver addresses are 208.67.222.222 208.67.220.220

Steve Gibson hasweb pagethat can help youltaracterize various DNS providers. Since it runs from your
computer, the results are localized to your connection / I&Ril the EdgeRouter is fully setumwymight want to
run this from a computethat is currently wired outside of the EdgeRouter. Thia a K26y | & G9EA &G/
Figure2 - EdgeRouteConfigurationSetup The page is at:
https://www.grc.com/dns/benchmark.htm

Steve Gibson hanotherweb pagethatteststtS G alLl2 2 FF oA f AGeé¢ 6aSOdzNRiG&y 27F !
https://www.grc.com/dns/dns.htm

Hereare some alternate DNS resolvers, and additional DNS informpdiges
https://en.wikipedia.org/wiki/List of managed DNS providers
https://dns.norton.com/configureRouter.html

https://d ns.norton.com/fag.html
https://support.opendns.com/hc/erus/articles/22800604GeneralizeeRouterConfigurationlnstructions
https://use.opendns.com/#router

https://en.wikipedia.org/wiki/OpenDNS

https://www.quad9.net/ and https://www.quad9.net/faq
https://www.globalcyberalliance.org/initiatives/quad9.html

EdgeRouter DNS References:
https://help.ubnt.com/hc/enus/articles/11501091336EdgeRouteDNSForwardingSetupOptions
https://community.ubnt.com/t5/EdgeMAX/ERB-1-9-0-No-DHCHeasessinceswitchingto-DNSMasq/td
p/1644201
https://community.ubnt.com/t5/EdgeMAX/Traffidnalysishostnameresolution/mp/1774017#M14112
https://loganmarchione.com/2016/08/edgeroutelite-dnsmasesetup/

https:// community.ubnt.com/t5/EdgeRouter/DNSorwardingNameServers/tdp/1117142
https://community.ubnt.com/t5/EdgeRouter/Settingp-LocaiDNS/tdp/449259
https://community.ubnt.com/t5/EdgeRouter/DNfdrwardinglisten-on-vsdnsserveron-DHCPserver/m:

p/2613931

Formore information on Quad9, see:
Secuity Now Podcast #638 aittps://www.grc.com/securitynow.htm
Reference:https://github.com/mjp66/Ubiquiti/issues/13and https://www.quad9.net/faq
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https://www.cloudflare.com/learning/dns/what-is-dns/
https://www.grc.com/dns/benchmark.htm
https://www.grc.com/dns/dns.htm
https://en.wikipedia.org/wiki/List_of_managed_DNS_providers
https://dns.norton.com/configureRouter.html
https://dns.norton.com/faq.html
https://support.opendns.com/hc/en-us/articles/228006047-Generalized-Router-Configuration-Instructions
https://use.opendns.com/#router
https://en.wikipedia.org/wiki/OpenDNS
https://www.quad9.net/
https://www.quad9.net/faq
https://help.ubnt.com/hc/en-us/articles/115010913367-EdgeRouter-DNS-Forwarding-Setup-Options
https://community.ubnt.com/t5/EdgeMAX/ERL-3-1-9-0-No-DHCP-leases-since-switching-to-DNSMasq/td-p/1644201
https://community.ubnt.com/t5/EdgeMAX/ERL-3-1-9-0-No-DHCP-leases-since-switching-to-DNSMasq/td-p/1644201
https://community.ubnt.com/t5/EdgeMAX/Traffic-Analysis-host-name-resolution/m-p/1774017#M141121
https://loganmarchione.com/2016/08/edgerouter-lite-dnsmasq-setup/
https://community.ubnt.com/t5/EdgeRouter/DNS-Forwarding-Name-Servers/td-p/1117142
https://community.ubnt.com/t5/EdgeRouter/Setting-up-Local-DNS/td-p/449259
https://community.ubnt.com/t5/EdgeRouter/DNS-forwarding-listen-on-vs-dns-server-on-DHCP-server/m-p/2613931
https://community.ubnt.com/t5/EdgeRouter/DNS-forwarding-listen-on-vs-dns-server-on-DHCP-server/m-p/2613931
https://www.grc.com/securitynow.htm
https://github.com/mjp66/Ubiquiti/issues/13
https://www.quad9.net/faq

DnsCrashNote:

LQ@S S E sdddidhedyed Siker crashetN THE PASThese crashes seem to involve dns and last about
five minutesDuring this time your routeis ineffectivel Q@S  LJ2 a  BsBeon thebmjuiti ibriinisaand
have not found a solution. Referenbéps://community.ubnt.com/t5/EdgeRouter/ER-DnsForwardingNot-
Ading-ConfiguredCorrectly/tdp/2301019

You may not experience these crashesf goudo, youmay choose to just live with these symptorne
workaroundseemsto be not usngthe ER- Q& R \§ervicéasiyipu Home NetworkesolverL ¥ 22 dz R2y Qi
dnsmasq, you will lose the benefits lfcalcaching and of being able to access Network devicekdiylocal

name.The workaround involve® K I y 3 A y Znd@INB2§ to altérnate (external)dns resolver IP addresses

for LAN2 (the Home Netwoddf you want to work around this issue, you should probably perform these changes
when performing theactions in sectio32 - Set Domain Names for Netwotkemembering to additionally change

LAN2

[Update: | hae not seen thes@ quite some time;l am using dnsmasq, antink newer ERX firmware may have
fixed these.]
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https://community.ubnt.com/t5/EdgeRouter/ER-X-Dns-Forwarding-Not-Acting-Configured-Correctly/td-p/2301019
https://community.ubnt.com/t5/EdgeRouter/ER-X-Dns-Forwarding-Not-Acting-Configured-Correctly/td-p/2301019

23. dnsmasq

There are two different DNS packages available within the EdgeRouter. They are ISC (default) and dnsmasq.
Dnsmasq was incomplete asfofnware 1.9.0 and had an additional bug added in firmware 1IaHink it wage-
broken andfixed during the hoxfixes of 1.9.7.now suggesttha h b Q¢ dz& S L { / usedyiskasg KI G @& 2
{ §S ERXdokesn'tblock dhcp senéer F dzNIi KS Nlsetdrsy Ay (KA
¢t2 SylrofS RyavYlals SyidSN WrE&dgeRpyfet Gorfig Trees S{dS wS T8 NByW R S;
the following config tree suimenu items from the configuration screen:

service

dhcpserver

You should see some DHCP settings, includinglosmascand hostfileupdate (Note, your screen will still show
G RA al o fFigure48r usednéhfiisq

Configure
Configuration service / dhcp-server : Dynamic Host Configuration Protocol (DHCP) for DHCP server
b custom-attribute disablad
2 L
b firewall — fakse
} interfaces — global-parametars + Add
b loacbaance + hostfile-update iy
b policy +
¥ port-forward + static-arp disable
b protocols +
P use-dnsmasq enable
v service =
b dhcp-relay +
> dhcp-server —
¢ dynamic-dns-update +
* shared-network-name

Figure46 ¢ use-dnsmasq

¢ & LIS a Sy lusddSsasdokand i tBe hostfileupdate boxd ¢ KSy LINBaa (GKS dat NEBOA
Figure47 ¢ commitdnsmasq

Commands to commit

Commands to Commit:

* delete service dhcp-server hostfile-update disable
* delete service dhcp-server use-dnsmasq disable
* set service dhcp-server hostfile-update enable

* set service dhcp-server use-dnsmasq enable

Apply + Mot Now ®

Figure47 ¢ commit-dnsmasq

t NBaa a! LILJ & dé¢ | 2 di (AKKS did Ry TaASHdzNIIKIBA 2yS akal- 8 S6 SSy | LILIE A ¢
bottom of the screen.
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With local hostname resolution, you cookup different devices / PCs on your Network by just referencing the
name of the device / PC. For instance, youloak up a second®C on your Home Netwoffom another PC on

your Home Network by referencing its name, i.e. by typing (example) "ping DifferentPcName" or by entering
"http://DifferentPcNamé (if it is a web server),etc., 2dz Yl & ySSR (2 | RR aof 20!l f ¢

To allow local hostname resolution, perform the following changes. Drop into the Command Line Interface (CLI)
and issue the following commands:

configure
set system name - server 127.0.0.1
set service dns forwarding listen - on switchO
set system domain - name home.local
commit
save
exit
. 2dz aK2dzZ R 4SS | @Stt2g G¢KS O2y FAIdzNI (A2 yénmkdsage.0 SSy

SeeFigure48 ¢ The Configuration has been chadgmessage

The configuration has been changed and is in the process of being committed.

]

Alerts System

Figure48 ¢ The Configuration has been changjenessage

ERX doesn't block dhcp server
https://community.ui.com/questions/ER-doesntblockdhcp-server/e2c9b138bdf-43eb-8bdc26637edbc648

Reference:
https://help.ui.com/hc/enus/articles/11500267318& dgeRouteDHCPServerUsingDnsmasq
https://help.ubnt.com/hc/entus/articles/11500267318&dgeRoutet)singdnsmasgfor-DHCPServer

https://community.ubnt.com/t5/EdgeRouter/vlaitannot-connectto-managemeniplane-or-internet/m-
p/2724332highlight/true#M245769

https://community.ubnt.com/t5/EdgeRouter/Helvith-dnsmasgon-ERX/m-p/2477434

Additionaland external
https://loganmarchione.com/2016/08/edgeroutelite-dnsmasesetup/
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http://differentpcname/
https://community.ui.com/questions/ER-X-doesnt-block-dhcp-server/e2c9b13c-8bdf-43eb-8bdc-26637edbc648
https://help.ui.com/hc/en-us/articles/115002673188-EdgeRouter-DHCP-Server-Using-Dnsmasq
https://help.ubnt.com/hc/en-us/articles/115002673188-EdgeRouter-Using-dnsmasq-for-DHCP-Server
https://community.ubnt.com/t5/EdgeRouter/vlan-can-not-connect-to-management-plane-or-internet/m-p/2724332/highlight/true#M245769
https://community.ubnt.com/t5/EdgeRouter/vlan-can-not-connect-to-management-plane-or-internet/m-p/2724332/highlight/true#M245769
https://community.ubnt.com/t5/EdgeRouter/Help-with-dnsmasq-on-ER-X/m-p/2477434
https://loganmarchione.com/2016/08/edgerouter-lite-dnsmasq-setup/

24. Aliasedor devices on your Network

The Edgerouter provides commands which allow you to generate an alias for addressing / accespime &
your local Mtwork using a different / additional namé&his equipment will need to havts IP address reserved.
To reserve the devices IP address sectior86 - Reserving BviceAddressessia DHCP

| originally saw this posing:
https://community.ui.com/questions/dnsmasdhcp-hostnamesand-aliases/2e736a9Bf23-4ff0-a624
4acedabara2f

Which led me to this help page:
https://help.ui.com/hc/enus/articles/115002673188

Where | saw the following (example) commands:
set system statihostmapping hosthame uappro.ubnt.local inet <ipaddress>
set system statitostmapping hosthame uappro.ubnt.local alias uapro

See section 16EdgeRouter Command Line Interface (@iclhow to issue commands.
To play with this| isswed the following commands via CL

sd system statichostmapping hosthame router.local inet 192.168.3.1
set system statihostmapping hosiname router.local alias router2.local

Using this exampld,can now access my B&Router using any of the following URLSs:
https://192.168.3.1/
https://router.local/
https://router2.local/

FYI, the backup file now contained this additional text:

static - host - mapping {
host - name router.local {
alias router2.local
inet 192.168.3.1
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https://community.ui.com/questions/dnsmasq-dhcp-hostnames-and-aliases/2e736a97-9f23-4ff0-a624-4ace4a6a7a2f
https://community.ui.com/questions/dnsmasq-dhcp-hostnames-and-aliases/2e736a97-9f23-4ff0-a624-4ace4a6a7a2f
https://help.ui.com/hc/en-us/articles/115002673188
https://192.168.3.1/
https://router.local/
https://router2.local/

25. System NS Settings

This step instructthe EdgeRoutelTSEL® use specific DNS servéosresolve web URLSs into IP addressdsese
DNSservers aregecified under the System widow.

t NBada (KS a Réfereincaigare9 q SipstaimBuyion.
On the system window, find thdame Server @&. Sed-igure49 ¢ Initial SystenName Server

MName Server

5}"S[EI11 name server: 127.0.0.1

+ Add New

Figure49 ¢ Initial SystemName Server

Your boxshouldalready be filledin with 127.0.0.1as this was set by CLI in the previous sec¥au can leave it,
or change it(as | didYo two DNSresolver addressesf your choicel used Google attesses for this guidélost
externalDNSesolversystems have multiple resolvaddresses, in case of failuensure that you add both the
primary and secondary resolver addresses(byasing what is already there and/gnessngii KS &b ! RR
button. SeeFigure50 ¢ Example Google DNS System DNS Entries

Mame Sarver

System name server: | 5888

+ Add New

Figure50 ¢ Example Google DNS System DNS Entries

When you are done editingress the Save button near the bottom of thgstempage.SeeFigureb1 ¢ System
Save Button

B Save

Figure51 ¢ System Save Button

Page42of 198 4/21/2021



26. RemovdSPProvided BISResolvers

L R®ayit@ilepend upon the DNS servetat are provided by my dsl / cable modem. The spe@NS
resolver addresses are specifiedaspdii KS 51/t RIFGFTZ gKAOK Aa 3IAGSy G2 G
the dsl / cable modenPerforming the commands in this section is optional / up to you.

TheselSP DNS servers are probably OK, buy1@ai & NHza & K SonipanhzdnBompanygrdvidddK 2 y S
modems.Consumer modems are typically full of unpatched security hales$,many have programmed

backdoors in themCommerciamodemsbulk produced by the lowest bidder and externally contrdlley large

uncaring companies hawgotto be evenworse.

In particular, there are DNS changer worwsich attack consumércommercialrouters and change their DNS
resolver settings. The way telp circumvent this problem is to instruct the EdgeRouteignore the DHCP
provided DNSesolveraddressrom your commercial routef ISP

Since the DNS changer worm could attac EdgeRouter,3 YSY 0 SNJ (12 OKIl y Idsfault KS 9 RIS w
passwordo somethingstrong, 2dz R2y Qd ¢l yid G2 SyR dzLJ t A1S (GKS&asS LIS
https://www.routersecurity.org/bugs.php

->January 2018> MikroTik and Ubiquiti Routers defaced due to default passwords

—

To see thddDNSesolvers being used by the EdgeRouter, issue the CLI andim

show dns forwarding nameservers

AAAAAA

OC2NJ AYT2NXNI GA2Y 2V 16 Rd§eRbutet CommEBIfLBlRefaSECH)S Ol A 2y a

The followingext showsthe Googleresolveraddresseshat were entered into the system page, arah ISP
providedresolver,deliveredvia my existing upstreamrouter, whichhas an address df92.168.2.1:

Nameservers configured for DNS forwarding
8.8.8.8 available via 'system'
8.8.4.4 available via 'system'
192.168.2.1 available via ‘dhcp ethO'

To remove the ISBrovided nameserver,rdp into the @mmand Line InterfacedL) and issue the following
commands:

configure

set service dns forwarding system
commit

save

exit
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z

To sedf this worked, reA & & dz8 (G KS  sHhow dnf@wanding/nBRmedervers ¢. This is what |
got:

Nameservers configured for DNS forwarding

8.8.8.8 available via 'optionally configured'
8.8.4.4 available via 'optionally configured'

Nameservers NOT configured for DNS forwarding

192.168.2.1 available via ‘dhcp eth0'

Referencéhttps://community.ubnt.com/t5/EdgeMAX/Changd/ANDNSServer/tdp/977885

According tchttps:/github.com/mjp66/Ubiquiti/issues/1Z &2 dz ¢2dzf R NBali2NB dzaAy3a &
following commands:

configure

delete service dns forwarding system

set service dns forwarding listen - on ethO
commit

save

exit

Some DNS references:
https://community.ui.com/questions/ChecK-DNSis-not-leakinglSRtransparentDNS/al58975dc21a4c5b

9c99-c557abfdfb04
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https://community.ubnt.com/t5/EdgeMAX/Change-WAN-DNS-Server/td-p/977885
https://github.com/mjp66/Ubiquiti/issues/11
https://community.ui.com/questions/Check-if-DNS-is-not-leaking-ISP-transparent-DNS/ad58975d-c21a-4c5b-9c99-c557abfdfb04
https://community.ui.com/questions/Check-if-DNS-is-not-leaking-ISP-transparent-DNS/ad58975d-c21a-4c5b-9c99-c557abfdfb04

27. | 2y FAIdz2NE 9RISw2dziSNNRAE SGKH 51/t -

Now that eth2 has been uhundled,and has a unique IP subnet assigned twét,need to provide a DHCP server
onthisport b S NJ 6 KS (2L) 2F G(GKS atoMB&Figursds X, S8vdés BittknS o { SNIIA O S

Services

Figure52 ¢ Services Button

A 2 4 A x

9y adz2NB (KI G GKS &5 1 BeeFigir&SBidbSCRXSertel Streena a St SOUGSR O

DHCP Server

+ Add DHCP Server

Name - Subnet
LAN1 192.168.4.0/24
LANZ 192.168.3.0/24

Showing 1 to 2 of 2 entries

Figure53 ¢ DHCP Server Screen

Note that | am using00gleDNS resolver addresses for DNS1 and DNS2 (below). You can charge the
providers of your choice.

/I tAO01 2y GKS ab ! RéuwH be/presertes Wit § Ckkate D AP Berveduidamigures4 ¢
Create eth2 DHCP Server Scrdéhin the form as follows:

DHCP Name: SecureNetDHCP
Subnet: 192.168.5.0/24
Range Start: 192.168.5.38
Range Stop: 192.168.5.243
Router: 192.168.5.1
DNS 1: 8.8.8.8

DNS 2: 8.8.4.4

Unifi Controller: <Leave Blank>
Enable: CHECKED

/I £AOLE {1 &S
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Create DHCP Server =

DHCP Name * SecureNetDHCP
Subnet * 192.168.5.0/24
Range Start 192 168.5.38
Range Stop 192 165.5.243
Router 192 168.5.1

DNS 1 3835

DN5 2 3844

Unifi Controller

Enable Ld

B Save

Figure54 ¢ Create eth2 DHCP Server Screen

| used the same range staahd range stop values (38 and3®4hat the wan+2lan2 wizard used wittime DHCP
servers for LAN1 and LANZ2.

For some reasorihe UbiquitiGUIprogrammersseemii 2 Kl @S FT2NH2G 0SSy (2

Ay Of dzRS
SylLotSé yYyR GaR2YIl AY SettifighfBhyse wilkchrde lait. L Ay G SNF I OS o

A A4 -3 ‘ A A
28. | 2y TAJAdzNB 9 RABw2 dzi SNRA ¢AYS
bSIFENJI GKS o02GG2Y 2F (GKS &ONEB S yigure ¢ SysteirBuiiok Binddhg geéionS Y ¢ 0
titled dTime Zoné and configure the data in these fields according to the time zone you are in, unless you want
your router toremainin UTC. Sekigure55¢ Time Zone

Time Zons

() Use Coordinated Universal Time {UTC)

(®) Time zone:

Americas || United States v

Eastern Time L'

Figure55¢ Time Zone

Press the Save button, Refererfeigure51 ¢ System Save Button
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29. DNSForwarding

NEada (&8¢ ag &NDA YT  yi$he NihdivkKReferérnediguneR dJeritices ButtonEnsure that
iKS a5b{é

—

N

(V)] bj)

DHCP Server

DNS Forwarding

Cache Size 150
Interface * [eth |
|switc:h0 v| = Remaove

+ Add Listen Interface

X Delete @ Cancel B Save

Figure56 ¢ DNS Tab
IchangedmyOlF OKS aAl S G2 nnne 28 4Lyl G2 NBY2QS SiKm FNE)
removed(i 2 G aAGA G OKANE dwIKRBGS 4 INBdzG Ay Si 21 (| KFhe mddulBskoailild 180k § K S
like Figure57 ¢ Removeethl from DNSt NS & 4. a{ | &S

DHCP Server DMS PPPoE

DNS Forwarding

Cache 5ize 400

Interface * switchl e

+ Add Listen Interface

X Delete @ Cancel B Save

Figure57 ¢ Removeethl from DNSForwarding
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30. Add VLAN Networks to the EdgeRouter

The Ubiquiti A@\RLRWi-FiAccessPoint can manageip to four separate Networks / SSIDs, by using VLANS
VLAN allow separated IP data to flawer one Ethernet cablavithout the data being mixed togethethis
section will createhree new Networls using VLABI

Press the Dashboard button near the top of the Scré&aferencd-igure35 ¢ Dashboard ButtonOn the upper
left side of the Dashboard screen seldot Add Interfacebutton. Seerigure58 ¢ Add Interface Button

Add Interface -

Figure58 ¢ Add Interface Button

The Add Iterface menu will appar. SelectiAdd VLAEL Sedrigure59 ¢ Add Interface Menu

Add Interface -

Add VLAN

Add PPPoE

Figure59 ¢ Add Interface Menu

,2dz sAftf 0S5 LINBaSyuSR gAGK GKS a/ NBFHGS bSé +[!bé
VLANID: 6

Interface: switchO

Description: oWifiDdzSad b Saé
MTU: 1500

Address: Manually define IP address

192.168.6.1/24

The AGARLR access point will eventually be connected to the eth4 interface. The eth3 and eth4 intarfaces
internally usngthe switchO chip. Rerefore,this VLAN needs to be attached to switchO, not to eth3 or to eth4.
SeeFigure60 ¢ Create New VLAN Examplress th&Save button.

Create Mew VLAN -

VLAN ID * 6 ~
Interface *
Description Wifi Guest Net
MTU 1500
Address [Manually define IP address v |
182 166.6.1/24 v

B save ® cancel

Figure60¢ Create New VLAN Example
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Repeat theabovestepstwo more times for adding twomore VLAN. Fill in the information as follows:

VLAN ID: 7

Interface: switchO

Descripton: a2 AFA L20 bSid¢

MTU: 1500

Address: Manually define IP address
192.168.7.1/24

VLAN ID: 8

Interface: switchO

Description: & 2A FA { LI NB DbSié

MTU: 1500

Address: Manually define IP address

192.168.8.1/24

There are the relevant sections from the backup file:

vif 6 {
address 192.168.6.1/24
description "Wifi Guest Net"
mtu 1500

}

vif 7 {
address 192.168.7.1/24
description "Wifi lot Net"
mtu 1500

}
vif 8 {
address 192.168.8.1/24

description "Wifi Spare Net"
mtu 1500
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Here is a link discussingingVLAN and managed switches to reduce the number of network cables in a home:
https://community.ubnt.com/t5/EdgeMAX/Needecommendatioron-tweakingconfigto-supportsome
VLAN/tdp/2155404

Whenoriginallywriting this gude, | was not able to figure out how to combine Méred IOT Networkas
192.168.4.Xand theWi-Fi IOT Networkas192.168.7.Xasa singleNetwork / Sibnet. | now enablghe internal

ERX switch chip to be VLAN awawmehich solves thisThose steps arinsection90 - Goalesing the Wired lot and
Wi-H lot Networks You should just wait to do this until you get to that section, or you might not be able to follow
along in this guide-or me to havenstead perforned those steps nownow that | know what to dol, would have
hadto re-write most of this guideind retake way-too-many screenshotsso that section is still much later this
guide

VLAN References

https://help.ubnt.com/hc/enus/articles/222183968ntro-to-NetworkingIntroductionto-VirtuatLANsSVLANS
and-Taqgqing

https://community.ubnt.com/t5/EdgeMA>Stories/DepeopleuseVLANSor-the-right-thingsPt-1/cnsp/1443246

https://community.ubnt.com/t5/EdgeMA>Stories/DepeopleuseVLANSor-the-right-thingsPt-2/cnsp/1443259

https://community.ubnt.com/t5/EdgeMAX/Adding-new-subnetto-an-EdgeRouterX/td-p/2197809

https://help.ubnt.com/hc/en-us/articles/11501270096EdgeRoutei/LANAware- SwitchGwith-Inter-VLAN
FirewaltLimiting

https://help.ubnt.com/hc/enus/articles/20519763@& dge@itch-VLANsand-TaggeeUntaggedPorts

https://help.ubnt.com/hc/enus/articles/222183968ntro-to-NetworkingIntroductionto-VirtuatLANsVLANS
and-Tagqing
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https://community.ubnt.com/t5/EdgeMAX/Need-recommendation-on-tweaking-config-to-support-some-VLAN/td-p/2155404
https://community.ubnt.com/t5/EdgeMAX/Need-recommendation-on-tweaking-config-to-support-some-VLAN/td-p/2155404
https://help.ubnt.com/hc/en-us/articles/222183968-Intro-to-Networking-Introduction-to-Virtual-LANs-VLANs-and-Tagging
https://help.ubnt.com/hc/en-us/articles/222183968-Intro-to-Networking-Introduction-to-Virtual-LANs-VLANs-and-Tagging
https://community.ubnt.com/t5/EdgeMAX-Stories/Do-people-use-VLANs-for-the-right-things-Pt-1/cns-p/1443246
https://community.ubnt.com/t5/EdgeMAX-Stories/Do-people-use-VLANs-for-the-right-things-Pt-2/cns-p/1443259
https://community.ubnt.com/t5/EdgeMAX/Adding-a-new-subnet-to-an-Edge-Router-X/td-p/2197809
https://help.ubnt.com/hc/en-us/articles/115012700967-EdgeRouter-VLAN-Aware-Switch0-with-Inter-VLAN-Firewall-Limiting
https://help.ubnt.com/hc/en-us/articles/115012700967-EdgeRouter-VLAN-Aware-Switch0-with-Inter-VLAN-Firewall-Limiting
https://help.ubnt.com/hc/en-us/articles/205197630-EdgeSwitch-VLANs-and-Tagged-Untagged-Ports
https://help.ubnt.com/hc/en-us/articles/222183968-Intro-to-Networking-Introduction-to-Virtual-LANs-VLANs-and-Tagging
https://help.ubnt.com/hc/en-us/articles/222183968-Intro-to-Networking-Introduction-to-Virtual-LANs-VLANs-and-Tagging

31. Add DHCP Servers to the VLANSs

Following the directionthatareA y (1 KS & 204 B3/ ABHINISS R RASw2 dzi SNRRRSE KA t
servers for theliree VLANSs that were just createote that | am using Open DNS servers for these networks. If

you change them here, you will also need to manually modify some firewall / NAT rules, presented later within

this guide.

The informationfor VLAN 6is as follows:

DHCP Name: WifiGuestDHCP
Subnet: 192.168.6.0/24
Range Start: 192.168.6.38
Range Stop: 192.168.6.243
Router: 192.168.6.1
DNS 1: 208.67.222.222
DNS 2: 208.67.220.220
Unifi Controller: <Leave Blank>
Enable: CHECKED

The information for YAN 7, is as follows:
DHCP Name: lotDHCP
Subnet: 192.168.7.0/24
Range Start: 192.168.7.38
Range Stop: 192.168.7.243
Router: 192.168.7.1
DNS 1: 208.67.222.222
DNS 2: 208.67.220.220
Unifi Controller: <Leave Blank>
Enable: CHECKED

The nformation for VLAN 8, is as follows:
DHCP Name: WifiSpareDHCP
Subnet: 192.168.8.0/24
Range Start: 192.168.8.38
Range Stop: 192.168.8.243
Router: 192.168.8.1
DNS 1: 208.67.222.222
DNS 2: 208.67.220.220
Unifi Controller: <Leave Blank>
Enable: CHECKED

You shald now have siOHCP servers.
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32. Set Domain Names for Networks
bSINJ GKS (2L) 2F G(KS &aONBSY Figutes OServitek ButtannSibat OS 4 ¢ 6 dz

aG51 /t { SNIS NERefarénodriguras3 aDHCRSSRIved Reen

CAYR GKS [!bm fAYSS FyR F2tf26 Al 02 cAttior@bdnvedl &A RS
will be presented with a list of actions. K 2 2 & S & + AS®aFiguseSlic DHCP Adtiohs

ACtlons -

View Leases
Configure Static Map
View Details

Delete

Dizable

Figure61 ¢ DHCP Actions
A dialog will openSeeFigure62 ¢ DHCP Server Details Dialog

DHCP Server - LAN1 o

Leases Static MAC/IP Mapping Details

B _ . - Subnet: 192.168.4.0/24 Router: 192.168.4.1
Poal Size: Leased: Available: Static: Range Start: 192.168.4.38 DNS 1: 192.168.4.1
206 O 206 O Range End: 192.168.4.243 DNS 2:

Unifi Controller: Status: Enabled

DHCP Name LAN1 DNS 1 192.168.4.1

Subnet 192.168.4.0/24 DNS 2

Range Start 192.168.4.38 i

Domain WiredotNet
Range Stop 192.168.4.243 i
Lease Time 86400 seconds
Router 192.1658.4.1
Enable v
Unifi Controller
B Save

Figure62 ¢ DHCP Server Details Dialog

Filini KS a52YlFAyé FASER GAGKY
WiredlbtNet
YR GKSy ¢Wheh iDi§ dore {upd&igggclose the dialog.
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Repeat these steps fdine following DHCP Servas show ifTable2 - Table oDomain NamegYa have just
donethe firstone of them)

DHCP Servers Domain
LAN1 WiredlotNet
LAN2 HomeNet

SecureNetDHCP SeparateNet
WiFiGuestDHCP WifiGuesiNet
IOTDHCP lotNet
WifiSparé©HCP WifiSparéNet

Table2 - Table ofDomain Names

33. a2RATE& 9RISOHERSBeSNIDE SiGKM

{ St SOG GKS a{ SN Figusesa2L Sedvitas Blrtghd wSFSNBy OS

9yadaNBE (KFd GKS a51/t { FiyueSDHOP Saver’Sareeda St SOGSR® wSTS
St SO0 GKS 4! Oliaz2yé odzidzy ( FigurdelsDNIPA&idns 2 F G KS a[ ! bw
/| K22aS a=+4 SwS B Edgueae OHCP Server Details Dialog

Modify / enter the following information:

DNS 1: 208.67.222.222

DNS 2: 208.67.220.220
These DNS addresses have the equipment on the Wired Iot Network use Open DNS resolvers. If different resolver
addresses are used here, then some firewall rules (andaly group addresses) will also need to be modified
Coveredater in this guide.
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34. RenameéDHCP Servers

When the Wizard setup our EdgeRouter, it named the two original networks as LAN1 and LAN2. To rename them,
enterthe CLIReference sectioth6 - EdgeRouter Command Line Interface (Tighe the following commands into
the CLI window:

configure

edit service dhcp - server

rename shared - network - name LAN1 to shared - network - name WiredlotDHCP
rename shared - network - name LAN2 to shared - network - name HomeNetDHCP
commit

save

exit

Exit the CLI interface.

Pageb4 of 198 4/21/2021



A A rd A I A A ‘ rd A v
35. alF1S 51/t {SNUSNR aldziK2NRARUl GA@DSE
¢KS 9R3ISwW2dziSNJ R2Sa y20 RSTI dzf (0 itdtived ¢REEEYONPAEISRI B
the added Neworks can take a long time to acquire an IP address. Thedvesthat were added by the Wizard
(LAN1 and LAN2) are made auftitative by default.

Enter the Config Tree. Reference secti@ii - EdgeRouter Config TréeSelect and open up the following config
tree submenu items from the configuration screen:

service

dhcpserver

sharednetwork-name

Click on the DHCP server you wamtonfigure;in this case, it is:
SecureNetDHCP

You should see someHTP setting including authdtative.6 b 2 1 S @2 dzZNJ a ONBSy SeeA f f & {7/
Figure63 ¢ Authoritative Example

Cinflglrain, service / dhcp-server / shared-network-name / SecureNetDHCP
} custom-attribute ™ Sy
b firewall — enable *
} interfaces — description

b load-balance + P
[l £ shared-network-parameters, . ...
» port-forward +
b protocols +
¥ service —
b dhcp-relay +
* dhcp-server —
b dynamic-dns-update +
* shared-network-name
* LAN1
b disable +
b subnet
* LANZ
b disable +
b subnet
* SecureMNetDHCP
b disable +
b subnet

Figure63 ¢ Authoritative Example
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¢8LIS aSyl of Qdtivebokt K KY LB & & NI K SSedFigitgs4Z MBhbritative Gzimini2 y &

EdgeMAX

Commands to commit

Commands to Commit:

= delete service dhcp-server shared-network-name
SecureNetDHCP authoritative disable

= set service dhcp-server shared-network-name
SecureNetDHCP authoritative enable

Apply « Not Now x

Figure64 ¢ Authoritative Commit

t NBada fa! 1Adf & K2d2A R aSS GKS YSaal 3S ac¢KSin@eny deardhdzNI G A 2
bottom of the screen.

Repeat these steps for the following Autitative DHCP Serveais shown irTable3 - Table ofAuthoritative DHCP
Servers(Youhave just donghe firstone of them):

Authoritative DHCP Serverg

SecureNetDHCP

WiFiGuestDHCP

IotDHCP

WifiSpar®HCP

Table3 - Table ofAuthoritative DHCP Servers

Shown below are excerpts of three of the five DHCP sections frerbackup file:
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dhcp - server {

disabled false

hostfile

- update disable

shared - network - name HomeNetDHCP {
authoritative enable
subnet 192.168.3.0/24 {

}

default - router 192.168.3.1
dns- server 192.168.3.1
domain - name HomeNet
lease 86400
st art 192.168.3.38 {

stop 192.168.3.243
}

shared - network - name SecureNetDHCP {
authoritative enable
subnet 192.168.5.0/24 {

}
}

default - router 192.168.5.1
dns - server 209.244.0 3
dns - server 209.244.0.4
domain - name SeparateNet
lease 86400
start 192.168.5.38 {

stop 192.168.5.243
}

shared - network - name WifiGuestDHCP {
authoritativ e enable
subnet 192.168.6.0/24 {

}
}

default - router 192.168.6.1
dns - server 208.67.222.222
dns - server 208.67.220.220
domain - name Wifi GuestNet
lease 86400
start 192.168.6.38 {

stop 192.168.6.243
}

use - dnsmasq en able
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36. ElgeRouter Bable HWNATASsist

9yl o6f Ay3a adsophéfdatéresipfdsddiareswitchingchipthat iswithin the EdgeRouter. Thhip
assissii KS 9 R3S w avitlziioStiNgadd NATuhctionality, speeding up theperation of theEdgeRouter X.

Without this hardware assist, routingf packets igelativelyslow. Be warnedf Quality of Service (QoS)
functionalityis enabled, then this hwnat assist is internélutomaticallydisabled., 2 dz I f a2 R2y Qi 6|
enable bridging, since bridging is implemented via the CPU of the EdgeRouter Jdlaatkiatively slow.

With hwnat enabled, rany people report 80@ 900Mbpsthroughput.
Open up the Configuration Treeef@rence sectiorl7 - EdgeRouter Config Tree

Select and open up the followirapnfig treesulbrmenu itemsfrom the configuration screen
system
offload
In the hwnat setting area, type
enable
thensSt SOG GKS Gt NBOASGé odzildz2y G GKS o2Gd02Y 2F GKS L
SeeFigure65 ¢ System Offload Hwnat Selemti (Partial)

system / offload : Setting for hardware offload

flow-lifetime
hwnat enable

ipsec

Figure65 ¢ System Offload Hwnat Selectn (Partial)

The Edgerouter will gview what command(s) it will issuBeeFigure66 ¢ Preview hwnat Config

EdgeMAX

Commands to commit

Commands to Commit

- set system offload hwnat enable

Apply Not Now X

Figure66 ¢ Preview hwnat Config

t NB & a £idihe sykt#mewill inform you thadt ¢ K S 02 y ¥ A 3 dzNI A2 y RIEDD Fi@t@@?}ﬁ [ LILJE
hwnat Success

@ Discard B Preview | The configuration has been applied successfully

Figure67 ¢ hwnat Success
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The above confityee hwnat-enable could have been performed with the following CLI commands:

configure

set system offload hwnat enable

comnit

save

exit
Compare the above comma(gjwith the command that the conifgree automatically issued iRigure66 ¢
Preview hwnat Config

Remember that different models of EdgeRouters have different abilities / hardware asstsifasgwithin them.
Their commands may be different.

Referencehttps://help.ubnt.com/hc/enus/articles/11500656 746EdgeRouteiHardwareOffloadingExplained

37. HlgeRouter EX Speed

The ERX router seems capable of routing about 1Gbit/secagdregatefotal, i.e. the sum of all input/output is
1Gbit/second. Note that most speed tests run separate download and separate upload tests.

The following artite is well worth readin@bout the internals of the ER hardware
http://kazoo.ga/re-visit-the-switchrin-edgerouterx/

Other performance eferences:
https://community.ubnt.com/t5/EdgeMAX/Performaneef-EdgerouterX/sEdgeroutetlite/td-p/1230924
https://community.ubnt.com/t5/EdgeMAX/EdgeRoute¢low-throughputslow/td-p/1392229
https://community.ubnt.com/t5/EdgeMAX/ER-vsERLite-Headto-HeadSpeedResultson-GoogleFiber/td-
p/1839844
https://www.stevejenkins.com/blog/2017/02/edgeroutex-vs-edgerouterlite-googlefiber-speedtests/
https://community.ubnt.com/t5/EdgeMAX/EdgerouteX-FiosGigabitWont-go-over-500-Mbps/td-p/1910761
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https://help.ubnt.com/hc/en-us/articles/115006567467-EdgeRouter-Hardware-Offloading-Explained
http://kazoo.ga/re-visit-the-switch-in-edgerouter-x/
https://community.ubnt.com/t5/EdgeMAX/Performance-of-EdgerouterX-vs-Edgerouter-Lite/td-p/1230924
https://community.ubnt.com/t5/EdgeMAX/EdgeRouter-X-low-throughput-slow/td-p/1392229
https://www.stevejenkins.com/blog/2017/02/edgerouter-x-vs-edgerouter-lite-google-fiber-speed-tests/
https://community.ubnt.com/t5/EdgeMAX/Edgerouter-X-Fios-Gigabit-Won-t-go-over-500-Mbps/td-p/1910761

38. HigeRouter BableTraffic Analysis

This step will enable the EdgeRouter to perform Deep Packet Inspection (DPI) /AnaKisisIf you have any
speed issues with your ER then this may need to stay off.

t NBaa (GKS a¢NIFFAO ! yIfeairaé Fignieasz Vraffic XralysiBuftdnS G2 LI N
Figure68 ¢ Traffic Analysis Button

Inthe upperNRA I K& F NBIF 2F GKS GNIFFAO FylLfeara aONBIYysS Aa
Figure69 ¢ Enabé Operational Status

Operational Status Onabled @ Hosts only @ Disabled

Figure69 ¢ Enabé Operational Status

You will be presented with a confirmation dialog. $&gure70 ¢ Operational Status Confirmation

Change Traffic Analysis Operational Status

Enable traffic analysis with application identification
using Deep Packet Inspection (DPI)?

Figure70¢ Operational Status Confirmation

{ St S QdThedsoft®aie will (for sme reason) present you with arleit. This is seen in the lowdeft of the
screen. Se€&igure71¢ Active Alert

1

Alerts System

Figure71¢ Active Alert

[ £ A01 2y (K SYodawiltb& pidsented withditie ikiBmésBagés). Sedrigure72 ¢ Active Traffic
Analysis Message

Message

Traffic analysis operational status was changed successfully.

Showing 1 to 1 of 1 entries

Figure72 ¢ Active Traffic Analysis Message

Toremovehis! £ SNII YSaal3aSs LINBaa GKS awSY2@Sén Sedzigurez36s f 2 C
Remove Alert Button

X Remove

Figure73 ¢Remove Alert Button
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39. HlgeRouter Traffic Analysis

The Traffic Analysis performed by the EdgeRoutaitidlly lookspretty neat. The following screen sheas taken
when the Edgeroutewas at thisconfigurationstep ingenerating this configuration documenthe EdgeRouter

had been booted for 41 minutes.

¢tKS 2yfeé (GKAyYy3a L KFER R2yS> aA diburelthe BdgsRAuSERI NERK S
purposefullygoto MSN.com, or to the Financial Times News. | only assume that weiséookupsare from
aAONR&a2F0QA

NB T S NNB R .&SeeFigure74cfabddleiTyaflic Analysis

In real usethis featurethere seenstoputt t 24 2 F dzy OKIF NI OGSNAT SR
Hiost - Tx Rate -5 Ry Rate
- 192.168.3.38 0 bps 0 bps
Top Apps (Tx Bytes/Rx Bytes)
SSL/TLS (3.68%) - JJ] 4.36 KDytes/22 62 Kbytes

Financial Times Mews (0.75%) -| 305 bytes/5.01 kKbytes

MSN._com (0.63%) | 899 bytes/3.74 Kbytes

other (94.93%) [ NG

27777 Kiytes/d17 .56 Kbyles

showing 1 to 1 of 1 entries

Figure74 ¢Sample Traffic Analysis

aasiadz

L MficiioSoN yeBaiiming theidlviddlds NI monetization of their users, sometimes

GNF FFAO

Note that when HW NAT Assist is enabled, som#dravhich is handled by the internal switch chip, is not shown
in traffic analysis. That is because Traffic Analysis is a CPU function, and ththagifibeing handled internally
by the switch chip is not visible to the CRdte that traffic whichis between two devices on the same Network
does not even transit to the EdgeRouter, so this traffic will never be shdwa.configuration used in this guide

has setup the switchO chip only move traffic between eth3 and eth4, which is the Home Nethiek).
Trafffic Analysis data cannot be exported out of the EdgeRouter.

Turns out that some of thigraffic Analysidata can trigger firewall rules:
https://www.youtube.com/watch?v=tNG_Fg5Sjcg
https://www.youtube.com/watch?v=d2Mz7Nin4vQ
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https://www.youtube.com/watch?v=tNG_Fq5Sjcg
https://www.youtube.com/watch?v=d2Mz7Nin4vQ

40. EdgeMAX EdgeRouter >3KP bootloader update

ER- Qwéhich havefirmware versions 01.10.7or above have a newer bootloadeavailableand/or newe
method of bootloader updateYou will want to update your bootloaddReference:

https://help.ubnt.com/hc/enus/articles/360009932554€ dgeRoutetHHow-to-UpdateBootloader

Per the above link, | ran the followit@.l / SSH / PuT¢dmmand:
show system boot - image
and got the following text:

The system currently has the following boot image installed:

Current boot version: UNKNOWN

Current boot md5sum : 75 80ebd7ce9303243292f586ab7c6daf
New uboot version is available: boot_e50 001 1e49c.tar.gz

New boot md5sum : 2146fb2e3b2cd543efaal0a687e2adOce

Run "add system boot - image" to upgrade boot image.

| updated my bootloader withadd system boot -image (andyes) andthengot thefollowing text:

Uboot version [UNKNOWN] is about to be replaced

Warning: Don't turn off the power or reboot during the upgrade!

Are you sure you want to replace old version? (Yes/No) [Yes]: yes

Preparing to upgrade...Done

Copying upgrade boot image...Done

Checking boot version: Current is UNKNOWN; new is e50_001_1e49c ...Done
Checking upgrade image...Done

Writing image...Done

Upgrade boot completed

| thenre-ran the following commandsshow system boot - image and got the following text:

The sys tem currently has the following boot image installed:
Current boot version: e50 001 1e49c
Current boot md5sum : 2146fb2e3b2cd543efaa0a687e2adOce

Next issue the r eboot command and when prompted witlie prompt:
Proceed with reboot? [confirm]
Type a singly character to confirm the reboot.

Youwill need to wait abouB to 5 minutes.
After the re-boot, | reran the following command:show system boot - image and got the following text:

The system currently has the following boot image installed:
Current boot version: e50 001 1e49c
Current boot md5sum : 2146fb2e3b2cd543efaa0a687e2ad0ce
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41. EdgeRouter Xf&FR.egacy Botloaderinformation

Part 1

Older bootloaders have an initialization issue in the bootloader for thiX BRd ER-SFP models that causes all
ports to act as a "switch" during a brief period of time when the router is booting up.

When this guide was written, Ubiquiti had still not updated their production line to incorporate the patched
bootloader.

Referencéhttps://community.ubnt.com/t5/EdgeMAX/EdgeRoute¢actsasswitch-during-boot/td -p/1393679

Part 2

For pre 1.10.6 firmware, check the version of your bootloader per:
https://community.ubnt.com/t5/EdgeMAX/EdgeRout¢X-SFRcheckbootloaderversion/td-p/1617287
SomepostingY @8 6S YAaadAy3ad GKS adé¢ Ay GFANNGI NBaéd

Part 3
Older bootlader (pre 1.10.6) updatinig follows:
If your bootloader is not the newest, update your bootloader per:

http://community.ubnt.com/t5/EdgeMAXUpdatesBlog/EdgeMAXEdgeRouteX-X-SFFbootloaderupdate/ba
p/1472216

https://community.ubnt.com/t5/EdgeMAXUpdatesBlog/DEPRECATEDge MAXEdgeRouteX-X-SFP
bootloaderupdate/bap/1472216

LG Aa YdzOK SIFAASNI G2 dzZLRIFIGS (KS 9R3ISw2dzi SNND&a o0220f 2
. 2dz YIF® ySSR (2 LINBLISYR d&adzR2é¢ nds2ogetthiSto®2kNI Y2NB 2 7F
https://community.ubnt.com/t5/EdgeMAX/ERMootloaderupdate/td-p/1892923
https://community.ubnt.com/t5/EdgeRouter/ER-bootloaderupdate-versions/tdp/2134544

42. EdgeOS file system layout and firmware images

@BranoB made the followirigterestingposting:
https://community.ubnt.com/t5/EdgeRouter/EdgeGie-systemlayoutandfirmware-images/mp/2377075
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https://community.ubnt.com/t5/EdgeMAX/EdgeRouter-X-acts-as-switch-during-boot/td-p/1393679
https://community.ubnt.com/t5/EdgeMAX/EdgeRouter-X-X-SFP-check-bootloader-version/td-p/1617287
http://community.ubnt.com/t5/EdgeMAX-Updates-Blog/EdgeMAX-EdgeRouter-X-X-SFP-bootloader-update/ba-p/1472216
http://community.ubnt.com/t5/EdgeMAX-Updates-Blog/EdgeMAX-EdgeRouter-X-X-SFP-bootloader-update/ba-p/1472216
https://community.ubnt.com/t5/EdgeMAX-Updates-Blog/DEPRECATED-EdgeMAX-EdgeRouter-X-X-SFP-bootloader-update/ba-p/1472216
https://community.ubnt.com/t5/EdgeMAX-Updates-Blog/DEPRECATED-EdgeMAX-EdgeRouter-X-X-SFP-bootloader-update/ba-p/1472216
https://community.ubnt.com/t5/EdgeMAX/ERX-bootloader-update/td-p/1892923
https://community.ubnt.com/t5/EdgeRouter/ER-X-bootloader-update-versions/td-p/2134544
https://community.ubnt.com/t5/EdgeRouter/EdgeOS-file-system-layout-and-firmware-images/m-p/2377075

43. EdgeRouter Power Cycle Warning

Generally, you should use the rebootbuttdrat A & f 2 OF 6 SR 2y (KS &d@aiGSy
simply remove power to the EdgeRouter, if you can help it.

ax
O

ReferencelBD

44. EdgeRouter BnP

52y Qi UPyPUBNP &llows anything on your network (PCs / PCs with malware / Chinese i&E)dev
silently open ports in your filewall and let their frienaisd servers back to feast on your private data.

If you need to connect devices like an Xbexind your EdgeRoutgthen manually opehforward the firewall
ports by hand. If you regiwant (PnE. L Q@S 32 ( -Link rauteAf@silé, iviicipatialsyRas ots of
holesalreadyin its firewdl. Just ask thedéeralTrade Commissiowho is suing ELink

Reference( Ihave not tried any of these anRi2 y Qi KI @S |y - 062E0U
https://help.ui.com/hc/enus/articles/21736793EdgeRoutePort-Forwarding

&
(V)]
<

https://www.reddit.com/r/[HomeNetworking/comments/8a8ljb/another xbox one nat edgerouterx help post/

https://support.microsoft.comén-us/help/4026770/xboxopenthesenetwork-ports-for-xboxone

45. ExtendedSUIAccess UseMay Craslthe EdgeRouter

Leavingth® RIASw2dzi SND& D! L Ay i SNFI OS dzLJadagdidodnayictshhé R
Edgerouter.

L Ol y Qi igifakrgfdRencE,&o e iarelatedone:
One specific example is leaving the GUI open which can cause an unexpected reboot.
We are currently working on a fifor this. It's not convenient,
but saying out of the GUI may prevent these reboots assuihiaghe same cause.

https://community.ubnt.com/t5/EdgeMAX/ElRRG8-randomreboots1-9-7-hotfix-1/td -p/2033684
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https://help.ui.com/hc/en-us/articles/217367937-EdgeRouter-Port-Forwarding
https://www.reddit.com/r/HomeNetworking/comments/8a8ljb/another_xbox_one_nat_edgerouterx_help_post/
https://support.microsoft.com/en-us/help/4026770/xbox-open-these-network-ports-for-xbox-one
https://community.ubnt.com/t5/EdgeMAX/ER-PRO-8-random-reboots-1-9-7-hotfix-1/td-p/2033684

46. EdgeRouter Toolbox
In the upper ight side of the main page, is a Toolbox button. When you click on it, you will see some nice utilities.
SeeFigure75¢Toolbox Items
] cll & Toolbox ~
* Ping
Conf I Bandwidth
Q@ Trace
£ Discover

& Packet Capture

@ Log Monitor

Figure75¢Toolbox Items

There is a handy log monitor here:
https://community.ubnt.com/t5/EdgeRouter/ViewinirewaltLogsin-GUI/m-

p/2686126/highlight/true#M241809
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47. Address Groups

The software irthe EdgeRouter allows the user to define Address Groups. These groups are used for convenience.
We will definea couple ofaddress groupsThis guide previously used multiple address groups, one for each

Network. Those address groups have recently begh @S NIi SR A Vitériace AlétwolkisThisthaage will

be explained later.

{ St SOG GKS GCANBGIffkb! ¢¢ . FipireT@FireWaNBABuifioK S (2L 2F (K

Firewall/NAT

Figure76 ¢ Firewall/NATButton
CNRY (KS dFoa GKFG I NB aK?2 grfare’acFiteSal/NATGOUPBBWB | f f Kk b! ¢

I Firewall/NAT Groups I
Figure77 ¢ Firewall/NAT Groups Tab
CAYR+IIKE MNP dzLJ cligkitZBeéFRyfe78 cyAdl Group Button

+ Add Group

Figure78 ¢ Add Group Button

,2dz gAff aSS GKS a/NBFGS bSg CANBgIffkb! ¢ DNRdAzZLE RA
Name OPENDNS_SERVERS_GROUP
Description ~ OpenDNS Servers
Group Ype:  Address Group.

SeeFigure79 ¢ Example New Address Group DialBgessiSaves

Create New Firewall/NAT Group -]

Name * OPEMDMNS_SERVERS_GROUP
Description OpenDNS Servers
Group Type * 2] Address Group

Network Group

Port Group

B Save

Figure79 ¢ Example New Address Group Dialog
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An empty Address group will have been addedtethat i KS & b dzN& 82M) ¥ B Y 8S8aRiBuies80k &
Added Address Group

MName - Description o] Type 3 Number of group members

L3

OPEMDNS_SERVERS_GROUP OpenDMS Servers address-group ] Actlons ¥

showing 1 to 1 of 1 entrles

Figure80 ¢ Added Address Group

Press th@OPENDNS_SERVERS GR@dfon button and select Config. SEgure81 ¢ Address Group Actions

Actlons -

Config

Delete

Figure81 ¢ Address Group Actions
Enter the address specifier:of
208.67.222.222
t NBaa GKS ab ' RR bSgé¢ o0dzit2y IyR GKSyYy I RR
208.67.220.220
SeeFigure82 ¢ ExampleEdit Address GroupPressiSavet When it is finished updating, close the dialog.

Edit Firewall/NAT Group =

Name OPENDMS_SERVERS_GROUP

Description OpenDNS Servers

Address * 208.67.222222
208.67.220.220)

+ Add Mew

B Save

Figure82 ¢ ExampleEdit Address Group
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Repeat the above steps for the following address grolighereismore than one address listad a group then
youwi £ Yy SSR (2 dzalutod t &ld ddditionaaddress@s) to the grotpu have just dong¢he
OPENDNS_SERVERS_GROUP

group {
address - group OPENDNS_SERVERS_GROUP {

address 208.67.222.222
address 20 8.67.220.220
description "OpenDNS Servers"

address - group RFC -1918_ GROUP{
address 192.168.0.0/16
address 172.16.0.0/12
address 10.0.0.0/8
description "RFC- 1918 Group"

The above text section is from the backup file.
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48. EdgeRoutef | & Y FirngvialiExplanation

linitially K R G NR dzo £ S dzy RSNA i | Y RA Y. Fhe firéh@ll ndeR Al vsandaii theNde#net T A NB ¢
appeared backwards (in direction)tome. I f 82 RARY Qi dzy R $neantiotapplied té. Riedil a f 2 O
F2dzy R (i K&manNIréwallfexplaratiénd

Referencehttps://community.ubnt.comit5/EdgeMAX/Laymass-firewall-explanation/tdp/1436103

I highly recommend thatgu stop and read thaéntire postingnow.

| have reproduced the main diagranirom that articleasFigure83¢[ | @ YIF y Q& CANB gl £ f 9ELX |
Note that this diagram is for an EdgeRouter Lite, which has its WAN port onTéthWAN interfacis therefore
shownin the middle of thigliagram.

LAN WAN GUEST
Home/Office Internet Home/Office
— etho — ethl — ethz2
Allow required services only DMAT SNAT DMAT SNAT DNAT SNAT Disallow GUEST to LAN
- i.e. ping, VPN : _ Ik . _ _ JL - . - - can be done on
- Established & Related Arewall [firewall|firewall| [firewall [firewall|firewall Arewall [firewalllfirewall - Bth? in
localJ}| in f} | out | [locald|in §|out 4| |localdP|in G| out 4}~ or
L ... ethD out
Allow s Allow
- Established & Related - DHCP
- Forwarded ports

- DNS

No out firewall

- applied to local out.
Routing and SNAT
only.

@ Default Action: Accept
4 Default Action: Drop

<§

Edge Router Lite

Figure83c[ 8 YI Yy Q& CANBSLHEf OELX FyldGAZ2Y BALl =

A firewall policy(rulesef is a set of firewall rules along with a default actionK S RS F I dzf G F QdiAz2zy O
G NB ,2XND G agANRall ruleset is applied to a specific interface as wedipguied toa specifict RA NBEOG A 2 Y
For an EdgeRoutgil KS R A NB Odi A @4y dd(i yf RShedaALGY £t Ri& iNaBt BP{paciefrom the

internet, as well asnput into the EdgeRoutefrom devices ora Network LAN. Thed h dzii ¢  Rcbr¥@iIR 2 v
packetsoutput from the EdgeRoutedestined for the internetas wellas output to your Network devices from

the EdgeRouterdLocat refers tolPdata coming into the EdgeRouter destined for (services on the) EdgeRouter

itself. ReferenceFigure83¢[ | @ Y Yy Q& CA NB g f fThednEahdOut diréctiohszané referkricedl Bg Y
viewed from the EdgeRouter.

91 OK FTANBgIff Nz ST G6AGKAY.Ed NBEBBNSHERNPILDKA 2t KLA O g
traverse an interfacéhat has firewall rulesvill be tested by the individal firewall rulesin the rulesetorder, until

I FANBgFEt Nz Sa Y (i ORBedndividda fireMalriucantaid 2oyidrisatingegrto ONR (i S
allbe matched for that firewall rule to perform its actiolino firewall rules matchant LJ O1 S G KSy
default action is taken for that packe®nce an IP packet matches an individual firewall rule, no other firewall
processing is needed for that IP packet
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Firewall rules within the ruleset are applied (tested) in the specifier that they were arranged. Therefore, it is
important to order the firewall rulesasthat the mostfrequentlyused rules are arranged at or near the top of the
set of rulesallowingfor efficiency within the EdgeRouter.

Sometimes the firewall rule mabersseem toincrement by one and sometimes they increment by ten. | think

that different versions of EdgeRouter firmware hanglemented numberin)R A T F SNBy (1 f @ Syowr 2 R2 Yy
FANBGIIfda NUzfzBEDNay dzyo SNBE R2y Qi s¥yrteiing KattéréCikedwall Brozassig s 2 y f &
ordered by lowest number to highest number.

Firewall policies are applied before SNAT (Source Network Address Translation) and after DNAT (Destination
Network Address Translation).

The descriptions above are by neans exactegardingwhat is happening internally. These descriptions are just
meant to convey enough information to help understand these firewall rules, their desigritheir operation.

Additional References:
https://help.ubnt.com/hc/enus/articles/204976664&dgeMAXHow-are-packetsprocesseeby-EdgeRouter

,2dz Oy A&a&adzS I /[L O2YYlIYyR (2 @OAS¢g (KS FANBglffQa
sudo conn track -L
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49. Firewall State

There are mangonditionsavailablethat canconstitute a firewall rule. One of the most importactinditionsis
OState¢ Statesare maintainednternally by theunderlyingfirewall codethat is within the EdgeRouteandare:
New ¢ a packet starting a new connection
Invalid ¢ packetsthat have invalid data in them
Established; packets associated with an exigj connectior{conversation)
Relatedg packets relatedo an existing connectiofconversation)

50. WAN Firewall Rules

The most important firewall rules in an EdgeRouteym a security standpoinare the default WAN_IN and
WAN_LOCAIulests. Theserulesets were generated by th&LAN+2LAN2 Wizard. Tfieewall rules with these
rulesetsLINE @A RS (1 KS G Fasshidt@d with (€éonsLine® KeBroOrk Adargss Translation (NAT) routers.
The WAN_IN and WAN_LOCAL rulesets are identical, except for namiifigy, tiednterfacethat they are
applied to.This is the WAN_IN rulesdtom the backup file
name WAN_IN {
default - action drop
description "WAN to internal"
rule 10 {
action accept
description "Allow established/related"”
state {

established enable
related enable

}

}
rule 20 {
actiond rop
description "Drop invalid state"
state {
invalid enable
}

The name of this ruleset is WAN_INeThles in thigulesetare applied (not shown here) to the input side of the
ethO interfacei.e., to IPpackds that are entering the EdgeRouter from the internet.

Thisrulesethasa default action of drop. If  LJ- O1 S RS&AGAYSR FT2NJ 6KAa AYyUSNFI
then the packetwill be dropped.

The first rulg(rule 10)in the rulesethas an actin of daccepté and will allow packetthatl NS G Sadl 6t A A K S
a NBf | (i &8dociatedhtd ah Existing IP conversatida enter eth0.The only way to have an existing

connection on eth0 is for the connection to have been started from within the EdgaifRéslysmami.e., fromthe
EdgeRouter itself, or frora device on one of the EdgeRouter Netwofkete that there are no other / additional
qualifiers on this rule(s), so it is applied to every IP packet entering from the internet.

The second rulggle 20) has an action adropé! y& LJ O1 SéG YIFGOKAYy3a (GKA& NMz SY
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51. EdgeRouteDetailed Firewall Setup

| have adaptedrigure83¢[ @ Y Yy Q& CANB G| f to mgdwhdiagrsit. BeFiguyesss RetaieiNl Y
Firewall Setup Diagram

The Fir®Vall Rules(FWR}hat are described in this guide are numbei@s FWR*In Figure84 ¢ Detailed Firewall
Setup DiagramEach is ssociated witta named firewall rulest that will be described in the following sections.
FWRghat are colored red means a ruleset terminates with a default of drop, while FWRs colored green mean a
default of acceptThe firewall rule setare:

FWR1 = WAN_LOCAL

FWR2 = WAN_IN

FWRS3 = WIRED_IOT_LOCAL.

FWR4 = WIRED_SEPARATE_LOCAL.

FWR5 = WIRED_SEPARATE_IN.

FWR6 = WIRED_SEPARATE_OUT

FWR7 = HOME_OUTsame single set of rules, but shown in two places)
FWRS8 = WIFI_GUEST_LOCAL

FWR = WIFI_IOT_LOCAL

FWR10= WIFI_SPARE_LQG#entical to FWRS, butot showr).

The descriptions below are by no means exact regarding what is happening intéfhabe. descriptions ajast
meantto convey enough information to helnderstand thaefirewall rules, theirdesign andheir operation.

Ubiquiti
AP-AC-LR

WiFi
Access Point

Wired Home Network

Internet Wired 10T Network Wired Separate Network / MultipleSubnets
Cable / DSL Modem (Optional) Network Switch (Optional) Network Switch Gigabit Network Switch
POE .

Multiple
Subnets

Adapter Power
(Included)
Wired Wired Wired Multip!
WAN 10T Separate Home Suub:;tes g \ Multiple
Network Network Network Subnets
eth0 eth1 eth2 eth3 ethd
IP Addr from / for Modem Wired 10T Network Wired Separate Network Wired Home Network Wifi Home Network
— (typically via DHCP) — 192.168.7.X — 192.168.5.X — 192.168.3.X (Trunk) — 192.168.3.X (Trunk) —
Local \ In Out Local | In Out Local | In Qut Local ] In Out Local [ In Out
FWR1 FWR2 FWR 3 FWR4 FWRS5 FWRS FWR 7 FWR 7
[ switch0 ]

Wifi Guest 192.168.6.X

(VLAN 6)
Routing ‘ @
(In's send to this area, Out's receive from this area) Local ‘ In Out

FWR 8

Wifi 10T 192.168.7.X
(VLAN 7)

DNS, DHCP, IPSec, OpenVPN, GUI, PPTP, PPcE
Local Services

(Local's send to this area, Output data from this area bypass any Out firewall rules) J J L

Local ‘ In Out
Ubiquiti EdgeRouter X FWR 9

Figure84 ¢ Detailed Firewall Setup Diagram
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52. WAN_LOCAL Firewall Rules

The basic operation of these firewall ruisslescribedabovee Ay (1 KS B0S\UANAFReyall RUéSd SR &
These rules are FRW1 as showhRigure84 ¢ Detailed Firewall Setup Diagram

53. WAN_IN Firewall Rules

The basic operation of these firewall ruieslescrited above, in the sécA 2 y 50 AWAN BilRwaltk Rulés ®
These rules are FRW2 as showhigure84 ¢ Detailed Firewall Setup Diagram

Add port forwardingz S G O X

Debugging porforwarding:
https://community.ui.com/questions/SOLVHPort-forwardingto-IP-cameraf3384ddfc2f54619-aedc
0042f7349928#answer/4b4fad #e884f0a-b142-4cf5929f34f9
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54. HOME_OUT Firewall Rules

Therearefive firewall rules in tisruleset. These firewall rulemspect IP packethat are exiting the EdgeRouter
towards devices on the HomesNvork.w S ¥ S NI y## Shown @$ tworistances, ithe uppekright of Figure
84 ¢ Detailed Firewall Setup Diagram

Thesefive rules aremaintainedasfour accept rules (one rulper interfacg, followed by one geeralpurpose
drop rule. Each interface ia separate NetworkExcept for naming and thdetworkthat they are applied to, the
acceptrules are identical Thefour Networks, whih these areappliedto, are: Wired bt Network, Wifi bt
Network, Wifi GuestNetwork, and Wifi Spare Network

The following section of backup file will be refereddater, so it was given a reference tagkrfuationl ¢ A
Portion of theHOME_OUT Firewall Rugés

Note that when Ubiquitdza S & (i KdBresdi-Grdwgve inca backup filgit caninstead/alsoY Sy a Ly G SNF I C
Networké @

This isa portionfrom the backup file

name HOME_OUT {

default - action accept

description "Home Out"

rule 10 {
action accept
description "Allow Wired lot Established Replies"
log disable
protocol all
source {

group {
address - group NETv4_ethl
}

state {
established enable
invalid disable
new disable
related enable
}
}
rue5 0{
action drop
description "Drop RFC - 1918 Traffic"
log disable
protocol all
source {

group {
address - group RFC -1918_GROUP
}

Equationl ¢ A Portion of theHOME_OUT Firewall Rukets
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The name of this ruleset is HOME_OU'e ithes in this ruleset arapplied (not shown here) to theutput side of
both of the eth3 and eth4interfaces, i.e, switchQ These interfaces are also knownthe Home Network.IP
packetsthat are exiting the EdgeRoutdpn eth3/eth4)towards equipment on the Home Netwogke inspected
and potentially dropped by these firewall ruldiRemenber that eth3 and eth4 are still bound togethiey the
switch hardware within the EdgeRouter.Rigure84 ¢ Detailed Firewall Setup Diagrathis information is shown
as duplicatedn two blocks(in the upperright portion of the diagram)eachlabeled with FWR7

This ruleset has a default actiondfccepté L ¥ | LI O1 Sd RSadGAYySR F2iNdvidwAia Ay
firewall rule,then the packet will be accepted, i,passed along to devices attachaxthe Home Network

The first rule (ule 10) in thisruleset has an action @accepté and will allowiPpacketsthatF NS & Sa il 6 f A & K
GNBf I GSRE 6A DS | 442 OA I, ib&ikthe EdgeRolitgio dé/iedsatiaie Yrithe Hame 02 y &S
Network Note that this rule has an additional qualifier that the source musirben ethl, i.e., this rule only

applies to trafficthat originates from the Wired 10T Networkhe only way to have an existing connection

between Wired 10T Network artie Hane Networkis for the cowersationto have been started frordevices

within the Home NetworkThe name associated withisrule is "Allow Wired loEstablishedReplies'

Rules20,3gndnn I NB | faz2 alF OOSLIiés a&SadilRule10abktarRappliedNSt | G SR
different Networks.

Rule ®in this ruleset has an action afirop.£ and will drop all other IP packetisat originate fromany RF€1918

address. This address set include all of the Networks used in this project. This ig@ fthamearlier versions of

GKA&a 3IFdzARST a4 GKSNB gl a aSLI NI (S 95-BimpdServideditcBverf 2 NJ S
Protocol(SSDPR)igmp-proxyfor what | found that Bppedaroundthe previous rules.

The two rulespumber 10 and number( treated as a setdescribe the IP connections (conversations) that can
occur between equipment on the Wired IOT Network and the Home Network.

If the conversation was started by devices in thertdd\etwork and directed to devices residing on the Wired IOT
Network, then replies to those conversations Wwilallowed backnto the Home Networlby firewall rule number

10. Internally, the firewall code keeps track of IP connectjovisich are enteringi KS 9 R3ISw2 dzi SNJ 6 ( K
and then allows traffithat is related to that data to ekthe EdgeRouter towards the HanNetwork devices.

If a conversationvasinsteadstarted by devices within the Wired IOT Network and directed towards the Home
Netwolk, firewall rule D will have no prior knowledge about this conversat{ecause it is not

aSadl of Aa K STRetefore ingsvalllrufe SuRnbar O will not match, and firewall rule processing whilen
proceed to rule number@ Rulesnumber20, 30,and40 do not apply to traffifrom the Wired IOT Networlso

those rules do not apply, and no action is taken for th&vinen this traffic is inspected bule number B, this

NHz Sa O2yRAUGAZ2Y 6Aff YI G0§0OKZI | ¥y R baidié&Grded Ry EldgeRoudei, Angl v
will therefore NOT reach any device on the Home Network.

WSYSYOSNI GKFG GKS RSTFI dzf & I, Qidx 26yF yHI2 NIKISK Al &2 YNGHzEb SSH1SH5R NA|
on its own,i.e. over the Internetwhen it is notconversing withjust theseinternal Networks.

[N

Note that every IP packet attempting to exit the EdgeRouter towards devices on the Home Network will need to
be inspected by these six firewall rules. Most of the traffic destined for the Home Network tilericom one of
the IOT or Guest Networks.

Alternate firewall description:
https://community.ui.com/questions/Sanitgheckfor-WANFirewalirules/e82408d2e8c3470ca284
e28528678fde#fanswer/71475b38652341f1-ab935e723018claa
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https://community.ui.com/questions/Sanity-check-for-WAN-Firewall-rules/e82408d3-e8c9-470c-a284-e28528678fde#answer/71475b15-8623-41f1-ab93-5e723018c1aa

55. Firewall Conditions

The following figures are fromthie! RR b $ ¢ Fw dlS $ We Will eRplain hofddget to these in the next
section.There are several Tabs in this dialog for entering firewall conditions. You might wsinti{othe
following figures, and familiarize yourself with whHaewall conditions are availabl&ee the following figures:

Figure85 ¢ Firewall Conditions, Basic Tab

Figure86 ¢ Firewall Conditions, Advanced Tab

Figure 87 ¢ Firewall Conditions, Source Tab

Figure88 ¢ Firewall Conditions, Destination T.ab

Figure89 ¢ Firewall Conditions, Time Tab

Add New Rule @
Basic Advanced Source Destination Time
Description
Enable
Action * O Dprop
O Reject
O Reject TCP
O Accept
Protocol ®) Al protocols
O Tep
O upp
O Both TCP and UDP
O Choosea protocol by name
O Enter a protocol number
Logging O

o

Figure85 ¢ Firewall Conditions, Basic Tab

Add New Rule L
Basic Advanced Source Destination Time
State [ Established
L1 invalid
O new
[ Related
Recent Time
Recent Count
IPsec ) Don't match on IPsec packets

O Match inbound IPsec packets

(O Match inbound non-IPsec packets
P2P O None

O i

O Choose P2P app(s) by name

Application |— Vl

=
Figure86 ¢ Firewall Conditions, Advanced Tab
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Add New Rule

Basic Advanced Source Destination
Address | | i)
Port | | (i ]
MAC Address | | (i ]
Address Group or Interface Addr

or Interface Network
Network Group

Port Group

B e | % e

Figure 87 ¢ Firewall Conditions, Source Tab

Add New Rule
Basic Advanced Source Destination
Address | | Li ]
Port | | (i ]
Address Group or Interface Addr ar
Interface Network
Network Group

Port Group
B see | X concel |

Figure88 ¢ Firewall Conditions, Destination Tab

Add New Rule

Basic Advanced Source Destination

Maonth Days | | (i ]

[] Match all month days except for these
Week Days | | i ]

[ match all week days except for these

Start Date | | (i ]
Start Time | | (i ]
Stop Date | | [ ]
Stop Time | | (i ]

L] Interpret dates and times as UTC

B oo o coree

Figure89 ¢ Firewall Conditions, Time Tab
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56. Adding Firewall Rules

Hopefully, you now uderstand the design of the HOME_OUT firewall rules. Now it is time to actually add these
rules.This section will use portion of HOME_OUT rules as an example of how to add firewall rules using the GUI
interface.

While you are using the GUI to add theses, pleasdérequentlyreference the backup file segmelatbeled
éEquationl ¢ APortion of theHOME_OUT Firewall Rudewhich ish y & S5@{HDIAE/ OUWT Firewall Rukes
This should help you better relate between the two forntkat of the backuptext descriptionversus that ofGUI
entry.

{ St SOG GKS atoifed the tdpfofihe schieén. Referengégure76 ¢ Firewall/NATButton.
Ensu6 (G KIFG GKS & aishBerted Sdagure9d Ficeival ®dlicied Tab

| Firewall Policies |

Figure90 ¢ Firewall Policies Tab

¢KS (g2 2!b NMHzZ SaSiasxs ¢gKAOK 6SNBE | RBSRR&e wiK Se5S8E I B.

Figure91 ¢ Add Ruleset

Name - Interfaces t+ Number of Rules - Default Actlon
WAN_IN ethvin 2 drop
WAN_LOCAL ethVlocal 2 drop
Showing 1 to 2 of 2 entries

Figure91 ¢ Add Ruleset

You will be presented with dCreate New firewall RulesétSeeFigure92 ¢ BlankCreate New Firewall Ruleset

Create New Firewall Ruleset L]

Mame *

Description

Default action * ®) prop
) Reject
O Accept

Default Log []
B Save

Figure92 ¢ BlankCreate New Firewall Ruleset
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Enter the followingnto the Create New Firewall Ruleset dialog

Name HOME_OUT
Description Home Out
Default action Accept

SeeFigure93 ¢ HOME_OUT Example New Ruleset

Create New Firewall Ruleset =

Name * HOME_OUT
Description Home Cut
Default action * (O Drop
Q Reject
O Accept
Default Log ]
B Save

Figure93 ¢ HOME_OUT Example New Ruleset

t NBaasg a{ll BBa9ygh! ¢ Nz S&aSi ¢ reffdcestim® be@mdettéd Snid the nurdbérS K |
of rules is 0. Sekigure94 ¢ Empty HOME_OUT Rsét.

Mame - Interfaces s Number of Rules s Default Actlon
HOME_OUT 0 accept
WAN_IN ethdvin 2 drop
WAMN_LOCAL ethvlocal 2 drop

showing 1 to 3 of 3 entries
Figure94 ¢ Empty HOME_OUT Fadlet.

CAYR (KS da! OGAz2yaé¢ odzid2y I (dotshdvEandNfkedsKtiy ol Re peFentédK S |
with a dFirewallActiors Menu £ SeeFigure95 ¢ FirewallActions Menu.

ACTlons -

Edit Ruleset
Configuration
Interfaces
Stats

Copy Ruleset

Delete Ruleset

Figure95 ¢ Firewall Actions Menu

Page79of 198 4/21/2021



| K22a$sS & 9dndialogvodditng fdwall rules appeatsK S & w dzf S adadreadybedseledtédSadzt R
Figure96 ¢ Edit Ruleset Dialog

Note thatthis dialog also contains TaBsT &/ 2 Y E A FdzNIESNFIRE K &« S & Be handyl OK
shortcutsthat are alson the previoudy shownActions menu, referenceFigure9s ¢ FirewallActions Menu.

Ruleset Configuration for HOME_OUT

Rules Configuration Interfaces

Order Description Source Destination Protocol Action

No rules available.

Figure96 ¢ Edit Ruleset Dialog

| K22aS GKS &/ 2vgurshodldzsé tiein®yhationttHatonds entered earlideeFigure97 ¢ Firewall
RuleConfiguration Tab

Ruleset Configuration for HOME_OUT

Configuration Interfaces
Name HOME_OUT
Description Home Out

Default Action * () Drop
~
O Reject
® Accept
Default Lag |

Figure97 ¢ FirewallRuleConfiguration Tab

/| K22a$S GKS dS8efd ®a@IowdGiaférmation o the dialog:
Interface switchO
Direction out
¢KSYy LINBaa (GKS a{l @S wdzZ SaSié¢ odzitizyo
A lot of problems occur because a ruleset isated and the interface / direction is never set and/or saved.

Since the Home Network is governed by switchO guetchOcontains nterfaces of eth3 and eth4), we need to
OK22a&S aag Al 0K métthdigdNibualdhS or letki4df &rNdkerfaded not part of switchO (ethO,
ethl, or eth2) then we would just select that individual interfaSes Figure98 ¢ FirewallRulelnterfaceTah

Ruleset Configuration for HOME _OUT

Configuration Interfaces

Interface * switch0 W Direction *

+ Add Interface

B Ssave Ruleset

Figure98 ¢ FirewallRulelnterface Tab
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Red St SOGf SikKeS w@lwadz I+ y R LINGBdttan, tiatkisShowin! inRigure®6 § Bdit RutizieSDialog
An 6Add New Rulédialog will be shownSeeFigure99 ¢ HOME_OUT Firewall, Rulel, Basider the followiry
into the Basic Tab

Description  Allow Wired lot Replies

Enable CHECKED
Action Accept
Protocol All protocols
Add New Rule e
Basic Advanced Source Destination Time
Description Allow Wired lot Replies|
Enable
Action * O Drop
O Reject
O Reject TCP
@) Accept
Protocol ® all protocols
O Tep
O uop
O Botn TCP and UDP
2 cnoose a protacal by name
J Enter a protocol number
Logging [J

Figure99 ¢ HOME_OUT Firewall, Rulel, Basic

Click on the Advanced TakeeFigurel00¢ HOME_OUT FirewaRulel, AdvancedEnter the following
informationinto the Advanced Tab:

State, Established CHECKED

State, Invatl Un-checked

State, New Un-checked

State, Related CHECKED

Add New Rule L

Basic Advanced Source Destination Time

State Established
[ 1nvalic
D New
Related

Recent Time

Recent Count

IPsec O Don't match on IPsec packets

O Match inbound IPsec packets

) Match inbound non-IPsec packets
p2p O None

O a

) cnoose p2p app(s) by name

Application |— V|

Figure100¢ HOME_OUT FirewaRulel, Advanced

Page81of 198 4/21/2021



Click on the Source Tab. Segurel01¢ HOME_OUT FireWaRulel, Source Select the following information
for the Source Tab:

Interface Network ethl

Add New Rule
Basic Advanced Destination
Address | | (i ]
Port | | [ ]
MAC Address | |@
Address Group | - v | or Interface Addr | — v

or Interface Network

Metwork Group |- ¥

Port Group - v

Figurel01¢ HOME_OUT FirevllaRulel, Source

t NSaa GKS a{l @S¢ odzitz2yo

9F NI ASNJ gSNBRA2ya 2F GKA& 3IFdzARS dzaSR Fy d&a! RRNBAaa DNER
SlidA @1 f Sy o0dzi GKSNB 41 & Y2NB &Sdedoel Ay d2f OSR Ay dzi
https://community.ubnt.com/t5/EdgeRouter/Firewalhterface AddrvsInterface Network/td-p/2238960

You now have a new rule in the HOME_OUT rulesetFigeee102¢ HOME_OUT Firewall, RdleNote that you

dzASR |y aLyGSNFI OS3 NBSdindteam]l & > o0dzi dl RRNBAa

still shown.

Ruleset Configuration for HOME OUT

Rules Configuration Imerfaces

Order Description Source Destination Protocol Action

Allow Wired lot Replies agdress-group 4 accept -
NETVA._ethl |_Actions > |

Figurel02¢ HOME_OUT Firewall, Rule
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57. Adding More HOME_OUT Firewall Rules

We now need to addhree more rules to the HOME_OUT Rule§#iese rules have identical composition bet
rule that was already addednly the names and sources are differettsing the stepthat are shownin the
abovea S O (i56 2Adding Firewall Rulésaddthree more rules per thdackupdatathat is showrbelow. Note
GKFG GKS T2t f 26 hdress lyrBuNS @yheAdd L yYiBNF | 2085 6D NRRWELIEL p
HOME_OUT FirewaRulel, Source

rule 20 {
action accept
description "Allow Wifi Guest Established Repl i es"
log disable
protocol all
source {

gr oup {
address - group NETv4_switch0.6
}
}

state {
established enable
invalid disable
new disable
related enable

}

rule 30 {
action accept
description "Allow Wifi lot Established Repl i es"
log disable
protocol all
source {

group {
address - group NETv4_switch0.7
}
}

state {
established enable
invalid disable
new disable
related enable

rule  40{
act ion accept
description "Allow Wifi Spare Established Replies"

log disable

protocol all

source {
group {

address - group NETv4_switch0.8

}

}

state {
established enable
invalid disable
new disable
related enable

}
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We nowneedtoadd KS FA Y f thie ROMELBUT Riesahis rlgconsists of

Basic Tab has an Action®R NP LJE
Advanced Tabas nothing selected (i.e. no state
Source Tab uses(eeally thistime) Address Groug ¥ él9180 NRB dzLJ @

Using the steps that are shown in taboved S O (156 2Adding Firewall Rulésxd the lastrule per the
followingbackup data that is shown belofwhich matches the above settings)

rue5 0{
action drop
description "Drop RFC - 1918 Traffic"
log disable
protocol all
source {

group {
address - grou p RFC-1918 GROUP
}

Here is a recap of how the HOME_OUT ruleset works.

¢CKS FANBG NMzE S rff26a GNIFFAO GKIG A& aSaidlrof AaKSRE
towards devices on the Home Network that have a S@JRIdress that matches (originated from) the Wired IOT
Network. The association would be to traffic that previously went IN (towards the EdgeRouter) destined for the
Wired 10T Network. This would typically be a request to a device on the Wired IOT Nfstwok device on the

Home Network.

The last rule (which wgist configured) drops all traffic from all the local Networks that was not matched by any

of the established / related rules, i.e., any rmyuested traffic that was initiated by a device on afahe non

home Networls.

¢tKS RSTlLdzZ G FOGA2Y F2NJ GKS I ha9yh! ¢ NMHzZ SaSG Aa al 00
Network to pass OUT to devices on the Home Network. This would be traffic coming from the internet, or from

the Edg®outer itself.

Remember that the order of firewall rulesally mattersin what happens to trafficThe current HOME_OUT rules
are shown irFigurel03¢ Firewall RuleseOriginalOrdering

Ruleset Configuration for HOME_OUT

Rules Configuration Interfaces
Order Description Source Destination Protocol Action
Allow Wired lot Replies address-group a accept Actions v

METwd_ethl

2 Allow Wifi Guest Established Replies address-group | accept Actlons W
METw4_switch0.6

3 Allow Wifi lot Established Replies address-group al accept
METwA_switch0.7 fetions 2

4 Allow Wifi Spare Established Replies address-group a accept Actions v

MNETwA_switch0.3

5 Drop RFC-1918 Traffic address-group RFC- a drop -
1918_GROUP fctions
Add Mew Rule Save Rule Order

Figurel03¢ Firewall RulesetOriginalOrdering
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To change the order of firewall rules, you simply drag a row up or down and let go. The numbers will change to
show you what the ordewillbeg KSy @2 dz LINB & a &aibaifon, which ©i8 theMazier3ighfioNR S NJ
cancd | Y2@S> aStSOG GKS da-¢ Ay (KS dzLILISNI NRIKG @

Drag therow "Allow Wifi lot Established Repl i es" to the topof the entries and let go of the mouse
button. Your screeshould look likd=igue 104 ¢ Firewall RulesebragOrder.

Ruleset Configuration for HOME_OUT

Configuration Interfaces
rOrder \ Description Source Destination Protocol Action
2 Allow Wired lot Replies address-group a accept
METW4_ethi
3 Allow Wifi Guest Established Replies address-group al accept

MNETWA_Switch0.6

Allow Wifi lot Established Replies address-group al accept
METW:_switcho.7

Allow Wifi Spare Established Replies address-group a accept
NETwd_switch0.a

Drop RFC-1918 Traffic address-group RFC- a drop
1%18_GROUP

Save Rule Order

Figure 104 ¢ Firewall RuleseDragOrder

=

| am doing this, as | expect there will be more replies from lot equipment than replies from equipment on any
other Networks), so his processing order should be more efficigntNB & & (Wd& Sa {hFN&RS NE 0 dzii ( 2
screen should now look similar Eigurel05¢ Firewall Ruleset New Order

Ruleset Configuration for HOME OUT

Rules Configuration Interfaces
Order Description Source Destination Protocol Action
Allow Wifi lot Established Replies address-group al accept
NETua SWIzcno.7 ltgics 2|
el Allow Wired lot Replies address-group a accept
NETv4_eth |_Actions_ ~ |
3 Allow Wifi Guest Established Replies address-group a accept | acnions v |

MNETWA_Switch0.6

4 Allow Wifi Spare Established Replies address-group a accept | Actions  * |
WETW4_switch0.8 e——

un

Drop RFC-1918 Traffic address-group RFC- a drop
1518 GAGUP sy

Add Mew Rule Sawe Rule Order

Figurel05¢ Firewall Ruleset New Order
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58. WIRED_|OT_LOGCWIFI_|OT_LOCHKIrewall Rules

These rules & FWWR3 and FWR&s shown irFigure84 ¢ Detailed Firewall Setup Diagram

The purpose of these rules i8 blockthe use of EdgeRoutéocalservices fronthesetwo IOT Networks, except
for the use o DNS andhe operation ofDHCP.

The DHCP protocol usasource UDBort of 68 anda destination UDPBort of 67.
The DNS protocol uses port 53 of both TCP and UDP.
It has been brought up inttps://github.com/mjp66/Ubiquiti/isstes/54that the (allow) DNS rule may not be

YSSRSRY RSLISYRAY3 dzZllRrYy K2g &2dz KIS 02y T AdazMmBBNSe 2 dzN.
provider, then this rule is needed, to allow your equipment to access yoit &Rthe DNS resolverytiu instead

point you equipment tause an external DNS resolver , then the equipment will bypass asking-tKédERNS,

and theDNSallow ruleisno longer neededThisinsightwill impact therules in this and th@ext several sections.

Thanks for brinmg this issue up.

The DNSirewall rulesfor the Wired lot and Wifi lot Networkpresented belowgontain an additional
destinatiornraddress restrictionThese DNS firewall rulesll only acceptDNS requestsvhich are issuetb the
OpenDNSresolveraddresses. DNS requests to other providers will be dropgpédl G KS NHzZ SaSiQa R

Note that the destination addresses specified here (via the OPENDNS_SEBERM®RS must match tha/ired

lot and Wifi lot Networl@ DHCP entered DNS1 and DNS2 askreReferencesection31- Add DHCP Servers to
the VLANsind sectiorB3-a 2 RA T& 9 R 3 SDHCBSe8/bXNEax §8dl o tell your lot dvicesto useone
set of DNS provideaddressegvia DHCP) and then drop those req@ashen your firewall rules only accept
addresses of different DHCP provider.

We now need to addwo more rulesets, with each ruleset containing two firewall rulesntyshe stepgshat are
shown in theabovea S O (i56 2Ayding Firewall Rulés> | Rofowifigkv®rulesets each containing two
firewall ruleswith a real addresgroup, per the backup dattéhat is shown below:

When adding the following WIRED _IOT_LOCAL ruleset, remember to asol $AViEe following:
Interface: ethl
Direction: local
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name WIRED_IOT_LOCAL {
default - action drop
description "Wired | ot Local"
rule 1 {
action accept
description "Allow DHCP"
destination {
port 67
}

log disable
protocol udp
source {

port 68
}

}

rule 2 {
action accept
description "Allow Only OpenDNS"
destination {

group {

address - group OPENDNS_SERVERS_GROUP
}
port 53

}
log disable
protocol tcp_udp

}
When adding the DNS rule, the 2 @S & fidésciiptamisshownA y (1 K S
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b23S GKIFIG GKSNB Aa
When adding the following WIFI_IOT_LOCAL ruleset, remember to aksods8#Ethe following:

Interface: switch0.7
Direction: local

name WIFI_IOT_LOCAL {
default - action drop

description "Wi Fi lot Local"

rule 1 {
action accept

description "Allow DHCP"

destination {
port 67
}

log disable
protocol udp
source {

port 68
}

}
rule 2 {
action accept

description "Allow Only OpenDNS"

destination {
group {

address - group OPENDNS_SERVERS_GROUP

}
port 53

log disable
protocol tcp_udp
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59. WIFI_GUEST_LOG#Ewall Rules

These rulesr® FWR as shown irFigure84 ¢ Detailed Firewall Setup Diagram

The purpose of these rules is to block the use of EdgeRouter local services frafaRh&uesNetwork, except
for the use of DNS and the operation of DHCP.

To addthe following rulest and rules, follow what was dorie the aboved S O (156 2Adding Firewall Rulés

Note that we are not dropping DNS requests based upon which DiN&ler address(es) your guests may be

dzAAy3d Ay GKSANI RSOAOSE&A D a?2ai justd sedheSpipdideFied Hat || NB LI
DHCP) DNS resolvers addresses. If a guest hardcoded the DNS resolver addresses within their devicelAND we o
accepted DNS requests going to specific DNS resolvers, then we could have just denied our guests service on our
network.

When adding the following WIFI_GUEST_LOCAL ruleset, remember to alsd SétVihe following:
Interface: switch0.6
Direction: local

name WIFI_GUEST_LOCAL {
default - action drop
description "Wi fi. Guest Local"
rule 1 {
action accept
description "Allow DHCP"
destination {
port 67
}

log disable
protocol udp
source {

port 68
}

}
rule 2 {
action accept
description "Allow DNS"
destination {
port 53
}

log disable
protocol tcp_udp
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60. WIFI. SPARE OCAEirewall Rules

These rules are designated B8R0 but are not shown ifrigure84 ¢ Detailed Firewall Setup DiagraiMou can
instead look athe similarFWRS.

The purpose of these rules is to block the use of EdgeRouter local services fromREh8paie Network, except
for the use of DNS and the operation of DHCP.

To add the following ruleset and rules, follow what was donthe aboved S O (156 2Adding Firewall Rulés
When adding the following WIFI_SPARE_LOCAL ruleset, remember to also set and SAVE the following:

Interface: switch0.8
Direction: local

name WIFI_SPARE_LOCAL {

default - action drop
description "WiFi Spare Local"
rule 1 {

act ion accept

description "Allow DHCP"

destination {

port 67

log disable
protocol udp
source {

port 68
}

rule 2 {
action accept
description "Allow Only OpenDNS"
destination {

group {
address - group OPENDNS_SERVERS_GROUP

}
port 53

}
log disable
protocol tcp_udp
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61. OptionalDNS Forcingf the WIFI_GUEST_LO®ktwark

Performing the steps within this section is optionEthis forcing of DNS is really NOT needed, but was a good
exercise in learning how NAT rules operate.

The destination Network Address Translation (NAT) rules, presented here, will fordevacys orthe guest
Network to only be able to usBpen DNS resolvershis is regardless if the devices specify their own DNS
resolver addresses and ignore the DNS resolver addresses suggettedEbgeR dzi SN & 3IdzSad 51/t

The two rules presented hemgork with each other. Rule #1 wdkclude NAT from being performed DNS

requests directed towardsither of the OpenDNS resolver addresSehese two addresses are in an address
group.This allows both the primary and secondary resolverasikkes to pasthrough the Edged®uter from the

Guest NetworkRule #2 wilact uponany remainingport 53 (DNS) reques(that did not match Rule #Tjom the

Guest network, and translate the associat®dddressnto the address of the primary OpenDNS resolver.

Presghe Firewall/NAT button near the top of the screen. Refereriigure76 ¢ Firewall/NATButton.

9y adNBE GKFG GKS b!¢ G0 Aa aSeéyShi IR wdy FEetighclBbiciNANSME a
Tah

Port Forwarding Firewall Policies MAT Firewall/NAT Groups

+ Add Source MAT Rule B Save Rule Order
.Y

Order - Description w Source e+ Destination

1 masquerade for WAN

Showing 1 to 1 of 1 entries

+ Add Destination NAT Rule B Save Rule Order

order - Description e source = Destination

No rules available.

Figurel06¢ NAT Tab
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. 2dz oAff 0SS LINBASYGSR gAGK |
Enter the data for NATute #1,as follows:

Description Exclude OpenDNS Wifi Guest

Enable CHECKED

Inbound Interface switch0.6

TranslationsPort 53

Exclude From NAT CHECKED

Protocol Both TCP and UDP

Dest Port 53

Dest Address Group OpenDNS Servers
andsave it. Sed-igurel07 ¢ NAT Rule Number.1

Destination NAT Rule Configuration

Ga5S8SaGdAyldAz2y bl ¢

Paged2 of 198

Description Exclude OpenDNS WiFi Guest
Enable Ld
Inbound Interface * switch0.G »
Translations * Address (i ]
Port 53 ﬂ

Exclude from NAT L
Enable Logging
Protocol All protocols

TCP

UDpP

[#] Both TCP and UDP

Choose a protocol by name

Enter a protocol number
Src Address (i ]
Src Port (i ]
Src Address Group ¥ | or Interface Addr | — v
src Network Group -
Src Port Group -
Dest Address (i ]
Dest Port 53 (i ]
Dest Address Group OpenDNS Servers ¥ | or Interface Addr | — A
Dest Network Group - v
Dest Port Group -

Figure107¢ NAT Rule Number 1
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t NBaa (GKS dab ! RR 5 Sai anyetthieaafor KAT ¢ule w2jzs ®kowsd dzi 12y I+ YR
Description Force OpenDNS Wifi Guest
Enable CHECKED
Inbound Interface switch0.6
Translations, Address 208.67.22.222
Exclude From NAT Un-Checked
Protocol Both TCP and UDP
Dest Port 53

and save it. SeBigurel08¢ NAT Rule Number. 2

Destination NAT Rule Configuration -

Description Force QpenQNS WiF Guest

Enable Ld

Inbound Interface * switch0.6 »

Translations * Address | 0g.67.222.222 |@
Port | | i ]

Exclude from NAT

Enable Logging

Protocol All protocols
TCP
LUDP
*) Both TCP and UDP
Choose a protocol by name

Enter a protocol number

Src Address | | (i ]

Src Port | | (i ]

5rc Address Group - ¥ | or Interface Addr | -- r
Src Network Group -

Src Port Group - ¥

Dest Address | | (i ]

Dest Port | 53 | (i ]

Dest Address Group - ¥ | or Interface Addr | -- ¥
Dest Network Group - ¥

Dest Port Group - r

B s
Figure108¢ NAT Rule Number 2
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This is theelevantportion from the backup file. Ruled%0 is an &isting Source NAT rule foandling theWAN
port (ethO).

nat {
rule 1 {
description "Exclude OpenDNS Wi Fi Guest"
destination {

group {
address - group OPENDNS_SERVERS_GROUP
}

port 53

exclude
inbound - interface switch0.6
inside - address {
port 53
}

log disable
protocol tcp_udp
type destination
}
rule 2 {
description "Force OpenDNS WiFi Guest"
destination {
port 53

inbound - interface switch0.6
inside - address {
address 208.67.222.222

}

log disable
protocol tcp_udp
type destination

}

rule 5010 {
des cription "masquerade for WAN"
outbound - interface ethO
type masquerade

These rules can be tested, if you are implementhmig DNS forcing usiractualOpenDN®esolvers This is
becauseOpenDNS has a test page:

http://welcome.opendns.com
that can show if you are using OpenDNS as a resolver.

To perform this testfirst temporarily change the DNSsolversassociated with the Guest Netwad& 51 / t &SN
(switch0.6)to something elsel usedaddresses 08.8.8.8 and 8.8.4.4 from GoogReference sectioB1 - Add

DHCP Servers to the VLAN%en, using a dewattached to the Guest Network, visit the OpenDNS test page. If

you get their siccess page, then these two rules translated the Google DNS addresses into OpenDNS addresses.
You may have to reboot the EdgeRouter and/or the Guest device to ensure that the changed DNS resolver
addressegpropagatedo the Guest device. RemembertoretuinKk S DdzSa i bSdig2N] Qa 5b{ N
the DHCP area) back to the OpenDNS addresses.

Reference this OpenDNS page about testing:
https://support.opendns.com/hc/erus/articles/22798656Howto-Testfor-SuccessfeDpenDNS onfiguration

Additional ReferenceedgeRouter DNS Redirectidritps://www.youtube.com/watch?v=EFWbY@3XI

Paged4 of 198 4/21/2021


http://welcome.opendns.com/
https://support.opendns.com/hc/en-us/articles/227986567-How-to-Test-for-Successful-OpenDNS-Configuration-
https://www.youtube.com/watch?v=EFWbYQPe3XI

62. WIRED_SEPARATEwall Rules

The Wired Separate Network is meant to be kept separate from the other Networksgit @llow
communications with anyonexcept withthe Internet

There are two usage scenarios, which | can think of, for the Stepldedwork.
1. You might want to pugour banking computer on thiseBarateNetwork.
In this instance, people and devices on tiker Networks cannot get to your bankingomputer.
2. You might want to provide internet access to héNJA S y (Reieénani) ih lives inyour basement.
Ly G4KAa Ayaildl yOSs @ 2dz Bn2héQdparadelNgtiorkl y& LIS2LX S 2 NJ
to be able to access any of yaather Networks ORbe able to accedhe internals of the EdgeRouter

IQY { Kthay éth® yfleBds d be removed from the ER® switchto ensure that tagged VLAN data does not leak
out the eth2 port from the switch usage.

Referencdrigure84 ¢ Detailed Firewall Setup Diagrafor FWR numbers andetwork routing / interactions
ReferencelTablel - Table of Networksfor Networksubnet addresses

To blockinstancenumber 1,we need to blockraffic from exitingOUTof the EdgeRoutethat was initiated from
another Network / subnet, and then allow other ffig (from the Internet.)

To add the following rulext and rules, follow what was dorie the aboved S O (156 2Adding Firewall Rulés

When adding the following VRED_SFARATE_OUllileset, remember to also set and SAVE the following:
Interface: eth2
Direction: out

name WIRED_SEPARATE_OUT {

default - action accept

description "Wired Separate Out"

rule 1 {
action drop
description "Drop Non - Separa te Traffic"
log disable
protocol all
source {

group {
address - group RFC -1918 GROUP
}
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To blockhe first part ofinstance number 2, we need to block traffic from enteriNgthe EdgeRouter and going
to devices that are oany ofthe other Networks. This ruleset will be labeled WIRED_SEPARATE_IN and is denoted
asFWH.

When adding the following WIRED_SEPARATE_IN ruleset, remember to also set and SAVE the following:
Interface: eth2
Direction: in

name WIRED_SEPARATE_IN {
default -action accept
description "Wired Separate In"
rule 1 {
action drop
description "Block RFC - 1918 Traffic"
destination {

group {
address - group RFC -1918 GROUP
}

}
log disable
protocol all

}

To block the second part of instance numbew2, need to block traffic from entering the EdgeRouter itself
(LOCAL) except for DNS and DHCP requests. Thig wilebe labeled WIRED SEPARATE_LOCAL and is denoted
asFWHRI.

When adding the following WIRED_SEPARATE_LOCAL ruleset, remember to also set and SAVE the following:
Interface: eth2
Direction: local

name WIRED_SEPARATE_LOCAL {

default - action drop
description "Wired Separate Local"
rule 1 {

action accept

description "Allow DHCP"

destination {

port6 7

}

log disable

protocol udp

source {
port 68

}

rule  2{
action accept
description "Allow DNS"
destination {
port 53

}
log disable
protocol tcp_udp
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63. EdgeMaxhange Interface Names
Press the Dashboard Button. Refereégure35 ¢ Dashboard Button

CAYR GKS fAYyS 44K Clickfon the/Act®mMIEttodtS therigiht af thissliReiSd KSCeldd a/ 2 Yy F A
from the ActiondMenu. You will see dialog similar td-igure38 ¢ switchO ConfigurationChange the Description
TASER (G2£al 2YS bSi

Repeat these steps for the following Interfaces as showiralrie4 - Table ofinterface Names

(You have just donthe lastone)

Interface Description
ethl lot Net
eth2 Wired Separate Net
eth3 HomeNet
eth4 HomeNet
switchO HomeNet

Table4 - Table ofinterface Names
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64. SmartQuee Setup

This section is optionalTurning on SmartQueed 2y @2 dzNJ 21 b LR NI o OFly K$L) az2f
WSTFSNBYOS (KS AYyGdSNYySaG ¥F2N & 6maft Puedelista 2arialyof Quality af Sedzcd: NB
(QaS) Enabling @®may disable the hardware acceleration that was enabled in se@6orEdgeRouter Bable
HWNATAssist | think that if you only enabl®0%on the WAN port, that HW acceleration will stay enabled.

One place to test connection speeds (and bufferbloat), to see if you should setup QoS, is:

http://www.dslIreports.com/speedtest

To enable SmartQue, press the QoS button, located near the top of the page Fsgarel09¢ QoS button

Figure109¢ QoS button

Ensure thathe Smart Queue tab is selectefou may notneedthJNS &4 GKS dab ! RR { YI NI v

QOS needs to know your maximum upload rate and/or your maximum downloatbrageable to manage the
data. $hce wewill be selectingethO, which isyour WAN, ya can run a speedtesb acquire these numbers.
From what | understand, QOS kiéksvhen you reach (approximately 90% to 95% of) these maximum rates.
means thatyouloseabout 10% of youinternet bandwidthwhen enabling QQSf you makehe numbel(s)too
high, thenQoSwill not take effect, and yolosethe benefit of having QOSf you make the number(s) too low,
then you are throwing away more bandwidth.

There are also posting / indications that you should only implementi®uaue in the Uploadiirection. My
(example)onnection speeds are 26 down and about 5 spthat is what | show here

To enable QOS on your WAN connection:

Choosd t 2f A0& yIYSEe£¢®HA]TS GLYGSNYySG vh
Choose WAN Interface of ethO.

/ KSO1 a! L e G2 dzLX 2F R GNY FFAOE @
Enteryour ovn upload speed (probably Mbits/seifo the Upload Rate box.
Press Apply

If Download filtering is desired
/ KSO1l a! Ll)Xe G2 R2gyft2FR GNIFFAOE ®
Enter your owrdownload speed (probably Mbits/sec) into the Download Rate box.

Press Apply.

If Download filtenng is NOT desired:

9y adz2NBE a! LI & (G2 R2¢eyf2FIR GNXFTFAOE Aad ! y/ KSO1SR®
hLliAzylfftes @2dz Ol y OKKapynothindadont tHedegfidny OSR 2 LIi A2y & ¢

SeeFigurel10¢ ExampleSmartQuee Settings
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http://www.dslreports.com/speedtest

I Smart Queue Basic Queue Advanced Queue
L] show advanced options
Smart Queus Management
Policy name Internet ‘
WAN Interface | etho v]
Upload Apply to upload traffic
Rate | 5 ||r.1b'rtsfsec | &
Download L] Apply to download traffic
| + Add Smart Queue |
| X Delete | | @ Cancel | B Apply The configuration has been applied successfully

Figure110¢ ExampleSmartQuele Settings

Referencs:

QC Ubiquiti EdgeMA>Basic Smart Queue Quality of Service (QoS)
https://www.youtube.com/watch?v=8NGIzMGd_IA

EdgeRouter Quality of Service
https://help.ui.com/hc/enus/articles/21678728& dgeRouteQuality-of-ServiceQoS

How to Set Up EdgeRouter QoS
https://www.youtube.com/watch?v=3hvmzEv8iNQ

Edgerouter X Smart Queue
http://kazoo.ga/edgeroutesx-smartqueue/

Gaming QoS for League of Legends
https://community.ui.com/questions/Gamin@oSfor-Leagueof-Legendd_oL/3239206&627+40cc9d48
32d1113ebd44
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https://www.youtube.com/watch?v=8NGlzMGd_IA
https://help.ui.com/hc/en-us/articles/216787288-EdgeRouter-Quality-of-Service-QoS-
https://www.youtube.com/watch?v=3hvmzEv8iNQ
http://kazoo.ga/edgerouter-x-smart-queue/
https://community.ui.com/questions/Gaming-QoS-for-League-of-Legends-LoL/32392060-627f-40cc-9d48-32d1113ebd44
https://community.ui.com/questions/Gaming-QoS-for-League-of-Legends-LoL/32392060-627f-40cc-9d48-32d1113ebd44

65. ERX Marking

This is how | typically mark my&Rauters:
- Labels for permanent items
- Blue (maskingtype) Tape for temporary labels

o

g5 |
:

2 a

-]

pary

o

| also try and use colored patch cables to denote different Networks (at least at the router).

66. End of ERX Basic Setup

This is the end of the ERBasicsetup. There are additional / optional ERX setupstepslater.
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67. UbiquitiAP-AGLR A&cess Point Setup

This guideutilized Access Point softwar@niFi)installed on a Windows PThis software ONLY needskie
runningwhenyou areadopting ormaking configurationttanges to your Access Point(Ehe software does NOT
need to be running athe time, unless you want the optional guest portal / datallection featuresThese
features mightbe found in a Motel/Hotel WiFi system, or a school building / library.

Other Wbiquiti Access points should work;atubiquiti APAGLR modeis just themodelthat | purchased.

I would never install thisoftwareon a PC agajibecauseét requires buggyala.There are also clients available
for Linux, Macs, Android phones and Appl®nes. | have heard that the phone Apps are rather limitédbiquiti
makes dedicatedevicds)called CloueKey Generationl, and nowGeneration2) which runs this software
Pricingfor Generationl seems about $00. If you can afford itthe CloudKey device or the Raspberry Pi solution
discussed belows well worth the hassle of loading Java on yourlP§@u arevery cost sensitive dading

software on youPC is free.

| purchased a Clouley(now Generation 1and am currently using it. Havingishdevice saves the hassle of
installing the UniFsoftware (and insecure Java) software on a PC. The configursteps look the same /
similar.The CloueKey Generation 1 devices may not be usableraagineed manual recovery after power is
interrupted/ restored. This probably applies to the Raspberry Pi solution also.

You can also install the Unigiftware onto a Raspberry Bomputer, seedetailsbelow. This is more cost effective

than purchasing aeal CloudKey Remembethe UniFi Software doesat need to be run continuously, so you

can repurpose yauRaspberry Rf you want If | was starting over, today, | woulde this solution. | haveow

installed UniFBoftware,onto a Raspberry Hijst to try it | loaded theRaspberryPi,per the folowing directions,
acquired mymost recentCloudKey backup image andstored that backupimageto this Raspberry P

installation. t found my Access Point(s) angrked just fine You @ not want to access the UniFéf8vare using

a browser on the Raspbwy Pi, access it remotely using a PC, as the Raspberry Pi may not have enough memory to
support both UniFsoftware and a browser at the same time.

I will try to call all of thesénstallations(that run UniF&oftware) a genericname @f | y A CA Na#&hihiihié2 f £ S
guide. For my used, only powerup/ run the UniFi Controller PCSoftware / Cloud Key / Raspbernyen |

need to make a configuration change to an Access Psint have nexperiencewith longterm / alwayson

usage It is import that poweris notcut unexpectediyo your UniFiController as some internal database can get
corrupted, and then youcontroller will not boot

Version rote 1: As of 2020 and early 202dbiquiti has release@.X versio(s) of the Unifi Controller software
There are many Ubiquiti community posts advising that sisier various bugs, downgrade to (the latest 5.X)
5.14.23 version. Downgrading actually consists of resetting your contratidrthenreloading a backup filmade
from that specific versionSobackup frequently and ofterReferencénttps://community.ui.com/questions/How
to-downgradefrom-UniFiNetwork-Controller6-0-23-t0-5-14-23/625ff0ef97f8-457982936f3b6517d483

Version note2: As of 2020 and early 2021, there are even more Ubiquiti community posts advisingbesarsse
of manyseverebugs, to downgrade their AP firmware to version 4.3Réferencenttps://help.ui.com/hc/en
us/articles/204910064JniFiUpgradethe-Firmwareof-a-UniFiDevice

@RobbieH
One big suggestion, read this fonbefore ever doing any upgradesybu’ll poke around a bit, you'll find
numerous complaints about 4.3.21 and controller 6.x. It's best to downgrade to 4.3.20 and wait it out.

@rpoppes

Never turn on auto update with ubiquiti. They use customers for ttesiting, which is fine, but they need to state
that very clearly. Nearly all updates have serious issues where people spend many hours and sometimes days
trying to figure out what is going on. And yes downgrade is often the only option.
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https://community.ui.com/questions/How-to-downgrade-from-UniFi-Network-Controller-6-0-23-to-5-14-23/625ff0ef-97f8-4579-8293-6f3b6517d483
https://community.ui.com/questions/How-to-downgrade-from-UniFi-Network-Controller-6-0-23-to-5-14-23/625ff0ef-97f8-4579-8293-6f3b6517d483
https://help.ui.com/hc/en-us/articles/204910064-UniFi-Upgrade-the-Firmware-of-a-UniFi-Device
https://help.ui.com/hc/en-us/articles/204910064-UniFi-Upgrade-the-Firmware-of-a-UniFi-Device

UniFi/ Cloud-KeyHelp Linls
https://help.ui.com/hc/enus/cateqories/20032065WniFiWireless
https://help.ui.com/hc/enus/articles/360012192813

https://help.ui.com/hc/enus/articles/360000128688)niFiTroubleshootingOffline-CloudKeyand-Other-
Siability-Issues

https://help.ui.com/hc/enus/articles/360006634094

https://help.ui.com/hc/enus/articles/204911424JniFiHowto-RemovePruneQOlderDataand-AdjustMongo-
DatabaseSize

Other UniFi / CloueKey Links

Cannot log in to Cloud K&yebUI
https://community.ui.com/questions/Canneibg-in-to-CloudKeyWebUI/e31alfcl7e1940a7#a266
4d36c35825e4#answer/cf3de5@el9c4cef90cdcdbcceb6da3e

Unifi Cloudkey invalid usernanmassword
https://community.ui.com/questions/UnifiCloudkeyinvalidtusernamepassword/a8d87d4®&0ad4bc99alb
2a5eb68694df#fanswer/82d8037d9ac484db29319ad9ec44ecl

RepairingDatabasdssuesn the UniFiController
https://help.ui.com/hc/enus/articles/360006634094niFiNetwork-ControllerRepairingDatabaselssueson-
the-UniFiController

Repurposing aconsumerrouter as an Access Point.

If you are going to rpurpose a consumer router as acgessoint, instead of using an Ubiquiti Access Point,
remember that some of the Network security is achieved via VLANS and Guest options within the Access Point.
Firewall rules within the EdgeRouter may need to be adpigbeobably additional Guest Control Post

Authorization Restrictions. See near Figure 48ifi Guest Controll suggest acquiring reblbiquiti Access

Point(s).
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https://help.ui.com/hc/en-us/categories/200320654-UniFi-Wireless
https://help.ui.com/hc/en-us/articles/360012192813
https://help.ui.com/hc/en-us/articles/360000128688-UniFi-Troubleshooting-Offline-Cloud-Key-and-Other-Stability-Issues
https://help.ui.com/hc/en-us/articles/360000128688-UniFi-Troubleshooting-Offline-Cloud-Key-and-Other-Stability-Issues
https://help.ui.com/hc/en-us/articles/360006634094
https://help.ui.com/hc/en-us/articles/204911424-UniFi-How-to-Remove-Prune-Older-Data-and-Adjust-Mongo-Database-Size
https://help.ui.com/hc/en-us/articles/204911424-UniFi-How-to-Remove-Prune-Older-Data-and-Adjust-Mongo-Database-Size
https://community.ui.com/questions/Cannot-log-in-to-Cloud-Key-WebUI/e31a1fc1-7e19-40a7-a266-4d36c35825e4#answer/cf3de5ce-ed9c-4cef-90cd-cdbcceb6da3e
https://community.ui.com/questions/Cannot-log-in-to-Cloud-Key-WebUI/e31a1fc1-7e19-40a7-a266-4d36c35825e4#answer/cf3de5ce-ed9c-4cef-90cd-cdbcceb6da3e
https://community.ui.com/questions/Unifi-Cloudkey-invalid-username-password/a8d87d40-50ad-4bc9-9a1b-2a5eb68694df#answer/82d80371-a9ac-484d-b293-19ad9ec44ec1
https://community.ui.com/questions/Unifi-Cloudkey-invalid-username-password/a8d87d40-50ad-4bc9-9a1b-2a5eb68694df#answer/82d80371-a9ac-484d-b293-19ad9ec44ec1
https://help.ui.com/hc/en-us/articles/360006634094-UniFi-Network-Controller-Repairing-Database-Issues-on-the-UniFi-Controller
https://help.ui.com/hc/en-us/articles/360006634094-UniFi-Network-Controller-Repairing-Database-Issues-on-the-UniFi-Controller

UniFi on Raspberry Pi Information.

This is theRaspberry Hnstallationl tried (Ihavenot gotten to the PiHoleportion, yet):
https://community.ui.com/quesions/StepBy-Step TutoriatGuideRaspberrnyPiwith-UniFiControllerand-Pk
hole-from-scratchheadless/e8a24148fb8-4a61-973d-0b55320101dc

For completeness and caching, here is the main commainbstall UnifF Sftware onto a Raspberry Pi:
(Check the abee link for updates, and this &singleyery long line)

wget "https://github.com/SmokingCrop/UniFi/raw/master/install -unifi -
pihole - English.sh" - Oinstall - unifi - pihole.sh && chmod +x install -
unifi - pihole.sh && ./install - unifi - pihole.sh no - pihole

You mg need to wait a&ouple ofminutes (after rebootingthe RaspberryP) for the software to finish starting.

You do not want to access the iBh®ftware using a browser on the Raspberry Pi, access it remotely using a PC,
as the Raspberry Pi may not have ego memory to support both UniFoSware and a browser at the same

time.

To upgrade the UniFi Software, which is running on a Raspberry Pi:
(These are not exact directions, because this is fm@@mory)
Click on the downloadew-softwarepopup-box.
Findthe browser download notification or the downloaded file.
Run the downloaded .deb file.
Software should restart, wait a couple of minutes for installation / restart.

Here are some otheRaspberry Plinks:

Article first seen here:
https://community.ui.com/questions/Newbigeedhelp-on-setup/28ch82b24b6a4485b115
779b9eead7a8#answer/68f13585604096-860c2ba0c89e9dff

https://lazyadmin.nl/homenetwork/installingunifi-controller-on-a-raspberrypi-in-5-min/

https://www.youtube.com/watch?v=Xk3900g2M

https://pimylifeup.com/rasberrypi-unifi/

https://dougrathbone.com/blog/2018/03/31/configuring-ubiquiti-unifi-controller-to-run-on-raspberrypi
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https://community.ui.com/questions/Step-By-Step-Tutorial-Guide-Raspberry-Pi-with-UniFi-Controller-and-Pi-hole-from-scratch-headless/e8a24143-bfb8-4a61-973d-0b55320101dc
https://community.ui.com/questions/Step-By-Step-Tutorial-Guide-Raspberry-Pi-with-UniFi-Controller-and-Pi-hole-from-scratch-headless/e8a24143-bfb8-4a61-973d-0b55320101dc
https://community.ui.com/questions/Newbie-need-help-on-setup/28cb82b2-4b6a-4485-b115-779b9eead7a8#answer/68f1358e-c560-4096-860c-2ba0c89e9dff
https://community.ui.com/questions/Newbie-need-help-on-setup/28cb82b2-4b6a-4485-b115-779b9eead7a8#answer/68f1358e-c560-4096-860c-2ba0c89e9dff
https://lazyadmin.nl/home-network/installing-unifi-controller-on-a-raspberry-pi-in-5-min/
https://www.youtube.com/watch?v=XIn-39o0g2M
https://pimylifeup.com/rasberry-pi-unifi/
https://dougrathbone.com/blog/2018/03/31/configuring-a-ubiquiti-unifi-controller-to-run-on-raspberry-pi

68. Hookup theUbiquitiARAGLR Access Point

The followinginformation is specific to the ARCGLR Access PairDther models of Access Points rHag// are
powered differently and/or use different voltages, so use caution.

Using two standard Ethernet cables
2 ANB GKS 9R3ISw2dzi SNNR& SiGKn dderdier-Bhénet{FOSAdapte L2 NJIi
Wire the POE port of the POE adapter to #thernetport on the Ubiquiti ARAGLR Accedoint.
SeeFigurelll ¢ ARACLRAccess Point Wiring

Plug the POE adapter into yomain electrical power.

WARNINGConnecting ta POE port of the POE adapter to any other device will probablyupthat other
device.

Main Power
Ethernet v Ethernet / /\\\
Ubiquiti Cable Power Over Cable [ AP-AC-LR '\
EdgeRouter 4¢——» P Access :

X eth4 LaN | Ethemet Adapter | oy \Point /

Figurel11¢ ARAGLRAccess Point Wiring

You can also have tHeOE adapter powering both the &Rand the ARAGLR Acced=oint. | am notpowering my
devices that wayas some people have reported instabilityere is also the possibility of forgetting that eth4 is
POE enabled, and plugging in some other equipment and burning itikgptd keep the POE adapter next to the
Access Poinfor 24V POE adapterggre appears tdoe both 12W (24V * 0.5A) and 24\®4V * 1A)arieties.

Referencegalso see parent discussions)

https://community.ui.com/questions/Poleloesnot-work-on-ERX-with-ARACLR/165d1a73.dff-467¢9c70G
9efc8085d9ed#answer/2ea3939de-4955a174d1943fc428fa
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https://community.ui.com/questions/PoE-does-not-work-on-ER-X-with-AP-AC-LR/165d1a73-1dff-467c-9c70-9efc8085d9ed#answer/2ea39394-72de-4955-a174-d1943fc428fa
https://community.ui.com/questions/PoE-does-not-work-on-ER-X-with-AP-AC-LR/165d1a73-1dff-467c-9c70-9efc8085d9ed#answer/2ea39394-72de-4955-a174-d1943fc428fa

69. Download and Install the Uniboftware

[The UniFi screenshqti the following sectionsyere taken over several years, across several diffeltkmli
versionsandalsofrom different platforms. how suggest installinthe Unifi Softwareon a Raspberry PYou
should still be able to fidw alongandget yourAccess Point(s) configurémm what is here CloudKey /
Raspberry Pi users should be able to jump to sedtibninitial Setup othe UniFi SoftwareNow back to the
legacy diections.]

For Windows users, you wilead to be an Admistrator, orthe installationwill install (somewhere else) the
area belonging to thadmin®@ accounthat was used

Browseto:
https://www.ubnt.com/download/unifi/

Underthe SOFTWAREection downloada version ofthet ! YA FA / 2y GNREft SN F2NJ 2 AyR29
installer.exe)[See Version notes in sectiéil - Ubiquiti AP-AGLR A&cess Point Setujp

Underthe DOCUMENTATIGIdction you mightalsowant to download:
UniFi Controller v5 Users Guide (or later version)
UniFi AG.RAP Quick Start Guide.

The following install items may be slightly out of orbetween yourinstallationand thatof this guidel had to
re-start my UniFi Setup You might also referendetps://github.com/mjp66/Ubiquiti/issues/7

Run the Unifinstaller.exe. Acknowledge any Windows admin promBteFigurel12¢ UniFi Setup Welcome
Screen

%/ UniFi Setup - X

Welcome to UniFi Setup

Setup will guide you through the installation of UniFi.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Install to start the installation.

: Install Cancel

Figurell2c¢ UniFi Setup Welcom&creen

If Java is not installegin your your PC, you will be prompted to install JaBaeFigurel13¢ UniFiJava Required
/| £t A0l ahvYé

' UniFi Setup X

e This application requires Java. Click OK te download from java.com.

Figure113¢ UniFiJava Required
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UnifiDownload Oracle Java 2 1 § G KI G hNI Of S | 8414 a2Ke BROBUASI B Wk OF

Download Help

All Java Downloads Free JaVa Download

If you wantto download

Java for another computer Download Java for your desktop computer now!
or Operating System, click Version 8 Update 121

the link below. Release date January 17, 2017
All Java Downloads

Report an issue Free Java Download

Why am | always redirected

to this page when visiting a

page with a Java app? » Whatis Java? » Dolhave Java? » NeedHelp?
= Learn more

» Report an issue

Why download Java?

Java technology allows you to work and play in a secure computing environment. Upgrading to the latest
Java version improves the security of your system, as older versions do not include the latest security
updates.

Java allows you to play online games, chat with people around the world, calculate your mortgage
interest, and view images in 30, just to name a few.

Java software for your computer, or the Java Runtime Environment, is also referred to as the Java
Runtime, Runtime Environment, Runtime, JRE, Java Virtual Machine, Virtual Machine, Java VM, JVM, VM,
Java plug-in, Java plugin, Java add-on or Java download.

Select Language | About Java | Support | Developers | Feedback ORACLE
Privacy Terms of Use | Trademarks | Disclaimer

Figurell4c¢ Unifi Download Oracle Java

While downloading, Oracle will inform you that their satguholes are found everywhere, and that you can
experiencethat alsa SeeFigurel15¢ UniFiDownloading Oracle Java

Downloading Java Installer et

Downloading Installer Estimated time left: 0 sec

Java is found everywhere - on mobile phones, desktop computers, Blu-ray
Disc players, set top boxes, and even in your car.

By installing Java, you will be able to experience the power of Java, brought to
you by Oracle.

Visit us at java.com

Figurel15¢ UniFiDownloading Oracle Java
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When done downloading, they will try and monetize yowsbtting upO NI LJg | NB @nof updaté lidawsed 5

setting€, unless you like this type of stuff. Seigurel16¢ UniFiOracleCrapware

Java Setup

Get the best of the web with Yahoo

O Recommended: Setrahoo as your homepage and default search
engine on all browsers, plus get a custom new tab page on Firefax
and Chrome.

By clicking "Mext" and accepting the recormmended Yahoo Search offerings,
wour use is subjectto the Yehoo Terms and Conditions and  Privacy Policy.

Figure116¢ UniFiOracleCrapware

Run the downloadd JavaSetup*.exexecutableJava will instll. Oracle will again inform you that they are
probably responsible fanundreds of billions chccumulated security holewiith billionsof them in internet
connecteddevices that will never be patche8eeFigurel17¢UniFi Java Installing

When Java is done installing you will see the dialdgeefFigure118¢ UniFiJavaDong NS &da a/ f 2 a
next browser window opeed (to verify Java is workind)¢losed tlat browser verify page.

— Java Setup - Complete

Java Setup - Progress

Status: Installing J
L \/ You have successfully installed Java

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.

| |
I I n Mare about update settings
When you click close, your browser will be opened so you can verify that

DEViceS Run Java Java is working.

=2]ava’  #1 Development Platform m

Figurell7cUniFi Java Installing Figurell8¢ UniFiJava Done
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Control PanelWithout this you will be livéait for any driveby browsingmalware
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|2 Java Control Panel — >

General Update Java Security Advanced

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,

this list. Edit Site List. ..

Restore Security Prompts Manage Certificates...

el || ool

Figurel19¢ UniFiJavaControl Panel
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I had to restart the UniFi installeBeeFigure120¢ UniFilnstalling

o UniFi Setup —
Installing

(7.
Un’F' Please wait while UniFi is being installed.

Extract: ubnt.woff... 100%

: Show details

< Back Mext > Cancel

Figurel20¢ UniFilnstalling

TheUniFiSoftware will finish installingSeeFigurel21 ¢ UniFi Doe Installing

W UniFi Setup

Completing UniFi Setup

U Bﬂ%

UniFi has been installed on your computer,

Click Finish to close Setup.

[#start UnFi Contraller after instaliation:

< Back Cancel

Figurel21c¢ UniFi Dom Installing

Pagel09of 198 4/21/2021



70. Running the UniFi Software

Double click the Unifi icon on your desktop. $égurel22¢ UniFi Icon

UniFi
Figure122¢ UniFi Icon

The UniFcontrolling software will starto initialize SeeFigure123¢ UniFiController Software Initializing

. Ubiquiti UniFi Controller - bt

UniFi Controller Uﬁ;:Fl

Copyright ® 2005-2017 Ubiquiti Networks Inc. All Rights Reserved.

Initializing UniFi Controller ...

Launch a Browser to Manage the Network

Figurel23¢ UniFiController Software Initializing

When it has fully started, it will look likeigure124 ¢ UniFi Controller Software Running

. Ubiquiti UniFi Controller — W
UniFi Controller (7.
5.4.11 UnIF’

Copyright @ 2005-2017 Ubiguiti Wetworks Inc. All Rights Reserved.

@ UniFi Controller (5.4.11) started. Hide

Launch a Browser to Manage the Metwork

Figurel24¢ UniFi Controller Software Running
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When the UniFi Software started for the first tirg@Windows Firewall dialog popped up. S&gurel25¢
Windows Initial Firew&t UniFi

¢tKS g2NRAY3

@ Windows Security Alert

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of Java(TM) Platform SE binary on all public and
private networks.

& MName: Java(TM) Platform SE binar
=3
@ Publisher: Cracle Corporation
Path: C:\program files {x88)javaljrel.8.0_121\bin'javaw.exe

Allow Java{TM) Platform SE binary to communicate on these networks:

[JPrivate networks, such as my home or work network

Public networks, such as those in airports and coffee shops {not recommended
because these networks often have litte or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

Figurel25¢ Windows Initial Firewadl - UniFi

YR RSFlLdA G a8t80GA2Yy4

SeeFigurel26 ¢ WindowsMy Firewall Setting- UniFi

@ Windows Security Alert X

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of Java{TM) Platform SE binary on all public and
private networks.

& MName: Java(TM) Platform SE binary
=J
@ Publisher: Oracle Corporation
Path: C:\program files (x88)\javaljre1.8.0_121'bin'javaw.exe

Allow Java(TM) Platform SE binary to communicate on these netwaorks:
[~]Private networks, such as my home or work network

["|Public networks, such as those'in airports and coffee shops (not recommended

What are the risks of allowing an app through a firewall?

Allow access Cancel

Figure126 ¢ Windows My Firewall Setting - UniFi

QUESTIONVhich settings are correct for keeping Java to only my local / private network?

Pagelllof 198
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71. Initial Setup ofhe UniFi Software

To start the UniFi@tware, perform one of the following:

G[ FdzyOK I . NRgaSNI (G2 alPEBRINGIKS bSig2N] ¢ odzidzy
https://localhost:8443/manage (PC Install)
https://localhost:8443/ (PC Install)

https://<UniFi_Controller_IPAddress_Here>:8443 (wSLJX I OS f XpH A GK GKS NBI
w[ Qa 32 Ay (2 IRasphe®y®n KNy Qi LdFa Sdza-A YoNRIg & SNI gasJoOK A &
may not have enough memory available to run btith UniFi $ftware and a browser at the same time.

Most of the following screenshots are portions of thél browser screen.

SelectyouO2 dzy i NBX G4AYS T2yS3s I yR SyS$eérig8el27dunFiSetup Witadillé = (|

UniFi Setup Wizard

Thank you for purchasing UniFi, Ubiquiti's Enterprise WiFi Solution. You will be able to setup your
controller in a few minutes.

Select your country Select your timezone

United States {UTC-05:00) Eastern Time (US & Canada)
Enable Auto Backup ON -
Alternatively you can restore from a previous backup.

Figurel27c¢ UniFiSetup Wizard

Your Ubiquiti Access Point should show up in the list. Ciheckl then press Next. S&ggurel28¢ UniFi
Configure Devices

Configure devices

Please select the devices you would like to configure.

DEVICE NAME MODEL IF ADDRESS UPTIME <

B:2a:a8:90:60:8¢ UniFi AP-AC-LR 192.168.3.48 1h 7m 255

Showing 1-1 of 1 records.  Items per page: | 10

Figure128¢ UniFiConfigure Devices
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https://localhost:8443/manage
https://localhost:8443/

You will see the initial configure Wi screen. Seleigure129¢ UniFilnitial Configure WAL

Configure WiFi

You may skip this step if you are not setting up any UniFi access points.

Optionally, you may create an open wireless network for your guests:

Figure129¢ UniFilnitial Configure WiFi

CAff Ay @2dz2NJ YIFIAY L3042 NBEG2 NROLIE IdzaRB Re ik 3x YS

Wi-Fi network that most of youtomputers, tablets, and cell phonesll connect to. Leave the Bhle Guest

Network as USHECKED, and then press N&deFigurel30¢ UniFiConfigure WHH SSID

Configure WiFi

You may skip this step if you are not setting up any UniFi access points.

HomeMet SEEEEEREREEEE

Optionally, you may create an open wireless network for your guests:

Figure130¢ UniFiConfigure WAFH SSID

Pagell3of 198
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To access this UniFi software later on, fill infillowing information:

Admin Name

Admin Email

Password
You will want to write these down and/or put them in your password safe. The email address is used for password
recovery. When finished, press Next. Fégurel31¢ UniFiController Access

Controller Access

Please provide an administrator name and password for UniFi Controller access.

Figurel31¢ UniFiController Access

Since | am not using Cloud Access, | pressed Skipigbeel32 ¢ UniFiCloud Access

Cloud Access

Please enter your Ubiguiti account credentials to enable Cloud Access.

If you don't have Ubiquiti account register now.

Figurel32¢ UniFiCloud Access
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You are then asked to corfi the above information. If it is correct, press Finish. Sgarel33¢ UniFiConfirm
Setup

Confirm

Please review the settings below. Once finished you will be redirected to the management interface.

Country United States
Timezone America/New_York
Secure 5510 HomeMet
Guest 551D
Admin Name Admin

ack FINISH

Figure133¢ UniFiConfirm Setup

72. Login to the UniFi Software

You will be asked to login to the UniFi 3adte. Sed-igurel34¢ UniFiLogin Use your newly createdredertials
that were entered afFigurel31¢ UniFiController Access

» Rememberme 7

SIGN IN

FORGOT PASSWORD?

Figurel34c¢ UniFiLogin
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You will land on te Dashboard page. S&gurel35¢ Initial UniFiDashboad Page

CURRENT SITE
Default v

USERNAME
Admin v

el
. - ) X i) UniFi Access Point Required
) UniFi Security Gateway Required -
- o ) Please connect at least one Unifi Access Point to enable the
Please connect a Unifi Security Gateway to enable the historical Latency and Thraughput Charts Channel Oceupancy Chart
DEVICES CLIENTS DEEP PACKET INSPECTION
g,
\\\\\\\ /I/////
Z P—
5 Z 1) DPIdata is missing
H § = i 1 " Please verify the DPI feature is enabled and
% b §' CLENs At that the Gateway supports it.
% S
%y &
S

Figurel35¢ Initial UniFiDashboad Page

From the upper left hand side choose Devices.Bgerel36¢ UniFiDeviceButton.

DEVICES

Figure136 ¢ UniFiDevicesButton

Pagell60f 198
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73. UniFi Devices

You will see the devices pagmdthe Access Poirghould bePending Adoption. Sdeigurel37 ¢ Initial UniFi
DeviceScreenNote that this screenshot / figure was cut into two pieces and folded into one image.

APS (1)

ALL (1) GATEWAY/SWITCHES (0]

DEVICE MAME IP ADDRESS STATUS

PHOMES (0) ]

O 80:2a:28:90:60:8c 192.168.3.48

Showing 1-1 of 1 records. Items per page: 50

CURRENT SITE USERNAME
- Default ~ Admin

MODEL VERSION UPTIME ACTIONS O,

UniFi AP-AC-LR 34143413 1h 27m 4és -1— ADOET

Figurel37c¢ Initial UniFiDeviceScreen

[First see version notes in secti6i - Ubiquiti AP-ACGLR Acess Point Set{Press the Upgrade button on the
right side of the device line. ReferenEmyurel37 ¢ Initial UniFiDeviceScreen You will be presented with an
upgrade confirmation dialog. Press Confirm. Begire138¢ UniFi- Upgradc Access Point

CANCEL CONFIRM

Figurel38¢ UniFi- Upgrace Access Point

You should see acknowledgement of the upgrade.FSgere139¢ UniFi¢c Upgrading

Figurel39¢ UniFi¢ UpgradingAccess Point

When the upgrade is finished, press thdopt button on the right side of the device line. RefereRragurel37¢
Initial UniFiDeviceScreen You should see acknowledgement of the AdaptiBeé&igure140¢ UniFi¢ Adopting

Figurel40¢ UniFi¢ Adopting Access Point
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Your device should now say Connected. The buttons on the right now allow you to locate, restart, and upgrade
the Access @int. SeeFigurel41¢ UniFi Access PoiftonnectedNote that this screenshot / figure was cut into
two pieces and folded into one image.

ALL (1) GATEWAY/SWITCHES (0} | AP5 (1) | PHOMES [0}

DEVICE NAME IP ADDRESS STATUS MODEL

(o] 80:23:a8:90:6c:8c 192148348 COMNECTED UniFi AP-AC-LR

Showing 1-1 of 1 records.  Items per page: 50

CURRENT SITE USERNAME
Default ~ Admin
Q
MODEL VERSION UPTIME ACTIONS < O
UniFi AP-AC-LR 34.143413 1h41m 37s @ Locate ("3 restART  (Ey UPGRADE

Figureldlc UniFi Access Poirtonnected

Find the Settings btdn, near the lower left side of the screen, and press it. Hgarel42¢ Setting Button

SETTINGS

Figurel42¢ Settings Button
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74. UniFi Settings

Youshouldsee the Site Tab of the Settings page.
Uncheck: Automaticallyupgrade firmware
Uncheck: Enable connectivity monitor and wireless uplink (only if all APs are hardwired)

9yadaNBE (KFI(d e2dz alLISOAFe FyR al@S 1t t23Ay ONBRSYyGAl
APs if there are anfture problems.

Press Apply Changes. Seigurel43¢ UniFiSite Configuration

SETTINGS Site

Site SITE CONFIGURATION

Wireless Networks s Default
United States
Networks T (UTC-05:00) Eastern Time (US & Canada)
Routing & Firewall
Guest Control

Profiles
Automatically upgr:

5| Enable status LED
User Groups

5 Enable alert emails
DP1

Enz
Controller

Cloud Access

Enable connectivity monitor and wireless uplink

@& Default gateway Custom IP

Username  Admin Password | ssssesssssssss

APPLY CHANGES RESET

Figurel43¢ UniFiSite Configuration
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Click on the Gue<Lontrol tab.Under the Access Control sectiolda
192.1683.0/24
to PreAuthorization Accessthen press Apply Changé&eeFigurel44cUnifi Guest Control

This will allow devicesn aWi-Fib SG ¢ 2 N] RS & A ByidstRoficio (fegpondzd)ofrEhunicatiorfsom
the Home NetworkRemember that the EdgeRouter has firewall rules prohibiting Guest network devices from

directly initiatingcommunications with the Home Network. This allows Guest devicREBPOND Home
Network initiated conversations.

" GUEST POLICIES
Site

Wireles

Hotspot 2.0 i ACCESS CONTROL

MNetworks Pre-Authorizatior s § 192.168.3.0/24

Routing & Firewall | BETa

Guest Control . testrictions 192.168.0.0/16
12
Profiles 172.16.0.0/12
10.0.0.0/8
Admins

User Groups
DPI

Controller APPLY CHANGES

Figurel44cUnifi Guest Control

Click on the User Groups tab, and then press Create New User Grolfig@ed 45 ¢ UniFilnitial User Groups

NAME BANDWIDTH LIMIT (DOWNLOAD) BANDWIDTH LIMIT (UPLOAD) ACTIONS
Default Unlimited Unlimited

+ CREATE NEW USER GROUP

ewall |BETA

Admins

User Groups

Figurel45¢ UniFilnitial User Groups
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The following settingallow the Access Point to limit the bandwidth used by users within the guest networks. You
may choose to enter different limit values and/or leave either or both of the settings as unchecked. Unchecked is
unlimited. The values used here are:

download seedislimited to 10 Mbps

upload speed imited to 2 Mbps.
| believe that the limits are per user, not per netwoReference:
https://community.ubnt.com/t5/UniFiWireless/UseiGroupBandwidthlimit-group-or-user/td-p/1828127

To use the values that are in this guidemplete the form as follows:
Name GuestGroup
Bandwidth Limit (Download) Checked 10000
Bandwidth Limit (Upload) Checked 2000

then press Save. Sé&gureld6¢ UniFi GuesGroup

U U

SETTINGS

Site CREATE NEW USER GROUP

Nireless Metworks
Wireless Metworks GuestGroup

Hotspot 2.0
" Limit download bandwidth to  1000( Kbps
Metworks

¥ Limit upload bandwidth to 2000 Kbps
Routing & Firewall

CANCEL

Admins

User Groups

Figure146¢ UniFi GuesGroup

You should now see the newly created group. Sigare 147 ¢ UniFi New User Groups
uﬁ‘ 5.4.11

SETTINGS
Cita T BANDWIDTH LIMIT (DOWNLOAD) BANDWIDTH LIMIT (UPLOAD)

Wireless Networks

+ CREATE NEW USER GROUP

Profiles

Admins

User Groups

Figure 147 ¢ UniFi New User Groups

Additional Link:
https://help.ui.com/hc/enus/articles/204911354J)niFtHowto-SetTrafficBandvidth-Limits
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https://community.ubnt.com/t5/UniFi-Wireless/User-Group-Bandwidth-limit-group-or-user/td-p/1828127
https://help.ui.com/hc/en-us/articles/204911354-UniFi-How-to-Set-Traffic-Bandwidth-Limits

Clck on the Wireless Networks tab, you should see the Home Network that was setup earliEig@e&48¢
UniFi Wireless Network Setu@lick on Create New Wireless Network button

SETTINGS

T NAME 1 SECURITY GUEST NETWORK
Site -

Wireless Networks

Hotspot 2.0 5 + CREATE NEW WIRELESS NETWORK
Networks

Routing & Firewall | eeTa

Figure148¢ UniFi Wireless Network Setup

Click on Create New Wireless Network buttor2 dz Y I & ySSR (2 2 LISyYouxnilbé! ROl yOS
presented with the Craa New Wireless Network dialog. Seigure1l49¢ UniFi Create New Wireless Network

SETTINGS

Site CREATE NEW WIRELESS NETWORK

Wireless Networks

Networks Enabled ¥ Enable this wireless network
Routing & Firewall

® Open WEP 'WPA Personal WPA Enterprise

rtal, guest auther

£ ADVANCED OPTIONS

Admins
User Groups
Controller

Notifications

Maintenance

Auto Backup

802.11 RATE AND BEACON CONTROLS

MAC FILTER

RADIUS MAC AUTHENTICATION

Figurel49¢ UniFi Create New Wireless Network
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Note that any wireless network whichha® K S O1 SR (i K §¢ cliebkteR williisolate® ALK d@vices from
every other device on that wireless network.

Many peopé do have (groups of) IOT devices which need to communicate with eachtotiuerction. Examples
aremultiple Amazon devices, video cameras and their (storage) semtersNewer versions of the UniFi
FGSHFNB KBS |y | RRAGANRHROD K SidhiGootli vilidiatsitBdetis@d be G | v R
unchecked to enable the Wi clients to communicate with each oth&ee alsoelated sectiors: 94 - Multicast

DNSand 92 - What devices should be placed on which Network?

Maybe a good compromise for security vs convenience:is to
9yl o6ftS aDdzSaid t2tA0e¢ | yRWi-Biglest NSworkidR I ROF ad CAf (S
Did 0 f S & D dzS amDisable Bibddcast Eiltering fBr the WilOTNetwork
You will need to choostiesesettingsfor yourself,based uporyour owninstalledlOT devices
Inthe followingWiC A &S dzlJas L R2Yy Q& BtEatd yEKYy OSYSy Bne MR 6 2 E
Checkedmaybe because it was setup so long.ddere are some References:

https://help.ubnt.com/hc/enus/articles/11500152926-WniFtManagingBroadcasiT raffic

https://community.ubnt.com/t5/airOSSoftwareConfiguration/quotMulticast Enhancementguot-checkbox/td
p/550452

https://community.ui.com/t5/UniFiWireless/EnablenulticastenhancemeniGMPv3feature/td-p/2249142
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https://help.ubnt.com/hc/en-us/articles/115001529267-UniFi-Managing-Broadcast-Traffic
https://community.ubnt.com/t5/airOS-Software-Configuration/quot-Multicast-Enhancement-quot-checkbox/td-p/550452
https://community.ubnt.com/t5/airOS-Software-Configuration/quot-Multicast-Enhancement-quot-checkbox/td-p/550452
https://community.ui.com/t5/UniFi-Wireless/Enable-multicast-enhancement-IGMPv3-feature/td-p/2249142

You carchange thdollowing settingsas sutes you. Change / Enter the following information:

Name/SSID
Security

Security Key
Guest Polig

adz GAOI ad
VLAN

WPA Mode

User Group

GuestWifi

WPA Personal

<Enter your own password for tlguestWi-Finetwork >

CHECKED  Apply guest policies

CHECKED (it BNdkYAN2 2 [ ! b adz GAOlIad X 511Gt
CHECKED  UseVLAN 6

WPA2 Only  Encryption AES/CCMP Only

GuestGroup

Press Save. Séigurel50¢ UniFi Guest Wif

SETTINGS

Site
Wireless Networks

Networks

Routing & Firewall

IPS

DPI

Guest Control
Profiles
Services
Admins

User Groups
Controller
MNotifications

Cloud Access

Maintenance

Pagel24of 198

CREATE NEW WIRELESS NETWORK
GuestWiFi
% Enable this wireless network
Open WEP (®) WPA Personal WPA Enterprise
sssssssssnsssnnsss

| Apply guest policies (captive portal, guest authentication, access)

EH ADVANCED OPTIONS

»| Block LAN to WLAN Multicast and Broadcast Data

Excepted Devices

+ ADD BATCH -+ ADD CLIENTS

(2-4009)

Prevent tf
WPA2 Only Encryption AES/CCMP Oniy

¥ Enable GTK rekeying every =~ 3600 seconds

Figurel50¢ UniFi Guest Wif
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Clickon Cre&e New Wireless Network button.
You carchange the following settings as suites y@hange / Enter the following information:

Name/SSID lotWifi

Security WPA Personal

Security Key <Enter your own password for the i@fi-Finetwork >

GuestPolig UnCheclked  Apply guest policies

adzf GAOFAaG UnChekkedi SNIRY] [!b G2 2[!b adzZ GAOFald X 51
VLAN CHECKED  Use VLAN 7

WPA Mode WPA2 Only  Encryption AES/CCMP Only

User Group Default

Press Save. SEigurel51¢ UniFi lot WAFiL

CREATE NEW WIRELESS NETWORK
IotWiFi
+| Enable this wireless network

Routing & Firewall Security Open ~ WEP (& WPAPersonal  WPA Enterprise
IPS

LA LEL LT L L)
DPI
Guest Control

Profiles H ADVANCED OPTIONS

Services \ulticast and Broadcast Filtering Block LAN to W

Admins VLAN ¥ UseVIAN 7

User Groups

Enable fast roaming

Controller

Prevent this 55ID from being broadcast

Notifications
WPA2 Only Encryption = AES/CCMP Only
Cloud

% Enable GTK rekeying every 35600

Enable multicast enhancement (lGMPw3)

802.11 RATE AND BEACON CONTROLS

Figurel51¢ UniFi lot WiFi
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You should now have the following networks. Note that:

GuestWifi Checked as Gse VLANG

HomeNet (Unchecked Gest) (noVLAN

lotWifi (Undhecked Guest VLANY
SeeFigurel52¢ UniFi Three WiFi Networks

@)  SETTINGS

Site
Wireless Networks
Hotspot 2.0

+ CREATE NEW WIRELESS NETWORK
Routing & Firewall | ee

Figurel52¢ UniFi Three WiFi Networks

LT @&2dz gt yid G2 AYLI-BneSwrki yob wodld do Shathodv{fdlldwigstise atove steps, but
insteadspecifying
VLAN CHECKED Use VLAN 8.

Click on the DPI tab, and set:
Enable Deep Packet Inspection (DPI) On
Press Apply Changes. $aegurel53¢ UniFi Deep Packet Insgtion

SETTINGS

Site
Wireless Networks CLEAR DPI COUNTERS
Hotspot 2.0

APPLY CHANGES
MNetworks

Routing & Firewall

Guest Control
Profiles
Admins

User Groups

DPI

Figurel53¢ UniFi Deep Packet Inggtion

Pagel260f 198 4/21/2021



Return to the Dashboard scredy pressing the Dashboard button. S&gurel54 ¢ UniFi Dashboard Button
U wﬁ. 54.11

DASHBOARD

Figurel54 ¢ UniFi Dashboard Button

In the upper right part of thelashboardscreen ighe Open Properties button. Press the button. Fegurel55¢
UniFiOpen Propertie Button

CURRENT SITE USERNAME
~ Default v Admin v

ACTIONS b

Figurel55¢ UniFiOpen Propertis Button

These are the Properties of thecéessoint. There are some nice sigs in here. SeEigurel56¢ UniFi Access
Point Properties.

~y CURRENT SITE USERMAME
b Default » Admin

PROPERTIES »

H (o) e 80:2a:a8:90:6c:8¢ (G 7"
- CONNECTED

Details Users Guests Configuration
[=] OVERVIEW
MAC Address B0:2a:a8:90:6c:8c
Mode UniFi AP-AC-LR
Version 34.14 3413
IP Address 192.168.3.48
Uptime 1h41m 37s
# Users L]
# Guests ]

[Z] UPLINK (WIRED)

[Z] RADIO (11N/B/G)

[ RADIO (11N/A/AC)

[£] RF ENVIRONMENT

Figurel56¢ UniFi Access Point Properties.
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75. UniFi WLAN Groups

This section is optional. | have setapd am managing a couple of AccPsints for other peoplé installations
and do not wantll theseinstallationsto be usinghe sameset of SSIDs anéipswordsA WLAN Group holds a
group ofsettings for a single ofor multiple Access Poist An Access Paint can only belong to one WiGkoup.

I could havensteadmade multiple sites, one for each location.

To setup gnew)WLAN Group, first select the Settings button, near the lower left side of the screen, and press it.
Referencdrigurel42¢ Setting Button Next, click on the Wireless Networks tab, and (in the upper right) select
GKS I NBS aGbé aWLAN Grauext.B&eBigumds A KIibiFiAzIdWLANKGSoup.

[
@ UniFi
SETTINGS

Site NAME T SECURITY GUEST NETWORK ACTIONS
Wireless Networks
Networks

Routing & Firewall

| + CREATE NEW WIRELESS NETWORK |

Figurel57¢ UniFIAddWLAN Group.

You will now see a dialog allowing you to create a new WLAN Gfdlip. thefollowing information:
Name <Name ohewWLAN Group>
Duplicate WLANSs Check this if you want to copy an existing WLAN Group to this new group

Press Save when don&eeFigurel58¢ UniFi Create New WLAN Group.
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Fm.
o UniFi
SETTINGS

Site CREATE NEW WLAN GROUP
Wireless Networks

Networks

Routing & Firewall

Legacy Support

IPS

B ADVANCED OPTIONS
DPI

Duplicate WLANs Duplicate WLANs from existir
Guest Control

PMF @ Disabled Optional

User Groups

SAVE CANCEL
Auto Backup

Figure158¢ UniFi Create New WLAN Group.

Select the new WLAN Group you justcredtedl Y R SRA G F £ f (K SeeANRISAGORF A G SY &
Select Newly Created WLAN Group.

WILAM Group m ,,; —|—

Default

AP3_Group
AP2_Group
AP4 Group

Figurel59¢ UniFi Select Newly Created WLAN Group.

Now we need to select a particular Access Raintset it to belongto / haveit-use the newly defined WLAN

group. Select:

1.

2.
3.
4.
5.

5A.

6.

6A.
6B.

Devices.

<Your Access Pomt

ConfigureTah

Expandhe WLANStem.

For the2.4 GHz WLAN Group, select which group you want (Skelectingd ! t m Q¢ D)NRB dzLJE
Queuethe changes  (not shown)

For the5 GHz WLAN Group, select the same graswaschosen for 2.4GH&LAN @up.

Queue the changes (not shown)

Apply the changes  (not shown)

SeeFigurel60¢ UniFi Utilize a WLAN Group.
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O UAiFi Network

All(1) | wireless[1) | Wired (0}

C; . :) 2.

L0 AP-AC-LR 1

1-1 of 1 device <> Items per page: 50 v

@  AP-AC-LR_1 CONNECTED 0 X

1]
ey
w

‘GENERAL +

RADIOS +

WLANS 4, -

'WLAN 2G (11n/b/g)

WLAN 5G (11n/a/ac)

AP1_Group

Figure160¢ UniFi Utilize a WLAN Group.

Referertes:

https://help.ubnt.com/hc/enus/articles/205204028JniFtWLANGroups

An Alternate Method: https://community.ui.com/questions/Needlifferent-SSIDgor-eachAccessPoint

[133c3eb?773040fa98e6695d8a92aa8e
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https://community.ui.com/questions/Need-different-SSIDs-for-each-Access-Point-/133c3eb7-7730-40fa-98e6-695d8a92aa8e

76. SettingUniFi /Access Poit &SIDs, Channels, and Power kevel

Your Access Pdishould now be running. You may have one or multigdee&gRoints in your installation.
Everything that | have read, says that/dtesdPoint(s), of a particular WLAN group, should be provisioned with
the same set of SSDThis should allow fanobile client devices (Cellphones, tablets, etc.) to transition from one
physical AcesdPoint to another Acesdoint when they are roaming aroundtha 2 [ ! b indbaNdRoerd@ a

Now we come to channel assignments and power levels. This is only whatrelaavand/or done for my
installation. U.S.A only, others countries will likely vary.

Wow! Must See

https://www.duckware.com/tech/wiftin-the-us.html

Channel assignment for the 2.4GHzroh

Only choose channels 1 or 6 or Fix thechannellR2 y Qi & S (Seticiannél Widthit@ HT20 hese

three channelsre the only clear / nowverlapping frequenciessee(borrowed from the InternetFigure

161¢ 2.4 GHz Channel Fregpcies. U.S.A. does not have channels 12, 13, 14.

L GKAY]l GKFd OKIFIyySt m OFy 06S GAYGSNFSNBR gAlGKE
3, 4, and 5. Similarlythink that channel 10y 6 S & A y i S Nah&SrbdfoRRusidg/anl K¢ o6& |y
overlapping channel of, 8, 9, and10. | also contend that channel 6 should be used last, since it appears

that channel @y 0 S AANTIISINFSNEIRY & 2 v Sveriidpinghcbadnelafzz 3, ¢, 3, 7, y &

8, 9, andlO.

If you havedour ormore AccessPoints, you will need to take your layout / geometry into accounttfar
2.4 GHz channel assignments, becaatdeast twoAccesdointswill need to share the same channel.

12 34 5 67 8 9 10 1112 13 14
2.412 2.437 2.462 2.484

2400 2410 2420 2430 2440 2450 2460 2470 2480 2490 2500
GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz GHz

22 MHz —

Figurel6lc 2.4 GHz Channel Fregncies.

Channel assignment for the 5GHz band.

Set channel width to VHT40nly choose channeB6/44/149/157 (ba frequencies) Alternately, you

might seethesechanneldisted as 38/46/151/159center frequenciesCA E ( KS OKIyy St T R?2
G ! dziARGidDFS channelsVhenusing a VHT40 widflwhich isdouble that of VHT2Qse onlyevery

other VHT2Qchanné in nearby Access Points you will be interfering with yourself, simileo what is

describedn the above 2.4Gksection See (borrowed sm the Interne) Figurel62¢ 5 GHz Channel
FrequencietNumber OneNote the different power levels used in the different frequency bardso see
(borrowed from the Internetfigure 163¢ 5 GHz Channel Frequencies Number Two.
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If the abovesettings work for your installation, you might instetad setting the width to VHT80 and the
channel to(36 base}2 center orto (149 base)l55center. Using VHT80 achieves a higher 5G data rate, at
the potential cost dbeing susceptible to more interferenc&imilarly, if the VHT40 settings are not
workingfor your installation you might need to drojpack to VHT20 widths / channels.

US Band UNII-I UNII-II UNII-II Extended UNII-III ISM
20MHz |36 [40 |44 |48 [ 52|56 |60 |64 | [100]104]108[112]116[120]124]128]132[136]140| |149]153[157]161]165
40MHz | 38 46 54 62 102 110 118 126 134 151 159
80 MHz 42 58 106 122 155
160 MHz 50 114
Power 23dBm (200mW) | 30dBm (1W) | | 14dBm (25mW)
Notes Indoors |Weatheerr|

| Dynamic Frequency Selection (DFS) |

Figurel62¢ 5 GHz Channel Frequencigsmber One

UNII-1 UNII-2 UNII-2-Ext UNII-3
5170 5250 5250 5330 5490 S 5730 5735 5850
MHz MHz MHz MHz MHz eather MHz MHz MHz
| | | | | Rader | |
O T @ N olo T VWIN O O O M M~ =
IEEE Channel# '8 8 § %! ln 8 8 3 :aaann:::mmﬁ R

160 MHz !/ 50 \!

Figure 163¢ 5 GHz Channel Frequencies Number Two.

Power Levels

For my single Access Poihset my 2.4GHz power level to Mediyamd the 5GHz power level to High
have heard tis power combinatiorshould help deices migrate tahe 5GHz band.

If you have multiple Access Points, mayhsteadseteach2.4GHz power level to Low; ardch5GHz
power levé to Medium. This should help mobile devices meficiently transition/ roam to different
AccesgPoints as the devicerove around.

@gregoreo:Too much power and devices will stick to distant Access Points. Too little power and you will
have gaps.

@nuttersrest: Your clients need to be able to respond as well and the AP has a more powerful radio and
may well mean your clientcanhdd 6 dzi Ol y Qi NBALRYR®
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Band Steering

In the same settings area, you have the choice of:

Prefer 5G, Balanced, Off
| left mine set to the default of Offl hear thatPrefer 5G or Balancegkttingsmay cause roaming
problems.

DTIM Settings

Changing thishould help mobile devicesspecially pple,save power.Forat-least the SSIhich is

assigned tahe HomeNetwork,for each WLAN Grou@ K I y 3 S lall KD AaLBSENR 2DRM 5G y R i K

LISNA 2 R¢ S & KKdifying theiDomBVPeritidsectionof
https://help.ui.com/hc/enus/articles/221029967

| changed aliny SSIDsFor completeness / caching, here are abbreviated directions:
Settings>Wireless Networksh ¢, 2 dzNJ | 2 YSpBdi 62 N)] {{L5¢
(Open)Advanced Options> (Open)802.11 Rate and Beacon Controls
' YyOKSOl da5¢La a2RS k dzaS RSTldzZ G Ot dzSaé
{SG a5¢La HD LISNA2REOK yiR2 abatd a pD LISNR2RE
Sve

These are also shown Figurel66¢/ K S a & Midihuma®ata RatSettings.

Settings Which Should Probably Be @¥fostly)

The following settings are mentioned (when on) as causing problem inmanypost® 2 y Qi 1y 26 A
them haveever defaulted tdbeingon. To see some of them, you méist need tocheckSettings> Sie

->Enable dvancedfeatures. You may also need tefresh the pag@Rlogout and then log back in to

view the advanced items.

Try New Settings BEFAWiFi AIBETA> Enable WFi Al-> Off
(Switch to Classic Mode)

Settings> Site-> Automatically Optimize Network and WiFi performaneeOff

Settings> Site-> Uplink Connectivity Monitoy> Off
(May need to be on ifgu are using Mshtype features)

Settings> Wireless Networks> <YourSSID -> Edit-> Advanced Options> Fast Roanmg -> Off
(Conflicting posts say this may need to be onsfimeApple device stability)

Settings> Wireless Networks> <YourSSID -> Edit-> Advanced Options> UAPSD-> Off
(Conflicting posts say this may need to be on, for some Apple devicatgjabil

Settings> Wireless Networks> <Your SSID> Edit-> Advanced Options
-> High Performance Devices BEX ®ff

Other Settings

| left them alone. There are lots of different UniFi / Access Point settings and hundreds of postings (and
opinions) abat them, have fun experimenting.
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Batch Settings

This allows you to set certain settings for multiple Access Points at one time.

Using BATCH may be fastéryou haven't used batchthis GUIDE may helso you can change all of

them at one time.... Taknote of this ==> 1. Navigate to the Devices page and select device type
(Wireless) on the top bar (the batch configuration feature will not appear if ALL is selected). So make sure
you click on the WIRELESS button, then you can select all the APs togethe
https://community.ui.com/questions/Poosignatwith-11-AP/3380f3cebad54caf90d1-
373473d5201#answer/43fc08745b84b889c51f2ec70d0a9a5
<GUIDE*https://help.ui.com/hc/enrus/articles/1150001 70548 niFiGroupConfiguratiorand-Tags
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https://community.ui.com/questions/Poor-signal-with-11-AP/3380f3cd-6ad5-4caf-90d1-373473d52701#answer/43fc0870-75b8-4b88-9c51-f2ec70d0a9a5
https://community.ui.com/questions/Poor-signal-with-11-AP/3380f3cd-6ad5-4caf-90d1-373473d52701#answer/43fc0870-75b8-4b88-9c51-f2ec70d0a9a5
https://help.ui.com/hc/en-us/articles/115000170548-UniFi-Group-Configuration-and-Tags

How to st the channel assignment and power

For context, reference text near, adsoreferenceFigurel60¢ UniFi Utilize a WLAN Group.

To set channels and power levels for a particular Access Point, select the following:
1. Devices.

<Your Access Point>. (not shown)

Configure Tab.

Expand the Radios Item.

Set the 2.4 GHz Channel Width.

Set the 2.4 GHz Channel.

Set the 2.4 GHz Transmit Power.

Set the 5 GHz Channel Width.

Set the 5 GHz Channel.

Set the 5 GHz Transmit Power.

Queue the changes.

12. Apply the changes

© N A N

R
= o
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(not shown)

(not shown but near the botton)
SeeFigurel64¢ Setting AcessPointQad / K yy St

AP_AC_LR

GEMERAL

RADIOS

Radio 2G (11n/b/g)

5

HT20

Allow meshing from other access points

Advanced Options >

Radio 5G (11n/a/ac)

Allow meshing from other access points

Advanced Options >

Figurel64¢ Setting AccessPointQ a
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Queue Changes
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ExpandedJl.comReferences:
(Original posting datenay beslightly edited antbr re-formatted for clarity)

@AmazedMenderl6

2.4 GHz Channel width: HT20 Chanel: 1/6/11 Transmit Power: Low/Medium
(Do an RF scan totghe clearestchannel)

5GHz Channel width: VHT40 Chanel: 36/40/44/48 Transmit Power: High

(Avoid DF8hannels, do an RF scan to get the clearest channel
Gould also modify your DTIM Periods if you have more modern devices on the network.
Settings Wireless Network Edit>Advanced Options Rate And Beacon Controls
DTIM 2G Period: 3  DTIM 5G Period: 3
https://community.ui.com/questions/2x-UARACL Fslow-for-android-devices/a7f6d27&bb134cff-9634
ee004b115223#answer/ee2937BHee4d94955¢d37e891cdadd

@clarksn

X GKS 3ISYySNIt RGAOS Aa I 2Aypisalyiihis MkaRsR@ radidepové@NdLow and 5G2 &
power to Low or possibly medium; you can also use RSSI in advanced settings to facilitate clients roaming to the
"best" AP.There is a bit of "artistry" though and trial and error in refining the setup!

In my guest house for example | have all my 2G APs on 1, 6 or 11 keeping APs on the same channel as far away a:
possible and on Low power and RgStbm. In the 5G space | have all the APs on different channels and

Medium power, with band steering enaldlend RSSr5dbm (with them on low power in the 5G space | find

most clients use 2G even with band steering enabled)
https://community.ui.com/questions/MultipleAPsshouldusedifferent-channelsbut-the-sameSSID/7¢103b86
0b80-42b9ba6f588b784734d4#answer/e47555309044cb-879492ec0db004bf

@gregorio

You mightry to move away from DFS channels. Devices cannot scan them and therefore need to wait until a
beacon is heard. Even though beacons are very often, it does impact roaming. Have you checked RSSI overlap? D
you have anything like Fast Roaming or HiglidPerance Devices enabled in the wireless configs? They, along

with Connection Monitor, WiFi Al and Auto Optimize should all be disabled as they can cause problems.
https://community.ui.com/questions/ER-and-2-UARAGPRGhandover-l-andLanVilanacces2/e618495e
7d75420e9e8¢9e6537ab3397#answer/d7bb111/547-4401-8e26-ad4aa79eeebd3

@AlexWilsonsBlog

1. Consumer grade routers are usually running at full power and bristling with high gain antennas designed to
flood the place with coverage from a single device. Of course, they rarely flood it well. Then you end up
cobHing together a bunch of "extenders" which make it worse usually.

2. Commercial grade, like Ubiquiti, is designed to provide robust, stable coverage in a limited area. It is part of a
system of APs that expand that coverage. If done right, no weak spots.

3. The walls you speak of ... they cause about 3dBm loss each. That represents 50% of your signal strength. Then
add in some additional loss due to distance. Then add in the next wall (another 50% further). See the problem?

4. Interference. If you are mnoisy area, someone else might be sitting on your channels and thus causing noise
which further erodes your performance.
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https://community.ui.com/questions/2-x-UAP-AC-LT-slow-for-android-devices/a7f6d270-5b13-4cff-9634-ee004b115223#answer/ee293714-8dee-4d94-955c-d37e891cda4d
https://community.ui.com/questions/2-x-UAP-AC-LT-slow-for-android-devices/a7f6d270-5b13-4cff-9634-ee004b115223#answer/ee293714-8dee-4d94-955c-d37e891cda4d
https://community.ui.com/questions/Multiple-APs-should-use-different-channels-but-the-same-SSID/7c103b86-0b80-42b9-ba6f-588b784734d4#answer/e4755530-2b90-44cb-8794-92ec0db004bf
https://community.ui.com/questions/Multiple-APs-should-use-different-channels-but-the-same-SSID/7c103b86-0b80-42b9-ba6f-588b784734d4#answer/e4755530-2b90-44cb-8794-92ec0db004bf
https://community.ui.com/questions/ER-X-and-2-UAP-AC-PRO-hand-over-1-and-Lan-Vlan-access-2/e618495e-7d75-420e-9e8c-9e6537ab3397#answer/d7bb1115-7547-4401-8e26-a4aa79eee6d3
https://community.ui.com/questions/ER-X-and-2-UAP-AC-PRO-hand-over-1-and-Lan-Vlan-access-2/e618495e-7d75-420e-9e8c-9e6537ab3397#answer/d7bb1115-7547-4401-8e26-a4aa79eee6d3

5. Your 80MHz channel is great for throughput, but also picks up more chance for interference since you are using
channels 149, 15357, and 161 to achieve 80MHz. If you have a neighbor on any of those channels and their
signal is80dBm or better, they could be impacting it. Same happens on 2.4GHz channels.

6. When testing, be sure you are always on the same band when testingdorgastent results. 2.4GHz will
usually be less than 5GHz on throughput, sometimes significantly.

7. If you do a channel scan on the AP, keep in mind it is scanning from the AP. Thehdisriikely further
away and maybe on the periphery of the ls@ucould be seeing something different and therefore you might
not catch problems from neighbors. This is why when we do troubleshootirgidots;we always walk the
perimeter with our spectrum geatr.

https://community.ui.com/questions/Venrfimited-rangeon-new-ACGPro-setup/2f48b24672e44bfe-a33a

ba31913332ba#answer/e7d8e9%a384fec9030e38a5b7801f5

@nuttersrest
[Editorial: Some of these settings may not apply to this guide, wibstr postings instead say VHT40 for 5GHz.]

Since joining the Unifi family | have seen a number of posts from hewcomers complaining abspeekeottheir

new Unifi setupspften comparing them to their older router. So | have put together a list of the typical settings
that can impact speedThey aren't the most optimal settings for all setups, but it should get you to a decent base
line with a reasoable speed.

One small thing, when you have multiple Unifi APs in your environment, in fact | would go as far as saying when
you have any Unifi APs in your environment then never leave the channel, channel width and power settings on
Auto. Always set thermanually, the settings below will probably need to be tweaked a little more to work but
they are a good starting point.

The settings are a based on a USG, Unifi Switch and Unifi APs, though it is not to say that some of the below
cannot be used even if yare using one of the new UDM models.

Unifi at the time of posting have two Settings GUI's, Classic and New, not all features are available in each so will
use Classic and New to define which Web Ul to use.

1 Classic Settings Site-> Advanced Features (&ved) Some settings are not visible if this is not enabled.
Save it and then log out and back in again to ensure the Advanced Features are available

1 Classic Settings Site-> AutoOptimize Network (Disabled)his never works in my experience and
causes all sorts of issues.

9 Classic Settings Site-> Upload Connectivity Monitor (Offfhis should only be enabled when you are
using wireless uplink, if all your APS are physically connected then turn it off.

1 Classic Settings Wireless Networks> Eab SSID> High Performance Devices (Off) some cases it has
been known to disconnect clients.

1 Classic Settings Wireless Networks> Each SSH 802.11 RATE AND BEACON CONTROLS/MAC
FILTER/RADIUS MAC AUTHENTICAIE2Ne these at defaults and lewever had an issue, you can
tweak these once things hawtabilized.

1 Classic Settings Networks> WAN-> Smart Queues (Disablett)can cause slowness on both wired and
wireless networks out to the internet.

1 Classic Settings Threat Management (St Off) With this on it will limit the through put of USG
devices USG 3P to 125Mbps and USG Pro to 300Mbps
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https://community.ui.com/questions/Very-limited-range-on-new-AC-Pro-setup/2f48b246-72e4-4bfe-a33a-ba31913332ba#answer/e7d8e952-6a38-4fec-9030-e38a5b7801f5

1 Devices> Each AP> Config > Radios
2G

A Channel Width> HT20This gives bestompatibility;the higher the number means higher
bandwidth though uses more channels, which in turn increases the chance of you running into
interference.

A Channel> should be either1, 6 or 11 Typically each AP would be on a different channel, or at
least those where the signal intersects should be on diffeotainnels. You may need to move
these depending on your nearlmgighbors but these channels give you the best option for
lowest interference by default.

A Power-> | start with Low power, 2G is better than 5G at penetrating walls and traveling but if it
overpowers 5Gthen your clients may prefer it than the 5g band. Also High is not always the best
answer and does not translate to increased performance, the higher the power the higher the
noise which increases the chance of interference. Your clients rekd able to respond as well
and the AP has a more powerful radio and may well mean your client can he@rtbykeSpdnd.

5G Many of the same reasons here as for.2G

A Channel Width> VHT80Do not use VHT160 that will use 8 channels increasing your elwinc
interference, also there is limited client support for it.

A Channel> 36, 52, 100 check to see which one you have the least amount of traffic/interference on.
Probably better to avoid DFS channels to begin with, where possible.

A Power-> | try to keet one higher than the 2G setting to make 5G more attractive to client.

1 Devices> Each AP> Config> Band Steering (OffPesigned to make the faster newer clients to use 5G
leaving the 2g free for legacy clients.

1 Devices> Each AP> Config> Airtimne Fairness (Off)Designed to improve network performance but
does so by sacrificing time for your slower devices.

1 Devices> USG> Config
o Enable Hardware Offload (Enabled)
o Enable Offload Scheduler (Enabled)
o Enable Offload Layer 2 Blocking (Enabled)

The above should get you to a faster speed than the defaults. You will need to tweak-Hheattings to fit your
environment though the above will get you to a decent base level.

https://community.ui.com/questions/NewStartersBasieSettings/124afad@e304e259121-7387fc3dc912

Similar Posting:
https://community.ui.com/questions/DreanmachineWeakWifi-issues/7114dad®23d4406-aeal
23d89dd2f146#answer/0400c13Af42-4a949a564d34ee18c9df
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https://community.ui.com/questions/New-Starters-Basic-Settings/124afadc-3e30-4e25-9121-7387fc3dc912
https://community.ui.com/questions/Dream-machine-Weak-Wifi-issues/7114dad3-b23d-4406-aea0-23d89dd2f146#answer/0400c131-2f42-4a94-9a56-4d34ee18c9df
https://community.ui.com/questions/Dream-machine-Weak-Wifi-issues/7114dad3-b23d-4406-aea0-23d89dd2f146#answer/0400c131-2f42-4a94-9a56-4d34ee18c9df

RSSUIl.comReferences:

UniFi- Understanding and Implementing Minimum RSSI
https://help.ui.com/hc/enus/articles/221321728

Finding minimum RSSI
https://community.ui.com/questions/Findingninimum-RSSI|/788be046b21-44e5946¢e
643c0fa3257b#answer/5c5f499803491e8ca553c4dd9f2016

More Ul.comReferences:

Some channel numbieharts
https://community.ui.com/questions/Betteexplanationfor-DFSRadarchannelwidth-wanted/46f27c47
926a476b-8dc0c92827cbh0lbc#answer/cb73d3b84d454ca6531f566d7c556d

W-H speed expectations / speed table
https://community.ui.com/questions/nanoHBpeedissues/b617d15bd56-4a73bb71-
ac0bddd0046a#answer/908e2%#6628443tb15091ac7909b8d2

How to tell which frequency a client is connected too
https://community.ui.com/questions/UnifPro-how-to-tell-which-frequencya-clientis-connected
t00/239748a3517e422986fe-684ae1f9da96

Band Steerinettings
https://community.ui.com/questions/BandteeringSettings/31885af9bal-404d-b2c6
0c4898e5afc3#answer/44c36c8®37-45c6-a82706f165c4a303

SomeOther References:

https://en.wikipedia.org/wiki/List of WLAN channels

https://metis.fi/len/2018/02/5ghzchannels/

https://www.extremenetworks.com/extremenetworksblog/2-4-ghzchannelplanning/

https://www.electronicshotes.com/articles/connectivity/wifieee-802-11/802-11ac.php

http://www.revolutionwifi.net/revolutionwifi/2013/03/80211acchannetplanning.html

https://www.silextechnology.com/unwired/change®-the-5ghzwi-fi-bandin-the-uk

Pagel390f 198 4/21/2021


https://help.ui.com/hc/en-us/articles/221321728
https://community.ui.com/questions/Finding-minimum-RSSI/788be046-bb21-44e5-946e-643c0fa3257b#answer/5c5f4997-6803-491e-8ca5-53c4dd9f2016
https://community.ui.com/questions/Finding-minimum-RSSI/788be046-bb21-44e5-946e-643c0fa3257b#answer/5c5f4997-6803-491e-8ca5-53c4dd9f2016
https://community.ui.com/questions/Better-explanation-for-DFS-Radar-channel-width-wanted/46f27c47-926a-476b-8dc0-c92827cb01bc#answer/cb73d31a-b04d-454c-a653-1f566d7c556d
https://community.ui.com/questions/Better-explanation-for-DFS-Radar-channel-width-wanted/46f27c47-926a-476b-8dc0-c92827cb01bc#answer/cb73d31a-b04d-454c-a653-1f566d7c556d
https://community.ui.com/questions/nanoHD-speed-issues/b617d157-5d56-4a73-bb71-ac0bddd0046a#answer/908e276f-5528-443f-b150-91ac7909b8d2
https://community.ui.com/questions/nanoHD-speed-issues/b617d157-5d56-4a73-bb71-ac0bddd0046a#answer/908e276f-5528-443f-b150-91ac7909b8d2
https://community.ui.com/questions/Unifi-Pro-how-to-tell-which-frequency-a-client-is-connected-too/239748a3-517e-4229-86fe-684ae1f9da96
https://community.ui.com/questions/Unifi-Pro-how-to-tell-which-frequency-a-client-is-connected-too/239748a3-517e-4229-86fe-684ae1f9da96
https://community.ui.com/questions/Band-Steering-Settings/31885afb-9ba1-404d-b2c6-0c4898e5afc3#answer/44c36c99-b037-45c6-a827-06f165c4a303
https://community.ui.com/questions/Band-Steering-Settings/31885afb-9ba1-404d-b2c6-0c4898e5afc3#answer/44c36c99-b037-45c6-a827-06f165c4a303
https://en.wikipedia.org/wiki/List_of_WLAN_channels
https://metis.fi/en/2018/02/5ghz-channels/
https://www.extremenetworks.com/extreme-networks-blog/2-4-ghz-channel-planning/
https://www.electronics-notes.com/articles/connectivity/wifi-ieee-802-11/802-11ac.php
http://www.revolutionwifi.net/revolutionwifi/2013/03/80211ac-channel-planning.html
https://www.silextechnology.com/unwired/changes-to-the-5ghz-wi-fi-band-in-the-uk

77. TroubleshootindJniFi /Wi-Fi Performance

UniFi HelpReferences:

UniFi- TroubleshootingSlowWi-FiSpeeds
https://h elp.ui.com/hc/enus/articles/360012947634UniFiTroubleshootineSlowWi-FirSpeeds

UniFi¢ TroubleshootindClientSpecificConnectivityissues
https://help.ui.com/hc/enus/articles/360013106458)niFiTroubleshootineClientSpecifiecConnectivitylssues

UniFi- Troubleshooting Connectivity Issues
https://help.ui.com/hc/enus/articles/221029967

UniFi- Identifying WiFi Issues with Debugging Metrics
https://help.ui.com/hc/entus/articles/115012700547

UniFig Performinga WirelessSite Survey
https://help.ui.com/hc/enus/articles/360037694258niFiPerforminga-WirelessSite Survey

Other References:

Site survey commenseel T 2F X! f SE2Af &ad2ya. 23 27T seatdorZaIBefigSivEi/! L d O3
Access Poifl 8SIDs, Channels, and Power Lsvel

iPadcannotconnectto Unifi Wi-Fi
https://community.ui.com/questions/iPagtannotconnectto-Unifi-WiFi/384e27244b22-467884eT-
9bc35a3685a6#answer/ed584adlocf43d0-blaal32a3628e7e9

Verylimited range on new A®Crosetup
https://community.ui.com/questions/Venrfimited-rangeon-new-ACPro-setup/2f48b24672e44bfe-a33a
ba3191332ba#answer/e7d8e958a384fec9030-e38a5b7801f5

iPhoneconnectivityissues
https://community.ui.com/questions/iPhone&onnectivityissues/289B5ff-20ab4845b73f2c99ac99cde

Unifi Wi-Filncorectpasswordnessagen client
https://community.ui.com/questios/Unifi-WiFiIncorectpasswordmessageon-client/cOdcb5bbb8b6-4c3e
9c16b321120ec0b4?page=1

About wireless roaming for enterpriséApple>
https://support.apple.com/enus/HT203068
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https://help.ui.com/hc/en-us/articles/360012947634-UniFi-Troubleshooting-Slow-Wi-Fi-Speeds
https://help.ui.com/hc/en-us/articles/360013106453-UniFi-Troubleshooting-Client-Specific-Connectivity-Issues
https://help.ui.com/hc/en-us/articles/221029967
https://help.ui.com/hc/en-us/articles/360037694253-UniFi-Performing-a-Wireless-Site-Survey
https://community.ui.com/questions/iPad-cannot-connect-to-Unifi-WiFi/384e2724-4b22-4678-84e7-9bc35a3685a6#answer/ed584acb-7ccf-43d0-b1aa-132a3628e7e9
https://community.ui.com/questions/iPad-cannot-connect-to-Unifi-WiFi/384e2724-4b22-4678-84e7-9bc35a3685a6#answer/ed584acb-7ccf-43d0-b1aa-132a3628e7e9
https://community.ui.com/questions/Very-limited-range-on-new-AC-Pro-setup/2f48b246-72e4-4bfe-a33a-ba31913332ba#answer/e7d8e952-6a38-4fec-9030-e38a5b7801f5
https://community.ui.com/questions/Very-limited-range-on-new-AC-Pro-setup/2f48b246-72e4-4bfe-a33a-ba31913332ba#answer/e7d8e952-6a38-4fec-9030-e38a5b7801f5
https://community.ui.com/questions/iPhone-connectivity-issues/289135ff-20ab-4845-b73f-f2c99ac99cde
https://community.ui.com/questions/Unifi-WiFi-Incorect-password-message-on-client/c0dcb5bb-b8b6-4c3e-9c16-b321120ec0b4?page=1
https://community.ui.com/questions/Unifi-WiFi-Incorect-password-message-on-client/c0dcb5bb-b8b6-4c3e-9c16-b321120ec0b4?page=1
https://support.apple.com/en-us/HT203068

Selecting Colmns,

To help with debugging sklectedClients (on the left)> ListView>Menu (i.e. 3 vertical dots)This allove me to
select what columns are showt. 2 38SS AYyRA@GARdzZ f O2yySOGA2Y NIXdGSasz L

SeeFigure165¢ SelectingClient ColumnsTo make room for these new columns, FarS t SOG SR a! OG A @A
G! OGAGAGe 526yés 6KAOK L RARY QU Odz2NNByifeée ySSRo
+ Add Client All confgured clients
AP/PORT SIGNAL RXRATE TXRATE ACTIVITY '::: = UPTIME
AP-AC-LR-2 59%(-57 dEm) 130 Maps 2& Mbgs
O
AP-AC-LR-2 97%(-52 dEm) 72.2 Mbps 1 Mbps I 0
AP-AC-LR-2 9% (-49 dEm) 72.2 Mbps 1 Mbps I
d by by -
-AC-LR-2 {- )] 5 43 R
AP-AC-LR-2 99% (45 dEm) 722 Mbps 3 Mbps
AP-AC-LR-2 97%(-52 dEm) 144 Maps 24 Mbgs
AP-AC-LR-2 99%(-45 dEm) 722 Mbpz 722 Mbps 0
O
AP-AC-LR-2 74%(-51 dEm) 350 Maps 270Mbps |:|
AP-AC-LR-2 74%(-51 dEm) 350 Mops 270Mbps D
ACLR-2 %~ ) 2 Mbps 2
AP-AC-LE- 9% (-44 dEm 72.2 Mbp: Mbgs

Figurel65¢ SelectingClient Columns.
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Enable minimum dataate controls:

| did not HeedXhe followingd 9 Y I 6 f S Y Argte\cwntiz¥ seRimgé Itried it on my Home Network SSID,

and it made no difference form&INR 6 6t @8 06 SOl dza S L R iédtenakléd@tlinkthig e 2 f R
drops supprt for older / slower devices like302.1b. It seems that having 802.bdevicesconnected slows

everybody else dowrBeeFigurel66¢/ K S a & Midihum®ata RatSettings.

802.11 RATE AND BEACON CONTROLS

Disable CCK rates (1/2/5.5/11 Mbps)
Also require dients to rates at or shove the spedified value

Also require dients to use rates at or above the spedified value

Figurel66¢/ K S a & MiGim@rdData RateSettings.

Original References:

ARAGLRonly-giving40mbpsthroughputon-2-4GHz
https://community.ui.com/questions/ARACGLRonly-giving40mbpsthroughputon-2-4GHz/0724614&eb1-
460a8baab59aefecdfb8#answer/c72884bt762-447+86653749cecd69b3

Slow2-4-GhzDownloadspeed
https://community.ui.com/questions/Slow?-4-GhzDownloadspeed/760f416Pb0446fc8blb-
678ccbbdfea0#answer/73bcccéb164127-b16f+a052b94cfaaa
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https://community.ui.com/questions/AP-AC-LR-only-giving-40mbps-throughput-on-2-4GHz/07246148-beb1-460a-8baa-559aefecdfb8#answer/c72884bb-d762-447f-8665-3749cecd69b3
https://community.ui.com/questions/AP-AC-LR-only-giving-40mbps-throughput-on-2-4GHz/07246148-beb1-460a-8baa-559aefecdfb8#answer/c72884bb-d762-447f-8665-3749cecd69b3
https://community.ui.com/questions/Slow-2-4-Ghz-Download-speed/760f4169-9b04-46fc-8b1b-678ccbbdfea0#answer/73bccced-5616-4127-b16f-a052b94cfaaa
https://community.ui.com/questions/Slow-2-4-Ghz-Download-speed/760f4169-9b04-46fc-8b1b-678ccbbdfea0#answer/73bccced-5616-4127-b16f-a052b94cfaaa

Other References:

@ChessMck

<Regarding moving the sliders all the way to the right>

You can move it fully to the right and if all devices work, then that would be-Ihestever older 2G devices may

not work. Some may have problem if yga above 6 Mbps on 2G. Test and use the highest min that works for

you. If you have old devices, sometime you cannot check the CCK box, but that will help if you can check that box
as the CCK is a less efficient protocol.
https://community.ui.com/questions/HigidensityGamingSettingAP/43672883a05f4c9cacct
524b0df0d24c#answer/1bf953737b1-44fc-98a4b9d5b8145288
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https://community.ui.com/questions/High-density-Gaming-Setting-AP/43672883-a05f-4c9c-acc1-524b0df0d24c#answer/1bf95377-87b1-44fc-98a4-b9d5b8145288
https://community.ui.com/questions/High-density-Gaming-Setting-AP/43672883-a05f-4c9c-acc1-524b0df0d24c#answer/1bf95377-87b1-44fc-98a4-b9d5b8145288

78. UniFi STUN Mannel Scanning

One of the references in sectiaib - SettingUniFi /Access Poif 8SIDs, Channels, and Power laweintioned
performing a channel scan to deteine the bestmostuncongestedWi-Fi channel. When | trie do a channel
scan, lgot an error similar tdThis device is not able to connect to the internal STUN server on your Controller.
Please check if the device is able to reach the STUN serperod4 78"

| determined, via a STUN Troubleshootijuide, that a porforwarding / NAT rule was needed in the-ERFor

this rule to operate, you must first reserve device addre§s@sNJ € 2 dzNJ a! YACA / 2y I NRf f SNE
Point(s)per Table5 - Table ofReserved AddresfReservethe addresses foryour ! YA CA [/ 2y G NBf f SNE
Access Pointfdy following sectior86 - Reserving BviceAddressesria DHCPYou may need t¢cleanly shut

down and)re-boot these devices to ensure that they are using the newly reserved addresses.

To generatdhe neededDestinationNAT ruleperform similar steps as contained in sectiih- OptionalDNS
Forcingof the WIFI_GUEST_LOQ¥dtwork, butenter the informationfrom Figurel67¢ STUN DNAT Rule Data.

Destination NAT Rule Configuraton @

Description UniFiStunNAT
Enable
Inbound Interface * switch0.1
Translations * Address 192 163.3.4
Port 3478
Exclude from NAT 1
Enable Logging D
Protocol O All protocols
O 1ep
@ upp

O Both TCP and UDP
O choosea protocol by name

O Entera protocol number

Src Address 193.168.3.10-192.168.3.19

Src Port

Src Network Group
Src Port Group

Dest Address 192.168.3.1

Dest Port 3478

Dest Address Group or Interface Addr
Dest Network Group
Dest Port Group

B save R Cancel

Figurel67¢ STUN DNAT Rule Data.
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For reference, here is theelevantportion from the backup file:

rule 3 {
description UniFiStunNAT
destination {
address 192.168.3.1
port 3478

inbound - interface switch0.1
inside - address {
address 192.168.3.4
port 3478

}
log disable

protocol udp
source {

address 193.168.3.10 -192.168.3.19
}

type destination

With this rule, when the EXrouter sees an incoming UpRcket:

Addressed to 192.168.3.1 (i.e. itsaithich is the default gateway device

With a destination port of 3478

And a source address of 192.168.3.10 through 192.168.3.19, (i.e. from an Access Point)
it re-writes / retransmits the packet to address 192.168.3.4 (i.e.tmeFi Controlley

7 A

with a destination port number of 3487(i.e. unchanged pojt¢ KA & | ff2ga (K 1 00Saa

to be able to be senfindirectly)to the Unifi Catroller, allowing processing.

For contexton the following reference text near, andlsoreferenceFigurel60¢ UniFi Utilize a WLAN Group.
To channel scanlo the following:

1. Devices. (not shown)

2 <Your Access Point>. (not shown)

3. Tools Tab.

4. Expand the RF Environment item.

5. Select 8an.

6. <When the scan is finishedelect the band, 2G or 5G, to vieesults

This will take youselected Access Point offline for several minwtddle it performsthe channelscanning See
Figurel68¢ Channel Scanning Context
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©  AP-AC-LR-2 CONNECTED =
= X 3l
95 /100
WiFi Experience !
RF ENVIRONMENT —4
2G 5G 6 5 Scan

20 MHz channels.

& 11

40 MHz channels,

Figure168¢ Channel Scanning Context

Refelences:

UniFiTroubleshootingsTUNCommunicatiorErrors
https://help.ui.com/hc/enus/articles/11501545766&niFiTroubleshootingSTUNCommunicatiorErrors

Other scanning links

https://community.ui.com/questions/Doeshe-RFScanrfeature-interactwith-Auto-channelsettingsor-
not/351abcaec81d4fb9-8ce59felac7dc8fcttanswer/912f7eebkeba4638aababa754985d384

https://community.ui.com/gwestions/UniftARACGroamingfunctionality/9146266559a7~4682-9cf1-
df247220b3c9#answer/79f8d1ed®ec7-465+a016c9463f516221
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https://help.ui.com/hc/en-us/articles/115015457668-UniFi-Troubleshooting-STUN-Communication-Errors
https://community.ui.com/questions/Does-the-RF-Scan-feature-interact-with-Auto-channel-settings-or-not/351abcae-c81d-4fb9-8ce5-9fe1ac7dc8fc#answer/912f7eea-4eba-4638-aaba-6a754985d384
https://community.ui.com/questions/Does-the-RF-Scan-feature-interact-with-Auto-channel-settings-or-not/351abcae-c81d-4fb9-8ce5-9fe1ac7dc8fc#answer/912f7eea-4eba-4638-aaba-6a754985d384
https://community.ui.com/questions/Unifi-AP-AC-roaming-functionality/91462665-59a7-4682-9cf1-df247220b3c9#answer/79f8d1e9-dec7-465f-a016-c9463f516221
https://community.ui.com/questions/Unifi-AP-AC-roaming-functionality/91462665-59a7-4682-9cf1-df247220b3c9#answer/79f8d1e9-dec7-465f-a016-c9463f516221

79. UniFi Configuration Backup

Find the Settings button, near the lower left side of the screen, and press Ei@ael42 ¢ Setting Button
You should see the Maintenance Tab of the Settings page. Press it. Refeéigumed 69 ¢ UniFi Maintenance
Screen

J O uiF

SETTINGS

CHECK FIRMWARE UPDATE

Site DATA RETENTION

Wireless Networks e Series with 5 Minutes 1 day

Networks a Serjes with Hourly 30 days

Routing & Firewall
90 days

IPS

365 days
DPI

Guest Control 365 days

Profiles Client storical Datz Collect clients' historical datz

. BACKUP
User Groups

DOWNLOAD BACKUP
Controller
Notifications RESTORE
Cloud A Browse CHOOSE FILE
Jevice

SUPPORT INFO
Maintenance

DOWNLOAD SUPPORT INFO
Auto Backup

SHOW SYSTEM CONFIG

FIRMWARE

Figure169¢ UniFi Maintenance Screen

In the middleof this screen is a BACKUP sectRefore | backup, OKIF y3S Y& o O1dzld aSiaidAy
t NBaa (GKS W5h2b[h!5 .1 /7Y!'tQ 0dzi( 2°agtestynRecordfiguaatd®d (G KS NB
backup.

You can now exit the UniFi browser ardse the UniFi Controller Software by pressing thie the upperright

corner, as shown irFigurel24 ¢ UniFi Controller Software Runnir§you are running from &loudKey or

Raspberry Pi, you will want tdust it down cleanly The UniFi&tware utilizes a database, which does not like to

have power abruptly removed.

https://help.ui.com/hc/enus/articles/204952144
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https://help.ui.com/hc/en-us/articles/204952144

80. UniFilnteresting Links
SomeUi.comTraining / Help Links:

UEWA Training Guidé&2.1
https://dl.ubnt.com/guides/training/courses/UEWA_Training_Guide_V2.1.pdf

UniFi- 802.11 Basic & Supported Rate Controls
https://help.ui.com/hc/enus/articles/11500655982niFi802-11-BasieSupportedRateControls

UniFi- Identifying WiFi Issues with Debugging Metrics
https://help.ui.com/hc/enus/articles/11501270054UniFtldentifyingWi-Filssueswith-DebugginegMetrics

UniFi- Understanding and ImplementgnMinimum RSSI
https://help.ui.com/hc/enus/articles/221321728

UniFi- Methods for Capturing Useful Debug Information
https://help.ui.com/hc/enus/articles/227129127

More Ui.com Links:

Problemswith-Droppedand-Retries(Disable the Uplink Connectivity Monitor)
https://community.ui.com/questions/Problemsith-Droppedand-Retries/1af4{492a8294d90-8ea4
5c7dc7caedf4#answer/2b4fdaidlcl-4dc4baldd3bc9cd24d83

81. ENnd of UniFi/ Access Point Setup

This is the endf the Access PointWniFi Software UniFiControllersetup.

The following sections are additiondR&X / ElgeRouter configuration steps.
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https://dl.ubnt.com/guides/training/courses/UEWA_Training_Guide_V2.1.pdf
https://help.ui.com/hc/en-us/articles/115006559827-UniFi-802-11-Basic-Supported-Rate-Controls
https://help.ui.com/hc/en-us/articles/115012700547-UniFi-Identifying-Wi-Fi-Issues-with-Debugging-Metrics
https://help.ui.com/hc/en-us/articles/221321728
https://help.ui.com/hc/en-us/articles/227129127
https://community.ui.com/questions/Problems-with-Dropped-and-Retries/1af4f492-a829-4d90-8ea4-5c7dc7caedf4#answer/2b4fdafb-01c1-4dc4-ba1d-d3bc9cd24d83
https://community.ui.com/questions/Problems-with-Dropped-and-Retries/1af4f492-a829-4d90-8ea4-5c7dc7caedf4#answer/2b4fdafb-01c1-4dc4-ba1d-d3bc9cd24d83

82. Timed Base&#RXFirewall Rules

Several peopléavewantedi 2 NB a G NRA Ol G KSA NI OKA ftimelBefease sdmg saBpld/ S i
links:

https://community.ubnt.com/t5/EdgeMAX/RestrietVAN-Accesgo-from-LANClientsby-Specifiel P-By-Time/td-
p/2083140

https://community.ubnt.com/t5/UniFiWireless/Useibasedtime-control-of-wifi-access/tdp/1490803

https://community.ubnt.com/t5/EdgeMAX/Timeontrol-parentatcontroll/td-p/1035259

https://community.ubnt.com/t5/EdgeMAX/Setip-time-limits-for-kids-internet-access/tdp/1824135

https://community.ubnt.comt5/EdgeMAX/Parentatontrolstime-of-day-routing-contentfiltering/td -p/1268520

83. DoubleNAT

When one firewall/router is behind another firewall/routethat combination is called doublNAT. Each router
performs Network-AddressTranslation (NAT.Each roiter will introduce a small time delay as it processes IP
packets. If you are running a server behind your (inner) router, then Double NAT can be particularly difficult to
configure. Most people in the tilquiti forums hate DoublNAT.

hyOS (KS 8 fRewdlhe? bedrénbldled/configured, the EdgeRoutean(but does not have tohe

dz:

your mainandonly routerw SYSYo SNJ (12 NBLIX I OS IyR (KSYy NBY2@3% (KS

as yourinternet facingrouter.

84. Configuring a Secord eging ERX

It is handy to have a second, alreachynfigured ERX on hand as a cold spari.you are considering using
0Adblocking and Blacklistiggrom section87, you couldconfigure one EX withAdblockingand one ERX
without Adblocking.Testing that featurés now as easy dke five minutes it takes tewap routers.

To configure &-cond TestingeRX, it is important that the IP address presentidthe WAN port NOT bwithin
one of our intenal IP addreseanges. Referenceection5 - EdgeRouter IP Address Usal Tablel - Table of
Networksfor that data

Normally your Setup/Testing PC would be wired dire@ththrough a switchji 2 & 2 dzNJ éXaSeakiguseNE
170¢ Typical Testing PC Setup

Mast Ethernet Optional Ethernet Setup /
asich Cable [FTSIE] Cable ;

< » Ethernet VRl
ER-X Eth3 Switch PC

Figurel70¢ Typical Testing PC Setup
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https://community.ubnt.com/t5/EdgeMAX/Restrict-WAN-Access-to-from-LAN-Clients-by-Specific-IP-By-Time/td-p/2083140
https://community.ubnt.com/t5/EdgeMAX/Restrict-WAN-Access-to-from-LAN-Clients-by-Specific-IP-By-Time/td-p/2083140
https://community.ubnt.com/t5/UniFi-Wireless/User-based-time-control-of-wifi-access/td-p/1490803
https://community.ubnt.com/t5/EdgeMAX/Time-control-parental-controll/td-p/1035259
https://community.ubnt.com/t5/EdgeMAX/Set-up-time-limits-for-kids-internet-access/td-p/1824135
https://community.ubnt.com/t5/EdgeMAX/Parental-controls-time-of-day-routing-content-filtering/td-p/1268520

One way of presenting a tfent IP address to the Secofiésting ERX, is tainsert your leftover consumer
router (with its LAN configured for 192.168.[0,1,2].X) before your Secondih@dsRX router.The Testing ER
then connects to youSetup/Testing PCSeeFigurel71¢ Second TestingERX Wiring

Ethernet Leftover Ethernet . Ethernet Setup /
Master Cable Consumer Router Cable Testing Cable Testing
ER-X Eth1-4  WAN LAN set to: LAN Eth ER-X Eth1-4
t 192.168.[0,1,2].X tho t PC

Figurel71¢ Second TestingERX Wiring
Another alternative is to use RIEZ37 addresses. @BuckeyeNet posted about them at:

https://community.ui.com/questions/Connectinwo-ERX-Routers/7e91a2f%3c34ece859a
558ab25d4940#answer/017707a0eb41e0b58cc2c30b35969

85. Ubnt Discovery

Recentlythe Ubnt Discovengervicehas shown up ian EdgeRouter Community posting:

https://community.ubnt.com/t5/EdgeRouter/Edge@8spondsto-udp-10001probeseven-if-serviceubnt/td -
p/1886105
aThe default WAN firewall policies added by the Basic Setup wizard will block all probes to UDP/TCP port 10001

and will prevent the EdgeRouter from being discoverable on the WAN.
Perhttps://help.ubnt.com/hc/enus/articles/204976244

If youstill want to disable this service, the following may help you:

[UBNTdiscover]- Add CLI command tashble "ubntdiscovery" daemonthus ER will stop responding to
discoery messages on 10001 UDP pdset service ubnidiscoverserver disablé.
Referencéhttps://community.ubnt.com/t5/EdgeMAXUpdatesBlog/EdgeMAXEdgeRoutesoftwarereleasevl-
10-0/ba-p/2233263

[Discovery} UBNT discovery daemon can be configured to listen to TCP discovery requests (by default it listens to
UDP only). This feature can be enbled with "set service-dimtoverserver potocol tcp_udp" CLI command
https://community.ubnt.com/t5/EdgeMAXUpdatesBlog/EdgeMAXdgeRoutesoftwarereleasevl1-10-7/ba-

p/2513718
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https://community.ui.com/questions/Connecting-Two-ER-X-Routers/7e91a2f5-53c3-4ece-859a-558ab25d4940#answer/017707ac-e0eb-41e0-b58c-c2c30b35969
https://community.ui.com/questions/Connecting-Two-ER-X-Routers/7e91a2f5-53c3-4ece-859a-558ab25d4940#answer/017707ac-e0eb-41e0-b58c-c2c30b35969
https://community.ubnt.com/t5/EdgeRouter/EdgeOS-responds-to-udp-10001-probes-even-if-service-ubnt/td-p/1886105
https://community.ubnt.com/t5/EdgeRouter/EdgeOS-responds-to-udp-10001-probes-even-if-service-ubnt/td-p/1886105
https://help.ubnt.com/hc/en-us/articles/204976244
https://community.ubnt.com/t5/EdgeMAX-Updates-Blog/EdgeMAX-EdgeRouter-software-release-v1-10-0/ba-p/2233263
https://community.ubnt.com/t5/EdgeMAX-Updates-Blog/EdgeMAX-EdgeRouter-software-release-v1-10-0/ba-p/2233263
https://community.ubnt.com/t5/EdgeMAX-Updates-Blog/EdgeMAX-EdgeRouter-software-release-v1-10-7/ba-p/2513718
https://community.ubnt.com/t5/EdgeMAX-Updates-Blog/EdgeMAX-EdgeRouter-software-release-v1-10-7/ba-p/2513718

86. Reserving &viceAddressesiia DHCP

When you have the ER reserve a DHCP address for a device, that device will always be presented with the same
IP address. This is useful for devices like servimis is different thaidfixingt I R S @ AFQiSgusually invdives
configuring the device itselfo use a certain IP address. Reserving addresses has the added benefit that the rest
of the DHCP settingsntinue to bepresented to the deviceStatic mapping is another term for reserving.

Beforeyou start reserving your own IP Addresses, other sections of this magldepend upon specific reserved
addresses for correct operation. | would suggest that you not reserve any of the addresses shabied
Table ofReserved Addredsr your general purpose devices.

ERX (192.168.3.1)
PiHolel 192.1681.2
PiHole2 192.1681.3

UniFi Conbller 192.1681.4
Reserved / Future Use 192.168.1.5192.168.1.9
Access Point 110 192.168.3.10 192.168.3.19

Table5 - Table ofReserved Address

Ensure your device is power@h and connected to the Network youisi.

Toreserve an IP address St SO0 (G KS a{ SNI FiQus2g Sedvides BudtofEnsure hat &S y O S
G5t/ { SNISNE G 0 ARgurébSEDECPISSriRedScredhiit écBrgddSHCRNe for your
Network;¥2f f2¢ AG (2 (GKS NAIKG aARST G2 GKS tAySQa a! O

presentedwithh f A&l 2F Q&N 2 Y BerpBaiz22 ¥iSy Léass Button

Actlons -

View Leazes

Figurel72¢ View Lease Button

You will be presented with a DHCP Server Didlbig. dialog will contain lst of your devices which have acquired
a dynamic DHCP lease. $égurel73¢ DHCP Server LeasPialog
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DHCP Server - LAN1

Static MAC/IP Mapping Details
- ) o » Subnet: 192.168.4.0/24 Router: 192.168.4.1
PoolSize: | leased: | Available: Static Range Start: 192.168.4.38 DNS 1: 208.67.222.222
206 1 205 0 Range End: 192.168.4.243 DNS 2: 208.67.220.220
Unifi Controller: Status: Enabled
Search
IP Address « MAC Address & Expiration % Pool & Hostname < -
192.168.4.109 22:ef-20:55:92:77 2018/02/11 08:46:15  LAN1 ] Map Static IP
W

Showing 1 to 1 of 1 entries

Figurel73¢ DHCP Server Leas®ialog

To reserve an IP address for that deficet NS&aa GKS adaal LI {GF0A0 Lté¢ odzitzy
correct device. You will be presentégyurel74¢ StaticlPMapping Dalog

Add to Static MAC/IP Mapping o

IP Address * 192.168.4.109
Mac Address * 22-ef:2d:55:92:77
DS - .

A Save

Figurel74¢ StaticlP Mapping Dalog.

You can modify the IP address to a different one or just leave it. If you modify it, only change the last octet (the
frad ydzyoSN»0O t NBaa a{l @S¢z ({fgdyhodilidd2na BesdntedSP dldrdss, { S N.
82dz oAttt §E8REGRYRNBNSYS6é GKS RSOAOSA ToviewlstRiRIRE aa |
NEASNDI GA2yaY FAYR (G(KS ! OliA2ya 0 dziSkeFigurel7bqgChnfigbe A O1 i K
Static Ma Button.

Actlons ~

View Leases
Configure Static Map
View Details

Delete

Dizable

Figurel75¢ Configure Static Mp Button.

You will be presented with a list of reserved IP addresses for the clii4@n serverSeeFigue 176 ¢ StaticlP
Mapping Dialog
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DHCP Server - LANT

Static MAC/IP Mapping Details
_ " o - Subnet: 192.168.4.0/24 Router: 192.168.4.1
PoolSize: | Leased: | Available: Static Range Start: 192.168.4.38 DNS 1: 208.67.222.222
205 0 205 1 Range End: 192.168.4.243 DNS 2: 208.67.220.220
Unifi Controller: Status: Enabled

| create new Mapping | S | |
Name = MAC Address & IP Address $ .
] 22:6f2d:55:92:77 192.168.4.109 Actions ¥ v
Showing 1 to 1 of 1 entries

Figue 176¢ StaticlP Mapping Dialog

Note that you may need to rboot these newlyreserved devices, to ensure that they acquire the correct / newly
reserved addreges)
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87. Adblacking and Blacklisting

Thisis optional.Thisseensto work flawlesslyAlso referencesection88 - PkHole Networkwide Ad Blocking

You should note beforinplementing this sectiothat some web sitesweb pages/ou may wish to visit will be

blocked by thizode. In some cases you may not be able to determine which URLs in the blocking lists are
blocking which sitespage@ 2 dz ¢ yi (2 @GAairix Fa a2YS ¢ Siaed Niee f Ay a
I R @S NXEitasavll habv Be blockedhis inclués some Google searches.

There are a number of similar posts with different version numHbdnad to use an SSidckage (e.g. putty for
Windows)to paste the following commandato the EdgeRouteras the CLR 2 S &e€@ fosupport copy / paste.

Referene:

https://community.ubnt.com/t5/EdgeMAX/DNBdblockingamp-BlacklistingdnsmaseConfiguration/td
p/2215008

https://community.ui.com/questions/DN&dblockingand-BlacklistinednsmasgConfiguration
IntegrationPackages1-2-4-5/eb05f1b253164a808221-5e8b02575da4

See alsohttps://github.com/britannic/blacklist

The followingext is cachedrom the aboveURLwhen thestated versiorwas atvV12.4.5 (i.e. January 2021} his
installation is via a .deb package. An-gpt installation method is also available on that page.
You should checkor updatedinformationand use the newestode and any newer gictions.

First ensure the router has enough sp42dines):
sudo ap t - get clean cache
delete system image

Installation 2 lines):

cul -L -O
https://raw.githubusercontent.com/britannic/blacklist/master/edgeos -
dnsmasq- blacklist 1.2.4.5 mipsel.deb

sudo dpkg -iedgeos -dnsmasq- blacklist 1.2.4.5 mipsel.deb
Removalif ever wanéd (1 line):
sudo apt -getremove -- purge edgeos - dnsmasq- blacklist

Upgrade:

Since dpkg cannot upgrade packages, follow the instructions under Instaltatd the previous package
version will be automatically removed before the new package version aletst

There is much more listed at this post.

When | installed this, | saw the following lfne
Total entries found: 5258
Total entries extracte8054
Total entries droppe@7204
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https://community.ubnt.com/t5/EdgeMAX/DNS-Adblocking-amp-Blacklisting-dnsmasq-Configuration/td-p/2215008
https://community.ubnt.com/t5/EdgeMAX/DNS-Adblocking-amp-Blacklisting-dnsmasq-Configuration/td-p/2215008
https://community.ui.com/questions/DNS-Adblocking-and-Blacklisting-dnsmasq-Configuration-Integration-Package-v1-2-4-5/eb05f1b2-5316-4a80-8221-5e8b02575da4
https://community.ui.com/questions/DNS-Adblocking-and-Blacklisting-dnsmasq-Configuration-Integration-Package-v1-2-4-5/eb05f1b2-5316-4a80-8221-5e8b02575da4
https://github.com/britannic/blacklist

Somemore Inks:
https://britannic.github.io/blacklist/#frequentlyaskedquestions
https://qgithub.com/britannic/blacklist/blob/master/ CHANGELOG.md

https://britannic.github.io/blacklist/#frequentlyaskedquestions

There is also an associated project locatedhéps://github.com/britannic/pixelsen{which I have not tried.)

Reference the following from his post:
dnsmasg may need to be configured to ensure blacklisting works correctly

Here is an example using the EdgeOS configuration shell

configure

set service dns forward ing cache - size 2048

set service dns forwarding except - interface [Your WAN i/f]

set service dns forwarding name - server [Your choice of IPv4 Internet Name -
Server]

set service dns forwarding name - server [Your choice of IPv4 Internet Name -
Server]

set service d ns forwarding name - server [Your choice of IPv6 Internet Name -
Server]

set service dns forwarding name - server [Your choice of IPv6 Internet Name -
Server]

set service dns forwarding options bogus - priv

set service dns forwarding options domain - needed

set servic e dns forwarding options domain=mydomain.local

set service dns forwarding options enable -ra

set service dns forwarding options expand - hosts

set service dns forwarding options localise - queries

set service dns forwarding options strict - order

set service dns forwarding system

set system name - server 127.0.0.1
set system name - server "::1'
commit; save; exit

For testing) picked avell-knownadvertisementite owned by Googlétried andO2 dzf Ry Qi 3 S

Thanks to @ritannicfor this.

Also referencénttps://github.com/britannic/blacklist#frequentiyaskedquestionsespecially the sgtion titled
0EdgeOS dnsmasq Configuratiohhis appears to be the sanext as above.
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https://britannic.github.io/blacklist/#frequently-asked-questions
https://github.com/britannic/blacklist/blob/master/CHANGELOG.md
https://britannic.github.io/blacklist/#frequently-asked-questions
https://github.com/britannic/pixelserv
https://community.ubnt.com/t5/user/viewprofilepage/user-id/258183
https://github.com/britannic/blacklist#frequently-asked-questions

88. PiHole Networkwide Ad Blocking

I have not(yet)tried this. LooksVERYnteresting. Also Reference sectia®7 - Adblocking and Blacklistingnd 89
- Other Security Items

Reference:
https://pi-hole.net/

Ubiquiti Linkgsee also the entire threads, if needed)
https://community.ubnt.com/t5/EdgeRouter/Interceptinrand-ReDirectingDNSQueries/tdp/1554378/paqge/2
https://community.ubnt.com/t5/EdgeRouter/RedirediardCodedDNSw-EdgeRouter/np/2354331#M208753

Above links are fromhttps://community.ubnt.com/t5/EdgeRouter/RedireddNSto-Pihole/m-
p/2389150/highlight/true#M212068

More Links:

https://community.ui.com/questions/Redireeal-DNSrequeststo-pi-hole/8da9f082147f4185a64 -
f4d454ec0Oec4

https://community.ui.com/questions/Forcelientsto-usepihole-asDNS/8013d6ft29a4c2b-8cd2
89ccl5ee763b#answer/2f0843a8119-45aeb5d4-c98b24b544b8

https://community.ui.com/questions/Helgettingup-PrHole/3697b5¢479d44a5891d87409004237a5
https://community.ui.com/questions/SOLVHPhole-acrossVLANs/0b3090286724388a3603332594a5da6

https://community.ui.com/questions/Resolviaglient-nameswith-edgerouter-in-pihole/683579bal477-4e86-
91465f99d30e607f

https://community.ui.com/questions/RHole DHCBehaviorcanERX-Do-This/14e9f75372b0-4b28-abec
98a0de00del6

https://www.mvyhelpfulguides.com/2018/07/30/redirecthard-codeddnsto-pi-hole-usingedgerouterx/
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https://pi-hole.net/
https://community.ubnt.com/t5/EdgeRouter/Intercepting-and-Re-Directing-DNS-Queries/td-p/1554378/page/2
https://community.ubnt.com/t5/EdgeRouter/Redirect-Hard-Coded-DNS-w-EdgeRouter/m-p/2354331#M208753
https://community.ubnt.com/t5/EdgeRouter/Redirect-DNS-to-Pi-hole/m-p/2389150/highlight/true#M212068
https://community.ubnt.com/t5/EdgeRouter/Redirect-DNS-to-Pi-hole/m-p/2389150/highlight/true#M212068
https://community.ui.com/questions/Redirect-all-DNS-requests-to-pi-hole/8da9f082-147f-4185-a647-f4d454ec0ec4
https://community.ui.com/questions/Redirect-all-DNS-requests-to-pi-hole/8da9f082-147f-4185-a647-f4d454ec0ec4
https://community.ui.com/questions/Force-clients-to-use-pihole-as-DNS/8013d6ff-c29a-4c2b-8cd2-89cc15ee763b#answer/2f0843a6-4d19-45ae-b5d4-c98b24b544b8
https://community.ui.com/questions/Force-clients-to-use-pihole-as-DNS/8013d6ff-c29a-4c2b-8cd2-89cc15ee763b#answer/2f0843a6-4d19-45ae-b5d4-c98b24b544b8
https://community.ui.com/questions/Help-Setting-up-Pi-Hole/3697b5c4-79d4-4a58-91d8-7409004237a5
https://community.ui.com/questions/SOLVED-Pi-hole-across-VLANs/0b309023-6672-4388-a360-3332594a5da6
https://community.ui.com/questions/Resolving-client-names-with-edge-router-in-pihole/683579ba-1477-4e86-9146-5f99d30e607f
https://community.ui.com/questions/Resolving-client-names-with-edge-router-in-pihole/683579ba-1477-4e86-9146-5f99d30e607f
https://community.ui.com/questions/Pi-Hole-DHCP-Behavior-can-ER-X-Do-This/14e9f753-72b0-4b28-abec-98a0de00de16
https://community.ui.com/questions/Pi-Hole-DHCP-Behavior-can-ER-X-Do-This/14e9f753-72b0-4b28-abec-98a0de00de16
https://www.myhelpfulguides.com/2018/07/30/redirect-hard-coded-dns-to-pi-hole-using-edgerouter-x/

Other Links:
https://community.ubnt.com/t5/EdgeRouter/RedireddDNSto-Pihole/m-p/27189P

https://community.ubnt.com/t5/EdgeRouter/Pleaseelp-me-work-out-how-to-set-up-DNSdetailsinside/m-
p/2745497

https://community.ubnt.com/t5/EdgeRouter/confidpr-an-internakDNSserverpihole-works-but-client/m-
p/2669894

https://community.ubnt.com/t5/EdgeRouter/EX-PiHole-and-crossinterfacecommunication/mp/2517626

https://community.ubnt.com/t5/EdgeRouter/ForcinBNSto-PiHolew-DNATAllowingfor-BackupDNSserver/td-
p/2458039

https://community.ui.com/questions/ER-PiHoleDNSredirection/00cf6de?20a242f-b85e-32d37e7114a8

https://community.ui.com/questions/ERMont-failoverto-other-DNSserversif-Piholecantbe-
reached/a2f26aexlee348b4-84b5485fe24c66b7

https://community.ui.com/questions/EdgeRoute&i-DNSand-PirHole/021fc6d 74b03-4f9f-8dd9-40092c99e20f
https://community.ui.com/questions/Separatethl-and-eth2-for-loT/882fbb23488941c39ae267374cdba772

ExternalLinks

https://www.derekseaman.con019/10/redirecthard-codeddnsto-pi-hole-usingubiquiti-edgerouter.html

https://www.myhelpfulguides.com/2018/07/30/redirechard-codeddnsto-pi-hole-usingedgerouterx/

https://www.reddit.com/r/Ubiquiti/comments/7p457d/ubiquiti edgerouter x with a pihole/
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https://community.ubnt.com/t5/EdgeRouter/Redirect-DNS-to-Pi-hole/m-p/2718992
https://community.ubnt.com/t5/EdgeRouter/Please-help-me-work-out-how-to-set-up-DNS-details-inside/m-p/2745497
https://community.ubnt.com/t5/EdgeRouter/Please-help-me-work-out-how-to-set-up-DNS-details-inside/m-p/2745497
https://community.ubnt.com/t5/EdgeRouter/config-for-an-internal-DNS-server-pihole-works-but-client/m-p/2669894
https://community.ubnt.com/t5/EdgeRouter/config-for-an-internal-DNS-server-pihole-works-but-client/m-p/2669894
https://community.ubnt.com/t5/EdgeRouter/ER-X-Pi-Hole-and-cross-interface-communication/m-p/2517626/
https://community.ubnt.com/t5/EdgeRouter/Forcing-DNS-to-PiHole-w-DNAT-Allowing-for-Backup-DNS-server/td-p/2458039
https://community.ubnt.com/t5/EdgeRouter/Forcing-DNS-to-PiHole-w-DNAT-Allowing-for-Backup-DNS-server/td-p/2458039
https://community.ui.com/questions/ER-4-PiHole-DNS-redirection/00cf6de7-20a2-42ff-b85e-32d37e7114a8
https://community.ui.com/questions/ERX-wont-failover-to-other-DNS-servers-if-Pihole-cant-be-reached/a2f26ae5-4ee9-48b4-84b5-485fe24c66b7
https://community.ui.com/questions/ERX-wont-failover-to-other-DNS-servers-if-Pihole-cant-be-reached/a2f26ae5-4ee9-48b4-84b5-485fe24c66b7
https://community.ui.com/questions/EdgeRouter-4-DNS-and-Pi-Hole/021fc6d7-4b03-4f9f-8dd9-40092c99e20f
https://community.ui.com/questions/Separate-eth1-and-eth2-for-IoT/882fbb23-4889-41c3-9ae2-67374cdba772
https://www.derekseaman.com/2019/10/redirect-hard-coded-dns-to-pi-hole-using-ubiquiti-edgerouter.html
https://www.myhelpfulguides.com/2018/07/30/redirect-hard-coded-dns-to-pi-hole-using-edgerouter-x/
https://www.reddit.com/r/Ubiquiti/comments/7p457d/ubiquiti_edgerouter_x_with_a_pihole/

89. Other Security Items
Here ardinks to other security items. | have not tried any of these.
https://community.ui.com/questions/Emerging hreatsBlacklist/62a9549%eldae 4631-941d-b0878b2a13e0

https://community.ui.com/questions/GEQP-Blocking/8a641al4ded3463f9ch4c685def85bf7?page=2
https://www.ipdeny.com/ipblocks/
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https://community.ui.com/questions/Emerging-Threats-Blacklist/62a9549e-ddae-4631-941d-b0878b2a13e0
https://community.ui.com/questions/GEO-IP-Blocking/8a641a12-1ed3-463f-9cb4-c685def85bf7?page=2
https://www.ipdeny.com/ipblocks/

90. (palesingthe Wired lot and WH lot Networks

This section allows the coalescence of the Wired lot andiVdit Networks. | HIGHLYecommend that this
section be followedAmong other items, tlsicombinesthe Wired IOT Network (as 192.168.4.X) and theeWOT
Network (as 192.168.7.4} a single Network / Subnethis involves enabling switchO to be VLAN Awaiteere
are other advantages tdeing VLAN Awareee links, below.

When configurig switchO to be VLAN Aware, it is importamNOT be connected to an EdgefRer port which is
using switchO. | used the Wired Separate Network (which is not in swifcydu followed previous sectiopfor
these reconfiguration steps. | locked myselfitoof my ERX EdgeRouter (and had to factory reset / reload the
baseconfiguration) about times while researching and writing this sectidau should generatenaEdgeRouter
backup, right nowif you are going to implement this

To convert the EX to beng VLAN Aware, perform the following.
Login to EdgeRouter
The followingtemporarily)allows the Wired Separate Network to access the EdgeRouter itself.

Firewall/NAT
Firewall Policies
WIRED_SEPARATE_LOCAL > Actions - > Configurati on
Default Action: Accept
Save Ruleset

Disconnect your computer's Ethernet cable from eth3 / Home Network. Wait 5 to 10 secondsnri®et your
computer's Ethernet cable to eth2 / Wired Separate Network.

Open a new Broves window/tab and enter a URL of 192.168.5.1 and Login to the EdgeRouter

Now we are connected to the EdgeRouter without using switchO.

Move the Home Network Address setup from switchO thlvi

Dashboard
Home Net switchO - > Actions - > Config
Config Tab
Address: No address
Save
Dashboard
Add Interface
Add VLAN
VLANID: 1
Interface:  switchO
Description: Home N et
MTU: 1500

Address: Manually define IP Address
192.168.3.1/24
Save

Remove the address range from Wired lot Network.

Dashboard
Wired lot Net/ e thl -> Actions - > Config
Address: No address
Save
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Remove firewall rules from Wired lot Network.

Firewall/NAT
Firewall Policies
WIRED_|OT_LOCAL - > Actions - > Edit Ruleset

Rules Tab
Rule 2 - > Action - > Delete Rule . Yes
Rule 1 -> Action - > Delete Rule . Yes

Interfaces Tab
Set Interface --
Set Direction T
T Remove
Save Ruleset
WIRED_IOT_LOCAL - > Actions - > Delete Ruleset , Yes

Delete the Wired lot Network DHCP server.

Services
DHCP Server
WiredlotDHCP
Actions Delete
Yes

Move Home Network firewall rules from switchO tal i

Firewall/NAT
Firewall Policies
HOME_OUT Actions - > Interfaces
Interfaces: switch0.1
Save Ruleset

Pagel600f 198

4/21/2021



Enable switchO to be Vlan Aware
Note: If the dialog gets stuck, click ti@onfig Tab, thenlick theVlan tab to refreslthe dialog/ size

Note thatl haveadded ¢eth3 vid 6,7 ,8 € to this configuration, which isuggested bubptional. This is

needed, f youwill everbe wiringextraAccess Poil) through an Ethernetswitch connected to ethReference
Method1A1B in section11 - About UsingTwo or More Ubiquiti AccessPoints. ¢ KA & KIF a GKS LRaGSy i
VLAN data out portteé3 to any connected device, dependent upon your type and model of external switch. This
should not be a problem; this is a home setup, not an enterptis@u think devices are snoopingniss

behaving, they shouldertainly NObe connect to theHomeNework, maybe not eveibe connected to the IOT

Network.

Dashboard
SwitchO Config
Vlan
Vlan Aware Enable d checked
eth 0 UNCHECKED
ethl checked
ethl pvid 7
eth2 UNCHECKED
eth3 checked
eth3 pvid 1
eth3 vid 6,7,8
eth4 checked
eth4 pvid 1
eth4 vid6,7 .8
Save

Disconnect your computer's Ethernet calilem eth2 / Wired Separate Network. Wait 5 to 10 seconds.
Reconnect your computer's Ethernet cabledth3 / Home Network. Open a new Browser window/tab and enter
a URL of 192.168.3.1 and Login to the EdgeRouter

The following restores the WireBepara¢ Network firewallrestrictions

Firewall/NAT
Firewall Policies
WIRED_SEPARATE_LOCAL> Actions - > Configuration
Default Action: Drop
Save Ruleset

If youfollowed an earlier version of this guide asiill haveWifilotDHCPyou may want to renamé to be
IotDHCPwith the following commands:

configure

edit service dhcp - server

rename shared - network - name WifilotDHCP to shared - network - name lotDHCP

top

commit

save

exit
https://community.ui.com/questions/Renam®HCPserver/4eccl159D7744922-97f2-
dc400065c92attanswer/e6cf5alB2342fd-8736:6d6b0c.1896
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https://community.ui.com/questions/Rename-DHCP-server/4ecc159f-9774-4922-97f2-dc400065c92a#answer/e6cf5a55-9423-42fd-8736-6d6b0c011896
https://community.ui.com/questions/Rename-DHCP-server/4ecc159f-9774-4922-97f2-dc400065c92a#answer/e6cf5a55-9423-42fd-8736-6d6b0c011896

You may also want to change the DNS forwarding to matcmowartbeing VLAN aware. Similar to what was €on
in section23 - dnsmascand in sectior?29 - DNSForwarding enter the data shown irFigurel77¢ DNS
ForwardingVLAN Awarg 2dz gAtf fa2 ySSR (2 LINBaa (GKS a! LI &¢

DHCP Server DNS PPPoE

DNS Forwarding

Cache 5ize | 200 | i)

Interface * [ switch0.1 v
[ switch0.§ v ‘ — Remove |
[Switch0.7 ] | = Remove |
|3w'rtch[|.5 vl ‘ — Remove |

| + Add Listen Interface ‘

® Delete | | @ Cancel | B Save

Figurel77¢ DNS ForwardingVLAN Aware

At this point, | suggeghat you backup your new configation.

GeneralReferences:

Collection of links, inétd Harmoush's Practical Networking site
https://community.ui.com/questions/Settinaup-VLANausingEdgerouterl 2Rand-Unifi-APs/cachf25693 7+
4665b30d-a92b99db06b5#answer/a99bfdd®c41-4032-ac2500d445b96853

An interesting switch command:
https://community.ui.com/questions/Edgerder-X-PortMirroring-Issue/fdc37e530d3f-4b38bf15
d92d57f5c84b#answer/41642882ef8-4310ae2637b32a143578

https://help.ubnt.com/hc/enus/articles/11501270087-EdgeRoutei/LANAware-Switch
https://github.com/mjp66/Ubiquiti/issues/5

https://community.ubnt.com/t5/EdgeRouter/EdgeRoutkinter-VLANrouting-issuesHowI-solvedit/td -
p/1813187

https://help.ubnt.com/hc/entus/articles/21799097& dgeRoutelConfigurean-EdgeRoutensa-Layer2-Switch
https://community.ubnt.com/t5/EdgeRouter/Settindy LANs-with-ERXbroke-it-completely/td-p/1917708
https://community.ubnt.com/t5/EdgeRouter/EdgRouterX-as-Switchwith-VLANNeedHelp/td-p/1992908

https://community.ubnt.com/t5/EdgeRouter/Hovio-configureEdgeRouteX-asswitch-repostedat-differnt/m -
p/2635039/highlight/true

https://community.ubnt.com/t5/EdgeRouter/Edgeouter-X-SFPVLANs/td-p/1971128
https://help.ubnt.com/hc/enus/articles/11501270096-EdgeRoute’/LANAware-Switch
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https://community.ui.com/questions/Setting-up-VLANs-using-Edgerouter-12P-and-Unifi-APs/cacbf252-6937-4665-b30d-a92b99db06b5#answer/a99bfdd3-3c41-4032-ac25-00d445b96853
https://community.ui.com/questions/Setting-up-VLANs-using-Edgerouter-12P-and-Unifi-APs/cacbf252-6937-4665-b30d-a92b99db06b5#answer/a99bfdd3-3c41-4032-ac25-00d445b96853
https://community.ui.com/questions/Edgerouter-X-Port-Mirroring-Issue/fdc37e51-0d3f-4b38-bf15-d92d57f5c84b#answer/4f64288a-2ef8-4310-ae26-37b32a143578
https://community.ui.com/questions/Edgerouter-X-Port-Mirroring-Issue/fdc37e51-0d3f-4b38-bf15-d92d57f5c84b#answer/4f64288a-2ef8-4310-ae26-37b32a143578
https://help.ubnt.com/hc/en-us/articles/115012700967-EdgeRouter-VLAN-Aware-Switch
https://github.com/mjp66/Ubiquiti/issues/5
https://help.ubnt.com/hc/en-us/articles/217990978-EdgeRouter-Configure-an-EdgeRouter-as-a-Layer-2-Switch
https://community.ubnt.com/t5/EdgeRouter/Setting-VLAN-s-with-ERX-broke-it-completely/td-p/1917708
https://community.ubnt.com/t5/EdgeRouter/Edge-Router-X-as-Switch-with-VLAN-Need-Help/td-p/1992908
https://community.ubnt.com/t5/EdgeRouter/How-to-configure-EdgeRouter-X-as-switch-reposted-at-differnt/m-p/2635039/highlight/true
https://community.ubnt.com/t5/EdgeRouter/How-to-configure-EdgeRouter-X-as-switch-reposted-at-differnt/m-p/2635039/highlight/true
https://community.ubnt.com/t5/EdgeRouter/Edge-router-X-SFP-VLAN-s/td-p/1971128
https://help.ubnt.com/hc/en-us/articles/115012700967-EdgeRouter-VLAN-Aware-Switch

https://community.ubnt.com/t5/EdgeRouter/riddlene-this-ERX-how-do-I-set-a-native-VLANon-the-switch/m-
p/2667164/highlight/tue

https://community.ubnt.com/t5/EdgeRouter/EdgeRoute¢VLANconfigfor-switchOwith-LANand-VLANon-
same/mp/2666616/highlight/true

https://community.ubnt.com/t5/EdgeRouter/lockedut-of-edgerouterafter-vlanconfig/m-p/2557366

Differences betweeteingVLAN Aware and N@Eing VLAN Aware

https://community.ubnt.com/t5/EdgeRouter/riddlene-this-BR-X-how-do-I-set-a-native-VLANon-the-switch/m-
p/2667164/highlight/true#M240023

https://community.ubnt.com/t5/EdgeRouter/EdgeRoute¢VLANconfigfor-switchGwith-LANandVLANon-
same/mp/2666758/highlight/true#M239994

https://community.ubnt.com/t5/EdgeRouter/EdgeRoute¢VLANconfigfor-switchOwith-LANand-VLANon-
same/mp/2666758/highlight/true

Thee is also a discussi@ https://github.com/mjp66/Ubiquiti/issues/35

Thispostingperforms similar actionsbut allfrom the CLI interface:
https://community.ubnt.com/t5/EdgeRoter/ERXUnifi-VLANGuestPortal/m-
p/2755024/highlight/true#M249244
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91. Simple Network Management Protocol (SNMP)

To enable the EX to be a source of SNMP data, firslB a4 & G KS & { ReletekcaFigure®qSysieth y ®
Button. Find the SNMP Agentation, fillkKA y G KS GKNBS FASt Rax | yARyur€@®B§O|l 9y I
Sample SNMP configuration

The ERX appears to support both version 1 and version2(c). Version 2 supports 64 bit counters.lyldezority
g AflofS Aa G2 OKFy3aS GKS {bat O2YYdzyAdGe aAdNAy3 (2

SNMP Agent
Enable
SNMP community: | public
Contact: | your@email here

Location: | our_Location

Figurel78¢ Sample SNMP configuration
There is a huge list of SNMP programs which could monitor ytemdSome | have seen referenced are:

Snmpwalk (Referenced il\ppendix ¢
Cacti

NetworX / LibreNMS / PRTG

Nagips / Zabbix / Dude

OpenNMS

MRTG

Grafana / InfluxDB / Telegraf (SeeAppendix ©
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92. What devices should be placed on which Network?

Some devices could go either on the Home Network or on the lot Network.

I'll use an Amazon Echo as the first example. The echo can execute just finadrtmnNetwork. The Echo

typically uses a smaphone app to control itYour phone / tablet is typicalgttached tothe Home Network.l
LINB&adzyS GKIFG GKS 1'YFT2yQa LI A& | Oldatte IF2Ay 3 2 dz
Echo could also be placed on the Home Network. Siheeetho gets regular updates from Amazon, and Amazon

is, presumably, smart enough to keep their device secure, | don't see having this device on the Home Network as a
real problem.

Then there are devices | would NOT let on my Home Network. These areddeviteKk A OK R2y Qi NBOSA
updates, devices which likely connect to some web service, or devices which ultimately come from Chinese
YIydzFlF OGdzZNBNE® aé SEFYLI Sa 2F GKS&aS RSOAOSa g2dA R 6
. dzf 0 é€... Wwho Béws what is happening inside these devices firmware? Are there hard coded logins

passwords / open telnet ports / etc...? Hackers may be able to easily penetrate these devices, and then they are
inside the Network these devices are connected to.

LT &2dz OFyQil GStf 2N GSad GKS aSOdaNnGe 2F | RS@OAOS:
YIEydzFlF OGdzNBENE LQR Llzi dGKFd RSGAOS 2y GKS L23G bSiég2N.
having them on my Homietwork, right alongside my household personal computers.

This is ultimately a convenience vs security trade off. Choose carefully. By even having an lot network, you can
now choose which Network to put your stuff onto.

This is from a discussionfatps://github.com/mjp66/Ubiquiti/issues/18
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93. Device Discovery Across Networks / Subnets

This subjecis complicated. This section and the next couple of sections are all related. Your mileageywals
everybody has a differerset of equipment, which relies on different discovery methods. The Networks involved
will typically be theHome Network and one or more of the lot Network(s).

HelpLink:
https://help.ui.com/hc/enus/articles/11500152926WniFiManagingBroadcas{T raffic

Related Links:
https://community.ubnt.com/t5/EdgeRouter/IO-WLANmulticaststill-not-working/m-p/2739880
https://community.ubnt.com/t5/EdgeRouter/Chromecasaffic-between-VLANS/mp/2381712
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94. Multicast DNS

The use of MDNS between Networks, was suggestedpn://github.com/mjp66/Ubiquiti/issues/29with a link
of: https://www.youtube.com/watch?v=1mjdkki2plY

| believe MDNS allowdients to resolve host names within a subnet / Network. By adding multiple interfaces, this
extends the service across multiple Networks. R2 y Qi | y 2 ¢ dafiohsiihiséxter@idgnight BaveA Y LI A

The following interfaces may be differefor you, dependingupon what Networks you are trying tepeat/
connectandif you choose to implemertieingVLAN Aware. Reference sect@® This exanple connects Home
Net and ot Net on a VLAN Aware system.

MDNS can be enabled via the CLI or via the Config Tree. To eiaathle €onfig Tree, open up tiservice->
mdns-> repeater submenus.Enter in your interfacesnd then click Preview. S&&gurel79¢ MDNS Setup
Example.

Configuration service / mdns / repeater : mDNS repeater configuration
¥ service —
b dhcp-relay + interface switchQ.7 = Remove
¥ dhcp-server —
R Tt gwitchi. 1 — Remowve
b dhcpve-server + + Add
F dns —
Fogui —
k lldp +
¥ mdns =

¥ reflector 4+
} repeater —
P nat —

Figurel79¢ MDNS Setup Example.

While trying to determine the impact of mdns, | had trouble disabling this feature via the Config Tree, so | used
the following commands via the command line interface to disable this service.

configure

delete service mdns re peater
commit

save

exit

Note there is also éimilar?)mMDNS reflector service, which is available.

Seems gu will also need tallow UDP port 5353hroughtheEedgeR? dzii S NI dto getinRIEID wdrk | was
able to operatea Google Chromecaattached to thelOTNetwork, by a smartphone attached to the HOME
Network,by allowinga firewall exception.
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Attach the following rule tgWIFI_/ WIRED) IOT_LOCAL

rule 3 {
action accept
description "Allow mDNS"
destination {
port 5353

}

log disable
protocol udp
source {

group {
}

SeeFigurel80 ¢ MDNSAllow Port 5353 for IQTor a screenshot of the same rule.

Ruleset Configuration for IOT_LOCAL

Configuration Interfaces
Order Description Source Destination Protocol Action
1 Allow DHCP port 62 port 67 udp accept Actlons
2 Allow Only OpenDNS port 32 tcp_udp  accept
address-group Actlons -
OPENDMS_SERVERS GROUP
3 Allow mDNS port 5353 udp accept Actlons ¥

Figure180 ¢ MDNSAIllow Port 5353 for IOT

At one point while installing th€hromecast, | also added the following rule to HOME_OUT:

rule 60 {
action accept
description "Allow mDNS Discovery"
destination {
port 5353

}

log disable
protoc ol udp
source {

group {
address - group ADDRv4_switch0.7
}

}
}
I no longer have this rule enabled, and the Chromecast still seems tq stkisrule is probably not needed

| have heard that@me devices may (also OR instead) need port 1900 opened up, similarly to port 5353.

Pagel68of 198 4/21/2021



Referencehe following links:

https://community.ui.com/questions/ChromecafdiscoveryAcrossVLANs/b4916fcih8064969-a730
9d2d82780b33#answer/1cc83120284c769f1e-2001879a373a

https://github.com/mjp66/Ubiquiti/issues/47

See also the following posts:
https://help.ui.com/hc/enus/articles/36003525655EdgeRoutemDNSRepeater
https://community.ubnt.com/t5/EdgeRouter/mDNBonjour-forwarding/td-p/414093/

https://community.ubnt.com/t5/EdgeRouter/mDN®rwardingso-that-iPhonecancommunicatewith-iTunes
on-a/m-p/1752138/

https://community.ubnt.com/t5/EdgeRouter/MulticasBonosPhorusamp-PlayFiBroadcas?55-255-255-255
It/td -p/1259616

TTL:
https://community.ui.com/questions/SOLVHEBroadcasiacrossvlanAlexamDNSand-igmp-proxy/32b5244f
046640e2ac822e4eceb355h9

Possible multiple interfaces:
https://community.ui.com/questions/MDNRRepeater/d30f907m42c45ca848d-dfcf5d307ed0
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https://community.ui.com/questions/SOLVED-Broadcast-across-vlan-Alexa-mDNS-and-igmp-proxy/32b5244f-0466-40e2-ac82-2e4eceb355b9
https://community.ui.com/questions/MDNS-Repeater/d30f907b-a42c-45ca-848d-dfcf5d307ed0

95. Simple Service Discovery Protd&3DR)igmp-proxy

SSIP is a discovery protocol usey bniversal Plug and Pl@yPnP.)Note that this protocol (SSDP) does not need

to open holes in your WAN firewadl operate This protocol uses UDP packets sent to a fixed IP adtpessfor
RAZO0O2OSNAY3I RSOAOSa P L rerpeofed o wirkasrgs} twaiibidetsd.etiINBiiok©O 2 £ & |
| have been able to get the SBiscovery packets to be transferred / copied from the Home Network to the lot
Networkby using an ignyproxy serviceln order to get the SSDP replies back, | had to open up holes in the

firewall from the lot Network back into the Home Network. Not great, but what is needed if you want to discover
devices on the lot Network from a device on the Home Netwibikwere opening up firewall holes, | would

reserve IP address for thetldevicgs), andthen only open(UDB holes in the Home Out firewall for those specific
devicereplies Reference sectiof4- HOME_OUT Firewall Rukesd sectior86 - Reserving BviceAddressesvia

DHCP

The following interfaces may be different for you, depending upon what Network you are tryghgctver from
which other Networkand if you choose to implement being VLAN Aware. Reference section 79. Thiseexampl
allows devices on thiot Netto be discovered from the Home Netm a VLAN Aware system.

To enable ignmyproxy, use the CLI / putty / SSH to issue the following commands:

configure

set protocols igmp - proxy interface switch0.1 role upstream

set protocols igmp - proxy interface switch0.7 role downstream

set protocols igmp - proxy interface switch0.1 threshold 1

set protocols igmp - proxy interface switch0.1 alt - subnet 0.0.0.0/0
set protocols igmp - proxy interface switch0.7 threshold 1

set protocols igmp - proxy inte  rface switch0.7 alt - subnet 0.0.0.0/0

commit ; save
To check the igmproxy, issue the following comman@gu may need to wait several seconds)

show ip multicast mfc
show ip multicast interfaces

To remove the igmyproxy services, issue the following commda

configure
delete protocols igmp - proxy
commit ; save

My ER- Qa -proRy¥sédmsto restart, with no problemsafter a controlled shutdown / restart.
Thisfollowing linkmay or may not be relevant:
https://community.ubnt.com/t5/EdgeRouter/IGMIproxy-not-starting-automaticallyafter-reboot/td -p/2095339

Referencdahese specificatios(seeDiscovery sections)

http://upnp.org/specs/arch/UPnRarch-DeviceArchitecturesl.1.pdf

http://upnp.org/specs/arch/UPnRarch-DeviceArchitectures2 0.pdf
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This isaweird protocol. The device doing the discovery sends out a UDP paseiewhatformatted as HT TP

data, to a nonexisting IP address of 239.255.255.26th a destinationport of 1900. SSDP listeners (somehow)

receive this packetventhough they areactuallyon adifferent (for us:192.168.X.XNetworkand (should)

respond back to thé Sy Rr&aNdRiginating)lPaddress port numberg A 1 K G KSA NI ¢ RAa023OSNI 6

Nowthis getseven weirder | have a Rokdeviceon my lotNetwork. It responded back TWICE, saying it was from
address / port:

192.1687.95/ 60000 (Correct)
andfrom

192.168.491 / 60000 (Incorrect)

The contents of theeply packets from the Rokeachcontained the correct IP address / part the Roku

ALOATI ON: http://192.168.7.95:60000/upnp/ dev/ ...
for the discoverer to be able to contact the Roku devidee seconghacket(which was addressed to
192.168.49.1prokethrough myoriginalHome Out firewall ruleReferencaupdated rules withirsection54 -
HOME_OUT Firewall Rul&éis is why | have switched over to using the full set of BR8 addresses.

Here are some related links:

https://help.ubnt.com/hc/enus/articles/360001004034niFiBestPracticedor-ManagingChromecasiGoogle
Homeon-UniFiNetwork

https://help.ubnt.com/hc/enus/articles/204961854£&dgeRouteSetup-IGMPRproxy-and-statistics

https://community.ubnt.com/t5/UniFRoutingSwitching/Configuré&Sonosacrosssubnetson-USG/tdp/1979899

Here is a command to see what is going through the firewall on port 1900:
sudo tcpdump - i switch0.1 port 1900 Twv
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96. socat- Multipurpose relay (SOcket CAT)

I have not tried this, buthisis another tool for discovery across Networks / subnets.
Reference links:

http://www.dest-unreach.org/socat/

https://linux.die.net/man/1/socat
Ubiquiti Links:

https://community.ubnt.com/t5/EdgeRouter/HowtdHDHomerurdiscoveryon-different-LANsegment/m
p/2750080

http://www.cron.dk/edgerouterand-chromecast/
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97. Insecurity versus Convenience

hiKSNBAES 1y26y & GtdyOKAY3I K238 Ay @2dzNJ FANBGI € ¢

This example will involve allong an SSDP ply from a specific IOT device to reach a specific HomeNet device.

Reference sectioB4- HOME_OUT FirewallRudles ¢ KS | ha9yh! ¢ FANBglIft KIFa |
wSt I i $Rith ométiaf eBich Network, followed by a drop of RE318 addresses.

Reference sectiof5 - Simple Service Discovery Proto®EDP)igmp-proxy. In SSDP, the querying equipment
opens a (high) UDP pgdends out a UDP query to a destination port of 1900, and listens / receives replies which
are sent back to the original (high) UDP port. The SSDP query data contains the originators IP address and the
originators(high) UDP port number, so the respondken®w where to respond. This (high) port numineay-not-

be /is-probablynot at a fixed port number.

For the following rule to work,resure that both devices have had their IP addresses reserved. Reference section
86 - Reserving BviceAddressesria DHCP

The following rule (inserted in HOME_OUT) would allow the 192.168.7.154 IOT device to reply back to the
192.168.3.81 HomeNet device with any UDP data to any UDP port:

rule 40 {
action accept
description "Allow Example 10T Reply"
destination {
address 192.168.3.81

}
log disable
protocol udp
source {
address 192.168.7.154
}

Related Links:

Secure |oT Network ConfiguratielouTubeCrosstalk Solutions
https://m.youtube.com/watch?v=6EII8QeYbZQ
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98. Allow AccessotCable/DSL ModeBevice

We can punch a hole in our HOME_OUT firewall to allow accessing a Cable / DSLdmddeihhesedevices
typicaly serveweb pageghatl £ f 26 @2dz G2 OKSO]1 dzLJ2 You @ik ésdlio kbR tBeYIP RS & A
address of your device. Wdevice addresavhich will be useih this example, is 192.168.1.254.

To do this, Select:
Firewall/NAT-> Firewall Police-> HOME_OU® Actions> Edit Ruleset> Add New Rule

UnderBasic Tab, populate the following:

Description: Allow Modem
Enable: Checked
Action: Accept
Protocol: All protocols

UnderSource Tab, populate the following:
Address : <useyour devi c el® Address>
ClickSave, Cancel

Drag theAllow Modem rule above theDrop RFC - 1918 Traffic rule, and thenclickthe
Save Rule Order  button.

Your HOME_OUT Ruleset should now look similkigore181 ¢ Allow Modem Ruleset Result

Ruleset Configuration for HOME_OUT

Rules Configuration Interfaces

Order  Description Source Destination Protocol Action

1 Allow lot Established Replies address-group all accept
P METWA_switchid.7 P L e

2 Allow Wired lot Established Replies address-group all accept
B NETVA ethi P Actlons ¥

3 Allow Wifi Guest Established Replies address-group all accept
P METwA_switchi.6 P ~ELals

4 Allow Wifi Spare Established Replies address-group all accept
- B METw4_switch0.8 e Il

| 5 Allow Modem address 192.168.1.254 all accept Actlons ¥ I
6 Drop RFC-1918 Traffic address-group all dro

P RFC-1818_GROUP P D e

Figurel81¢ Allow Modem Ruleset Result

Here is the relevarttOME_OUportion from the backup file:
rule 50 {
action accept
description Allow Modem
destination {
}
log disable
protocol all
source {
address 192.168.1.254
}
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99. Add a Second Separate Network

This isoptional. This isstill experimental, i.ethis Separatezonfiguraion has not been fully tested.

If you use an 802.1Qompatiblenetwork switch connected to eth3 AND you instead connect ALL ofAmess
Point(s) tathis eth3 switch, you can freaup the eth4 port. This is what was describedMgthod1Bin sectionll -
About WsingTwo or More Ubiquiti AccesdPoints. Eth4 can now become an additional separate network. This is
handy for people who are working from home, and wanhtwetwo SeparateNetworks that exisapart from all
the other Networks, e.g. have another Separate Network for WorkPCs

The following diredbns presume you have followed the steps in sec86n Coalesingthe Wired lot and WH
lot Networks Backup your configuration again.

Go to the Dashboard taland select Adbns/ config for the switch @ interfaceline. Select the Vlan tab and
uncheck eth4. Thisemoves eth4 fromswitchQ Referencerigurel82¢ Separatez; remove eth4 from Vian

While on theDashboard tab, select Actiohgonfig for theeth4 interfaceline. Change the Description and
manually define an IP address of 192.168.9.1/24. ReferBigpgel83¢ Separate; Add Address to eth4

Interface Configuration for switch0 L Interface Configuration for eth4
Config Vlan Config
VLAN Aware S
I Enabled Description Separate? Net
Switch Ports [ etho
Enable il
eth1
Address | Manually define IP address
pvid 7
vid 1592.168.9.1/24
L] eth2
eth3 + Add IP
puid ] U 1500 "
[ eths

Figurel82¢ Separate; remove eth4 from Vlan  Figurel83¢ Separate2; Add Address to eth4
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Go to Services, DHCP Server tdiok ond Add DHCBerveré | yiRtheTdialdgtasshown inFigure184c¢
Separatez; Add DHCRJse whatever DNS senggmou wish.

Create DHCP Server @

DHCP Name * Separate2DHCP
Subnet * 192.168.9.0/24
Range Start 192.168.9.38
Range Stop 192.168.9.243
Router 192.168.9.1
DNS 1 209.244.0.3
DN5 2 209.244.04

Unifi Controller

Enable

B save

Figurel84¢ Separate; Add DHCP

bSEGZ 6S ySSR (2 OFZ198J) NENSE FEANDBBAYI NIXSBERAY (G2 (KN
Copyingexisting ruless a lot easier than writinfhe same) rules from scratch.

Start at the Firewall/NAT taland thenselect the Firewall Policies taBerform the (following) copymodify set
of steps, one set at a timeSome of the followingidures for these modifications will only be shown for one set.

C2NJ SIFOK 2F da2Lwo5@P{9t! w! ¢OPLbET G2Lw95 pufeSetsseledt ¢ 9 W[ h
Actions / Copy RuleseRekrene Figurel85¢ Separate2 CopyRuleset

.2dz gAff 0SS LINBaSyiGdSR gAGK | RAFE23 G2 ylIrYS GKS ySs
G{o9t! w! ¢9n [ h/ ! [ ¢ I.Refkknadlighre1Bog Sepfrated; Name Blew Ruleset.

ACtlons -
Copy Firewall Ruleset
Edit Ruleset
Configuration Name *
Interfaces
Stats
Copy Fuleset
Delete Rulezet

Figurel85¢ Separate2 CopyRuleset Figurel86 ¢ Separate2; Name New Ruleset.
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Forthis new rulset select action / configuration, anthange the description. ReferenEegurel87 ¢ Separatez;
Edit Ruleset Configuratigrwhich only shows one example.

Ruleset Configuration for SEPARATEZ [N

Configuration Interfaces
Name SEPARATEZ_IN
Description Separate2 In

Default Action * (O Drop
O Reject
® Accept

Default Log |

Figurel87¢ Separate2; Edit Ruleset Configuratian

Switch to the mterface tab,change the Interface to eth4 and the Direction as appropriate / matching the rule you
are editing i.e. one of in, local, or outReferencd-igurel88¢ Separate; Edit Ruleset Interfacewhich only
shows one example.

Ruleset Configuration for SEPARATEZ [N

Rules Configuration Interfaces

Interface = ethd w Direction * in - — Remove

+ Add Interface

Figurel88¢ Separate2; Edit Ruleset Interface
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The matching configuration dats

name SEPARATE2_IN {
default - action accept
description "Separate2 In"
rule 1 {
act ion drop
description "Block RFC - 1918 Traffic"
destination {

group {
address - group RFC -1918 GROUP
}
}

log disable
protocol all

}

}
name SEPARATE2_LOCAL {
default - action drop
description "Separate2 Local"
rule 1 {
action accept
description "Allow DHCP"
destination {
port 67
}

log disab le
protocol udp

source {
port 68
}
}
rule 2 {

action accept
description "Allow DNS"
destination {

port 53
}

log disable
protocol tcp_udp

}

}
name SEPARATE2_OUT {
default - action accept
description "Separate2 Out
rule 1 {
action drop
description "Drop Non - Separate?2 Traffic"
logdi sable
protocol all
source {

group {
address - group RFC -1918 GROUP
}
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100. Virtual Private Networks (VPN)

I have not playedavith or implemented a/PN.There seem to be several typddere are some VPN linkdote that
Wireguard is newer and possibility faster.

EdgeRouter OpenVPN Server
https://help.ubnt.com/hc/enus/articles/115015971688

EdgeRouter L2TP IPsec VPN Server
https://help.ubnt.com/hc/enus/articles/204950294dgeRoutet 2TPIPseeVPNServer

EdgeRouter Siteto-Site VPN BehthNAT
https://help.ubnt.com/hc/enus/articles/11501338256EdgeRouteSiteto-Site VPNBehindNAT

EdgeRouter EOGRE Layer 2 Tunnel
https://help.ubnt.com/hc/enus/articles/204961754&dgeRouteEoGRE ayer2-Tunnel

GUIDE: How to configure Local PPTP:VPN
https://community.ubnt.com/t5/EdgeRouter/GUIBDHowto-configureLocalPPTP/PNon-1-5-0-
Firmwareworkson/m-p/971155

Private Internet Access Open VPS8tep by Step Configation:
https://community.ubnt.com/t5/EdgeRouter/Privatinternet-AccesOpenVPNStepby-Step
Configuration/mp/1711643

TrowbleshootingSite To-Siteon-ERXs
https://community.ubnt.com/t5/EdgeRouter/Troubleshootidgite To-Siteon-ERXs/mp/2749611

Ubiquiti-edgerouteripsecperformance
https://www.simonmott.co.uk/2018/08/ubiquitiedgerouteripsecperformance/

OpenVPN vs L2TP
https://community.ubnt.com/t5/EdgeRouter/OpenVPIL2TP/mp/2659909

Secure OpenVPN server setup with mfdtitor authentication (Google Authenticator): stey-step:
https://community.ubnt.com/t5/EdgeRouter/Secur®penVPMNserversetupwith-multi-factor-
authentication/mp/1240405

OpenVPN configurator for EdgeMax
https://community.ubnt.com/t5/EdgeRouter/Helpftir ootOpenVPMNonfiguratorfor-EdgeMax/m
p/2779412#M251490

Wireguard [New]:
https://community.ubnt.com/t5/EdgeRouter/Releasé&/ireGuardfor-EdgeRouter/tdp/1904764

https://github.com/Lochnair/vyattawirequad
https://www.wirequard.com/

https://andrew.dunn.dev/posts/wireqguardrom-your-isp/

https://www.erianna.com/wirequareubiquity-edgeos/
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https://help.ubnt.com/hc/en-us/articles/115015971688
https://help.ubnt.com/hc/en-us/articles/204950294-EdgeRouter-L2TP-IPsec-VPN-Server
https://help.ubnt.com/hc/en-us/articles/115013382567-EdgeRouter-Site-to-Site-VPN-Behind-NAT
https://help.ubnt.com/hc/en-us/articles/204961754-EdgeRouter-EoGRE-Layer-2-Tunnel
https://community.ubnt.com/t5/EdgeRouter/GUIDE-How-to-configure-Local-PPTP-VPN-on-1-5-0-Firmware-works-on/m-p/971155
https://community.ubnt.com/t5/EdgeRouter/GUIDE-How-to-configure-Local-PPTP-VPN-on-1-5-0-Firmware-works-on/m-p/971155
https://community.ubnt.com/t5/EdgeRouter/Private-Internet-Access-Open-VPN-Step-by-Step-Configuration/m-p/1711643
https://community.ubnt.com/t5/EdgeRouter/Private-Internet-Access-Open-VPN-Step-by-Step-Configuration/m-p/1711643
https://community.ubnt.com/t5/EdgeRouter/Troubleshooting-Site-To-Site-on-ER-Xs/m-p/2749611
https://www.simonmott.co.uk/2018/08/ubiquiti-edgerouter-ipsec-performance/
https://community.ubnt.com/t5/EdgeRouter/OpenVPN-vs-L2TP/m-p/2659909
https://community.ubnt.com/t5/EdgeRouter/Secure-OpenVPN-server-setup-with-multi-factor-authentication/m-p/1240405
https://community.ubnt.com/t5/EdgeRouter/Secure-OpenVPN-server-setup-with-multi-factor-authentication/m-p/1240405
https://community.ubnt.com/t5/EdgeRouter/Helpful-Tool-OpenVPN-configurator-for-EdgeMax/m-p/2779412#M251490
https://community.ubnt.com/t5/EdgeRouter/Helpful-Tool-OpenVPN-configurator-for-EdgeMax/m-p/2779412#M251490
https://community.ubnt.com/t5/EdgeRouter/Release-WireGuard-for-EdgeRouter/td-p/1904764
https://github.com/Lochnair/vyatta-wireguard
https://www.wireguard.com/
https://andrew.dunn.dev/posts/wireguard-from-your-isp/
https://www.erianna.com/wireguard-ubiquity-edgeos/

101. UNMS- Ubiquiti Network Management System

Bardy played with this:
https://help.ubnt.com/hc/enus/sections/115003321288INMSUbiquit-NetworkManagementSystem
https://help.ubnt.com/hc/enus/articles/360008732414)NMSNetFlow

102. Intrusion Detection Syams
QUESTIONVhich one to pick? How to configure it / connect it to the EdgeRouter?

@BuckeyeNet suggests Security OniSecurity Onion is dtttps://securityonion.net/and
https://github.com/securityonion-solutions/securityonion/wiki/IntroductionToSecurityOnion

Seems tde rather involved. | have not trieGecurity Oniolyet.
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https://help.ubnt.com/hc/en-us/sections/115003321288-UNMS-Ubiquiti-Network-Management-System
https://help.ubnt.com/hc/en-us/articles/360008732414-UNMS-NetFlow
https://securityonion.net/
https://github.com/security-onion-solutions/security-onion/wiki/IntroductionToSecurityOnion

103. Miscellaneous Links

Thislink seems like a wealth of information:
http://wiki.indie -it.com/wiki/Ubiquiti

The following ardinks | thoughimight be interesting:

Run script which disable/enables a firewall palicy
https://community.ubnt.com/t5/EdgeRouter/Ruscriptwhich-disableenablesa-firewall-policy/m-p/2724337

Forward port to PC on loT Network
https://community.ubnt.com/t5/EdgeRouter/Forwargdort-to-PCon-loT-Network/m-p/2709401

UBRSS_Training_Guide V1.2
https://dl.ubnt.com/quides/training/courses/UBRSS_Training_Guide V1.2.pdf

How to set up MTU properly
https://community.ubnt.com/t5/EdgeRouter/Howo-setup-MTU-properly/m-p/2337184

EdgeRouter Configure an EdgeRouter as a Layer 2 Syiitaindy for a remote PQioweredEthernetswitch}
https://help.ubnt.com/hc/enus/articles/21799097& dgeRoutelConfigurean-EdgeRoutensa-Layer2-Switch

Measure instantaneous bandwidth usage over time
https://community.ubnt.com/t5/EdgeRouter/Measuristantaneoushandwidth-usageovertime/m-p/2554597

Help setting up NetFlow
https://community.ubnt.com/t5/EdgeRouter/Helsettingup-NetFlow/mp/464367/highlight/true

Add Debian Packages to EdgeOS
https://help.ubnt.com/hc/enus/articles/20520256@&EdgeRouteAdd-DebianrPackage$o-EdgeOS

Automating addition/removal of statibostmapping table entries
https://community.ui.com/questions/Automatingddition-removalof-staticchostmappingtable-
entries/3ac3feee61e343bl-a80a7cec0d22fcba?page=1

Network configuration with 11 subnets of thersa range possible?
https://community.ui.com/questions/Networkconfigurationwith-11-subnetsof-the-samerange
possible/db77258650041dd-93eca9ac3f79fel7

EdgerouterX with multiple separate LANs with same IP range, possible?
https://community.ui.com/questions/EdgerouteX-with-multiple-separateLANswith-samelP-range
possible/778eed2875¢474bb7c2adfd9f6264f5

Ubiquiti Router HardeningNote: Free Blog Post, But Paigd&nded Printed Copy, FYI Qnly
https://www.manitonetworks.com/ubiquiti/2016/7/26/ubiquitthardening

Connectinga Harmory Hub (Disable 5GHz band just for 1ot¥)
https://community.ui.com/questions/HelgonnectingLogitechharmonyultimate-to-UNIFHACGPRGor-AR
PRO/0ch109460fc4bb1-9¢10e0d5784936¢€

Troubleshooting rogue DHCP servers:
https://community.ui.com/questions/EdgeouterX-SFPRandomlyStopsOperating/774507e38B08d-45f7-a962
8488e9a7c922#answer/9067dbE»4a4a1a984451cc9dd68322

How to temporarily disable some of the firewall ruleset€in
https://community.ui.com/questions/Howto-temporarily-disablesomeof-the-firewall-rulesetsin-CLI/16b784741
cebf44eaalch2b83c3e0b501
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http://wiki.indie-it.com/wiki/Ubiquiti
https://community.ubnt.com/t5/EdgeRouter/Run-script-which-disable-enables-a-firewall-policy/m-p/2724337
https://community.ubnt.com/t5/EdgeRouter/Forward-port-to-PC-on-IoT-Network/m-p/2709401
https://dl.ubnt.com/guides/training/courses/UBRSS_Training_Guide_V1.2.pdf
https://community.ubnt.com/t5/EdgeRouter/How-to-set-up-MTU-properly/m-p/2337184
https://help.ubnt.com/hc/en-us/articles/217990978-EdgeRouter-Configure-an-EdgeRouter-as-a-Layer-2-Switch
https://community.ubnt.com/t5/EdgeRouter/Measure-instantaneous-bandwidth-usage-over-time/m-p/2554597
https://community.ubnt.com/t5/EdgeRouter/Help-setting-up-NetFlow/m-p/464367/highlight/true
https://help.ubnt.com/hc/en-us/articles/205202560-EdgeRouter-Add-Debian-Packages-to-EdgeOS
https://community.ui.com/questions/Automating-addition-removal-of-static-host-mapping-table-entries/3ac3feee-61e3-43b1-a80a-7cec0d22fcba?page=1
https://community.ui.com/questions/Automating-addition-removal-of-static-host-mapping-table-entries/3ac3feee-61e3-43b1-a80a-7cec0d22fcba?page=1
https://community.ui.com/questions/Network-configuration-with-11-subnets-of-the-same-range-possible/db77258e-b500-41dd-93ec-a9ac3f79fe17
https://community.ui.com/questions/Network-configuration-with-11-subnets-of-the-same-range-possible/db77258e-b500-41dd-93ec-a9ac3f79fe17
https://community.ui.com/questions/Edgerouter-X-with-multiple-separate-LANs-with-same-IP-range-possible/778eed2a-875c-474b-b7c2-adfd9f6264f5
https://community.ui.com/questions/Edgerouter-X-with-multiple-separate-LANs-with-same-IP-range-possible/778eed2a-875c-474b-b7c2-adfd9f6264f5
https://www.manitonetworks.com/ubiquiti/2016/7/26/ubiquiti-hardening
https://community.ui.com/questions/Help-connecting-Logitech-harmony-ultimate-to-UNIFI-AC-PRO-or-AP-PRO/0cb1094f-a0fc-4bb1-9c10-e0d5784936ec
https://community.ui.com/questions/Help-connecting-Logitech-harmony-ultimate-to-UNIFI-AC-PRO-or-AP-PRO/0cb1094f-a0fc-4bb1-9c10-e0d5784936ec
https://community.ui.com/questions/EdgeRouter-X-SFP-Randomly-Stops-Operating/774507e9-308d-45f7-a962-8488e9a7c922#answer/9067db55-454a-4a1a-9844-51cc9dd68322
https://community.ui.com/questions/EdgeRouter-X-SFP-Randomly-Stops-Operating/774507e9-308d-45f7-a962-8488e9a7c922#answer/9067db55-454a-4a1a-9844-51cc9dd68322
https://community.ui.com/questions/How-to-temporarily-disable-some-of-the-firewall-rulesets-in-CLI/16b78471-ce5f-44ea-a1cb-2b83c3e0b501
https://community.ui.com/questions/How-to-temporarily-disable-some-of-the-firewall-rulesets-in-CLI/16b78471-ce5f-44ea-a1cb-2b83c3e0b501

How to capture packets on ERacting a a switch¥i.e. Switch commands)
https://community.ui.com/questions/Howto-capturepacketson-ERX-actingasa-switch'3a6154a504a934470
a08351055e58caaf

QC Ubiquiti EdgeMA>Capture Packets & Create PCAP Files (TCPdump)
https://www.youtube.com/watch?v=puBX3azac
(Considewusing/tmp for file storagewhichis stored in DRAM instead of flash

Ubiquiti EdgeRouter Packet CaptutdowTa:
https://www.youtube.com/watch?v=ei4dhhquAd1U

EdgeRouter Capturing Packets
https://help.ui.com/hc/enus/articles/204962304&dgeRouteCapturingPackets

EdgeOS API Documentation
https://community.ui.com/questions/EdgeGA&PIDocumentation/5aa67ddi®480-45d8-8dfa-74c8f38120¢c5

Howto run somecommandgrom a customscript
https://community.ui.com/questions/Howto-run-somecommandsfrom-a-customscript EdgeRouter
X/fh1487beebb0-4311-a613d7942aaab2ba

Specific DNS Redirects
https://community.ui.com/questions/SpecifibNSredirects/bfd2372985b547a3b0302746d41a9d70

Tutorial Reconnect PPPOE every day at 6 AM using Task Sclosdiyler
https://community.ui.com/questions/TutoriaReconnecPPPoteveryday-at-6 AM-using TaskScheduler
only/e904c9c4aas5b439ab7d5eb1134a9bf8

104. Conclusions

| hopethat this guide helped you setfp your Ubiquiti equipment, anthat you havelearned a lot.
Enjoy your new network.

-Mike
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https://community.ui.com/questions/How-to-capture-packets-on-ER-X-acting-as-a-switch/3a6154a5-04a9-4470-a083-51055e58caaf
https://community.ui.com/questions/How-to-capture-packets-on-ER-X-acting-as-a-switch/3a6154a5-04a9-4470-a083-51055e58caaf
https://www.youtube.com/watch?v=pj-uBX3azac
https://www.youtube.com/watch?v=ei4hhquAd1U
https://help.ui.com/hc/en-us/articles/204962304-EdgeRouter-Capturing-Packets
https://community.ui.com/questions/EdgeOS-API-Documentation/5aa67ddb-6480-45d8-8dfa-74c8f38120c5
https://community.ui.com/questions/How-to-run-some-commands-from-a-custom-script-Edge-Router-X/fb1487be-e6b0-4311-a613-d7942aaa52ba
https://community.ui.com/questions/How-to-run-some-commands-from-a-custom-script-Edge-Router-X/fb1487be-e6b0-4311-a613-d7942aaa52ba
https://community.ui.com/questions/Specific-DNS-redirects/bfd23729-85b5-47a9-b030-2746d41a9d70
https://community.ui.com/questions/Tutorial-Reconnect-PPPoE-every-day-at-6AM-using-Task-Scheduler-only/e904c9c4-aa5b-439a-b7d5-eb1134de9bf8
https://community.ui.com/questions/Tutorial-Reconnect-PPPoE-every-day-at-6AM-using-Task-Scheduler-only/e904c9c4-aa5b-439a-b7d5-eb1134de9bf8

Appendix A. TRLink TESG105EV3vitch Setup

This section has nothing to do with the-ERetup Thissectionis related to Method 1 of sectiohl, for using
multiple AccesgPoint(s). This section is now outdated, but has been left here as a reference.

[I have now used two different models of gigabit unmanaged switches, instead fijeong a managed switch to
carry 802.1Q VLAN data to Access Point$@n amazed that | just pluggedein and it just worked, as |
thought you needed a managed switch to carry VLAN ddies. makes the rest of this sectipretty much
academid.

Comect an 802.1Q capable switch to eth4, and then connect your Access Points to this switch. | have recently
testedMethod 1 usinga TRLink TESG105 (Ver 2.1inmanagedjigabit switchwhich was cheap and work&tle
inexpensiveNetgear switches should als@rk, | just happened to havBp-Link modek availablefor use | believe
these switchesvill need a hardware version of V2 or above to operate correttigse directions are

approximate.

| configuredan additional ARAGLR Ubiquiti Access Polny referendngli KS & DSy S Nlsdction11,BndlIi A 2 Y
then following sections69through 74 for this additional Acesdroint.

I connectedhe TpLinkswitch to my computerwith the computerconfigured with a fixed address of
192.168.1.10. Reference sectiBifor how toconfiguel O 2 Y LEdhé&reddta Using thelp-Link software, |
then configured this switch to have a specific 192.168.3. XemsddAfter saving the configuration, | s@nfigured
my computer back to DHCP, ardconnected the computeto the HomeNetwork. | als@onnectedthe new
switch to the HomeNetwork. | then made a static reservation within theXefr this swith.

For tis example, | will use and connect twoc&ssPoints to this switch. | choose port 4 and port 5 for those
Access Pointonnections. | also choose port 1 of this switch to connect to th&(E&h4 port.

Using the P-Link software | selectedthe VLAN /802.1Q VLANage SeeFigurel89¢ Tp-Link Initial 802.1Q
Dialog.

- O X

TL-SG105E 2.0

System Switching Monitoring VLAN QoS Help H Save  #§ Home

2 CUOLA Global Config

* Port Based VLAN 802.1Q VLAN Status Enable |~ Apply

> 802.1Q VLAN 802.1Q VLAN Setting
+ 802.1Q PVID Setting VLAN (1-4094): \:|

VLAN Name

Tagged Ports:

Untagged Ports:

VLAN  VLAN Name Member Ports ~ Tagged Ports  Untagged Ports Delete VLAN
1 Default_VLAN 15 1-5

Figure189¢ Tp-Link Initial 802.1Q Dialog.
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On the VLAN page, enable the Global Config.

ReferenceTablel - Table of Network$or the VLAN Networks used for this project. Enter the following
information into the VLAN Page:

VLAN: 6

VLAN Name: WiFiGuest

Tag the ports: 1, 4,5

SeeFigurel90¢ Tp-Link VLAN 6 Configuration.

Press Apply

0 tp-link
1

TL-SG105E 2.0

System Switching Monitoring VLAN QoS Help B save @ Home
« MTLI A AR
MITUVLAN Global Config

* Port Based VLAN §02.1Q VLAN Status: Enable | v Apply
s s 802.1Q VLAN Setting
= 502.1Q PVID Setting VLAN (1-4094): 6

VLAN MName: WiFiGuest

Tagged Ports:

Untagged Ports:

VLAN  WLAN Name Member Ports ~ Tagged Ports  Untagged Ports Delete VLAN
1 Default_VLAN 1-5 1-5
Figure190¢ Tp-Link VLAN 6 Configuration.
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Enter the following informatiomto the VLAN Page
VLAN: 7
VLAN Name: lot
Tag the ports: 1, 4,5

SeeFigurel91¢ TpLink VLAN Configuration.

Press Apply.
10 tp-link TL-SG105E 2.0
System Switching Monitoring VLAN QoS Help B save @ Home
« MTU VLA
MITUVLAN Global Config
* Port Based VLAN 802.1Q VLAN Status: Enable |+ Apply
s s 802.1Q VLAN Setting
= 802.1Q PVID Setting VLAN (1-4094): 7
VLAN Mame: WiFilot

Tagged Ports:
Untagged Ports:

[emy )

VLAN  WLAN Name Member Ports ~ Tagged Ports  Untagged Ports Delete VLAN
1 Default_VLAN 1-5 1-5

6 WiFiGuest 1,4-5 1,4-5 Delete

Figurel91¢ Tp-Link VLAN Configuration.
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When you are finished, your screen should look kigure192¢ Tp-Link VLANFinal Cofiguration.

10 tp-link TL-SG105E 2.0
System Switching Monitoring VLAN QoS Help B save @ Home
« MTLI A AR
MITUVLAN Global Config
* Port Based VLAN 802.1Q VLAN Status: Enable |+ Apply
s s 802.1Q VLAN Setting
= 502.1Q PVID Setting VLAN (1-4094): 7
VLAN MName: WiFilot
Tagged Ports:
Untagged Ports:

Apply

VLAN  WLAN Name Member Ports ~ Tagged Ports  Untagged Ports Delete VLAN

1 Default_VLAN 1-5 1-5
6 WiFiGuest 1,4-5 1,4-5 Delete
7 WiFilot 1,4-5 1,4-5 Delete

Figure192¢ Tp-Link VLANFinal Cofiguration.

L 82dz 6AaK (2 dza&S GKS a{ LI NB¢ {{L5X SYGSNI GKS F2ff?2
VLAN: 8
VLAN Name: WiFiSpare
Tag the ports: 1, 4,5

There is no screenshot fthis entry.

Press Save in the upper right.
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After this configuration, | disconnected this switch from the Home Network. | disconnected the oricgeabA
Point from the ERX eth4 port.

I then connected port 1 of tB TpLinkswitch to the ERKQ €th4 port. | connected one écesdPoint (via its Power
Over Ethernet (POE) adap)¢o the Tp-Linkswitch port 4 and the otheAccesdoint, viaits POEfo the TpLink

switch port 5.SeeFigure193¢ Multiple Access Point Wiring\lso eferencesection68 andFigurel11¢ ARAGLR
Access Point Wiring didnothingwith the Tp-Linkswitch ports Zand3.

Main Power
Ethernet ¢ Ethernet
Cable Power Over Cable AZ;A(;SS;R
< Ethernet Adapter = Point
Port 4 LAN #1 POE ;'1”
(Tp-Link)
Managed
Switch Ethernet Ethernet
Cable S Cable ety
< Ethernet Adapter « Point
Port 5 LAN #2 POE oin
#2
Port 11 4
Ethernet Ubiquiti Main Power

Cable eth4 | EdgeRouter X

Figurel93¢ Multiple Access Point Wiring

For testing purposes, | configured each oftmg AccesdPoints with differenty-namedsets of SSIDs. This way |
couldcontrol andtest which AccesdPoints | was actually connecting to.
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Appendix B.  Multimedia over Coax Alliance (MOCA)

This sedbn has nothing to do with the ERsetup;this is just general networking information.

LT &2dz K2dzaAS A& 6ANBR T2N (St SJAseaMuttiniedi®@er Eoad AlliSnde &/ | 0
(MOCA) adapters as an alternative to direct Etheraétiog. This could be aful if you want to place youkccess
PointintheOSY G SNJ 2 F & 2 dzNdvek 2 ddvif dirédt Fifiernd? @aplignito that location from your

router. These could also be used to positon a secarm#ePoint at that far end of a houseg K SNBE @2 dz Ol y

any Ethernet wiresThese devices act like a verypensive Ethernadrop. | believe there are alsifferent)
models if you instead have satellite TV

A MOCA adapter will fBroadcast Ethernet traffic over Cable TV wi@another/ multiple MOCA adapter. You

need at least two MOCA adapters to network together. These adapters can concurrently operate over coax wires
which are carrying Cable TV signals. If you use these adapters, you will also want to install a Roin{eOE)
FAEfGSNE a2 GKIFG @2dz2NJ ah/! aAx3aylrfta R2y Qi O2ydGlF YAYyLFGS

A friend of mine had trouble streaming Wi data to his television set, which was at the far end of his house from
his router. He puritased twoMOCAadapters to Ethernet connect his Television to his router. He has had no
problems and has since purchased two more adapters to provide more Ethernet drops in his house.

You will want at least version 2.0 adapterh version 2.5 now availdé You will need MOCA adggps which

support 802.1Qf you will be using them toonnectAccesgrointsto your ERX A pair of these adapters seertts
beaboutUS. ®Bn® ¢ KI Q& LINBiGGe SELSyaArAdSsy odzi Yipkly 6S 62N
unreliable) Powetine Ethernet adapters.

References:
http://www.mocalliance.org/
https://en.wikipedia.org/wiki/Multimedia over Coax_Alliance
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Appendix C.  Monitoring an EdgeRouteria SNMP
with Grafana running on a Raspberry Pi
This section has nothing to do with the-ERetup.

Appendix GPart 1

The following directions will show how to install and config@Grafana, InfluxDB, and Telegoaf a Raspberry Pi,
for monitoring EdgeRouter statistiddreviewpicturesare availablein one of the below links.

The heavy lifting on this project walone by @watersidéHere are thenajor references
https://github.com/WaterByWind/grafanalashboards
https://github.com/WaterByWind/grafanalashboards/tree/master/UBNEdgeRouter
https://grafana.com/dashboards/1756 (with pictures)
https://community.ubnt.com/t5/UniFWireless/Grafanalashboardfor-UniFtAPsnow-available/td

p/1833532
Most of the followingtemswill be performed in a command terminalp you will need to beanerally familiar

with RaspberryPi Linux / Rasbian to coimue. You will need to enable SNMP on theXReference sectiofl -
Simple Network Management Protocol (SNMP)

To enable the Grafana wedage to be remotely accessbg computers other than the Riie. accessed via PCs on
the HomeNetwork)the Pi running these tools will need to be assigned a reserved IP ad@efesence section
86 - Reserving BviceAddressesvia DHCPfor how to do this.Since the Pi is relatively slow, | suggest not
browsing directly on the Pi, aftéhne initial setup.

Start withRasbian Stretch used a 32Gig micro SD card, as | expect to collect a lot obdatdime

Configure Pi
Menu-> Preferences> Raspberry Pi Configuration
Localization Tab
Set Locale
Set Timezone
Set Keyboard
Set WiFi Country
(You mayalsowant to enablethe following
Interfaces Tab
SSH: Enable
VNC: Enable

Update Pl @eratingSystem
sudo apt - get update
sudo apt - get upgrade

Install SNMRnNd associated tools
sudo apt - get install snmp
sudo apt - get install snmpd
sudo apt - get install dnsutils
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Test ERX's SNMP setup by issuing:
snmpwalk -v2c - c public 192. 168.3.1

Youshouldeel 20 2F RFEGFZT Yzad 2F Ad af

Download binaries
Go tohttps://www.influxdata.com/

FNIAY3I 6AGK

(Thedepictionbelow is what | saw and the commands which | copied from the websitéhamdan.)
(You will want to checfor anduseupdated instructions / versions / commanjls
(The wget commarslare one long line, which is wrapped within this document.)

SelectDownload tab

SelectTelegraf (v1.5.2) button
FindLinux Binaries (ARMgction
wget https://dl.influxdata.com/telegraf/releases/telegraf
1.5.2_linux_armhf.tar.gz
tar xvfz telegraf - 1.5.2_linux_armhf.tar.gz

SelectinflluxDB (v1.4.3) kiton
FindLinux Binaries (ARMgction
wget https://dl.influxdata.com/influxdb/releases/
1.4.3_linux_armhf.tar.gz
tar xvfz influxdb - 1.4.3 linux_armhf.tar.gz

SelectChronograf (v1.4.2.1)ubton
FindLinux Binaries (ARM#gction
wget https://dl.influxdata.com/chronograf/releases/chronograf
1.4.2.1 linux_armhf.tar.gz
tar xvfz chr onograf -1.4.2.1 linux_armhf.tar.gz

Install(copy)binaries per
https://community.influxdata.com/t/installingon-a-raspberrypi/2159
(You will want to adjust directory naes for your specific versions.)

cd telegraf

sudocp - rp ust/* fusr
sudocp - rp etc/* /etc
sudocp -rpvar/* lvar
cd ..

cd influxdb -143 -1
sudocp - rpusr/*/usr
sudocp - rp etc/* /etc
sudocp -rpvar/* /var
cd ..

cd cronograf -1.4.21 -1
sudo cp - rp usr/* lusr
sudocp - rp etc/* /etc
sudocp -rpvar/* lvar

cd ..
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Put the following text into:
/etc/systemd/system/influxdb.service

[Unit]

Description=In f | uxDB service
After=network.target

[Service]

ExecStart=/usr/bin/ influx d
Restart= always

[Insta 1]

WantedBy=multi - user.target

Start the service (now) with the following command:
sudo systemctl start  influxdb.service

Check that the service is running with:
systemctl | grep influx

Auto start the service (after rboots) with the following command:
sudo systemctl enable influxdb.service

Put the following text into:
/etc/systemd/system/telegraf.service

[Unit]

Description=Telegraf service
After=network.target
[Service]

ExecStart=/usr/bin/telegraf - config /etc/telegraf/telegraf.conf
Restart= always

[In stall]

WantedBy=multi - user.target

Note that the ExecStart reallyone long lineupto the Restart linelt may bewrappedwithin this
document.

Start the servicénow) with the following command
sudo systemctl start  telegraf.service

Check that the seige is running with:
systemctl | grep telegraf

Auto start the service (after rboots) with the following command:
sudo systemctl enable telegraf.service

Download and install grafana

Go tohttps://github.com/fg2it/grafanaon-raspberry
(You will want to check for and use updated instructions / versions / commjands
(Some instructions / commandsill be presented after you issue the dpkgommand)
Press theaspberry pi 2 and 3 (armvDownbadbutton inthe middle of screen

Save filggrafana_5.0.0_armhf.deb whose link is1ear thebottom of the page
Issue the following command:

sudodpkg -i Downloads/ grafana_5.0.0_armhf.deb
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Follow presented instructionsvhichfor my versionjncluded

sudo /bin/systemctl daemon - reload
sudo /bin/systemctl enable grafana - server
sudo /bin/systemctl start grafana - server

Acquire needed mifiles, by issuindghe following command:
sudo apt - get install snmp - mibs - downloader

Download zip from:
https://github.com/WaterByWind/grafanalashboards
(Use the greeClone or downloaélbuttons G KSy a526yJ 2FR %Lt ¢ odziGz2y

Unzip the file:
unzip Downloads /grafana - dashboards - master .zip

Configure te¢graf
cd /etcltelegraf
cp telegraf.conf telegraf.conf.orig

Edittelegraf.conf
Change théine: interval =" 10s"
To: interv al =" 60s"
Change thdine: collection_jitter = "0s"
To: collection_jitter =" 10s"
Change thdine: # username = "tel egraf"
To: username =" username "
Change théine: # password = "metricsmetricsmetricsmetrics"
To: password = "password"
Uncomment: # user_agent = "telegraf”

Append the contents ofrafanadashboardsmaster UBNTEdgeRoutéitelegrafinputs.corf
to telegraf.conf.You may want to add separator comment lindggjween the sections

Change thdine: agents = [ "edgerouterl”, "edgerouter2" |
To: agents=[" 192.168.3.1 "]

sudo systemctl restart telegraf.service

cd /homel/pi

Check that theservice is running with:
systemctl | grep telegraf

Test telegrafthis is one long command line)

telegraf -- config /etc/telegrafitelegraf.conf -- config - directory
letcltelegrafitelegraf.d -- input - filter snmp -- test
You should see a huge block of datahwio error messages
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Only f you see error messagewill youneed to acquire additional mib files from your-ER2 &
/usr/share/mibs directory.
(I used WInSCP, which allows files to be copied to/from a Windows PC against another system.)
(You may ingtad be able to acquire the mib files by other means or over the internet.)
(See alstttps://github.com/WaterByWind/grafanalashboards/issues)3
(See alstttps://github.com/WaterByWind/grafanalashboards/issuesj1
mkdir /usr/share/mibs/
mkdir /usr/share/mibs/site
chmod ugo+w /usr/share/mibs/site
cp <mib_files>/usr/share/mibs/site
cd /homel/pi

Locallylogin to grafana, byrhowsingto http://localhost:3000
admin
admin
Login button

Referencehttps://github.com/WaterByWind/grafanalashboards/tree/master/Extra

(To enable the Grafana web page to be remotely accessed by computers other than the Pi

OADPSDd | OO0SaasSR OAl t/a 2y (GKS 12YSbSGg2NJ 0 &adzmadAadi
ChooseAdd data source

Enter the folowing information:

Name Telegraf

Type InfluxDB

URL http://localhost:8086
Aacess direct

Database telegraf

User username

Password password
Press the Save&Tesbutton

Add a dashboard
1. Hover overthe upper-left + button
2.Choosdmport from the Create section
3.Enter 1756 into the Gafana.com Dashboaroox
4. Press thd_oad Button
5. UnderdOptionsNamet, Enter: UBNT EdgeRouter Dashboard
6. UnderdOptionsTelegraf, Select  Telegraf
7. Press thdmport button

Thenew dashboard shoulthen be selected for you
UnderChoose Routerselect 192.168.3.1

If the dashboard is not selectel? S NJ 2 FS NI (i K S -left iton,arp tthein Sdkeédt ¢ dzLILIS NJ
Dashboard <dashboard name>.

You should now be viewingyrER- Q&4 { bat RFGF 3INFLIKAOD

You can change the time scale of graphsby clicking on the upperight clock icon.
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Appendix G Part2

At somepoint, | was having occasional network problems andogesed dns as the root problem.
Here are someaddtions tothe abovegrafana setup.

This portion willgraphpingingtimes toweb serverswhich willtest internet access.

Perhttps://grafana.com/dashboards/2690
Append the following to your telegraf.canf
(You may want to add separator comment line(s) between the sections.)

[[inputs.ping]]
interval = "60s"
urls = [ "amazon.com", "github.com", "google.com" ]
count=4
ping_interval = 1.0
timeout = 2.0

Restart telegraf
sudo systemctl restart telegraf.service

Test newtelegrafentry (this is one long command line)

telegraf -- config /etc/telegraf/telegraf.conf -- config - directory
letcltelegrafiteleg raf.d -- input - filter ping -- test
After a few seconds, you should see 3 "> ping" lines.

Add a dashboard
1. Hover over the uppéeft + button
2. Choose Import from the Create section
3. Enter 2690 into the Grafana.com Dashboard box
4. Press the Load Ban
p® | YRSNI GhLJiA2y ®PinbMoNtsré = 9y G SNY
cP ! YRSNI ahLIiA2y Teleg@dff SANF Fé¢> { St SOGY
7. Press the Import button

As written, his dashboardeems to have trouble displaying the dasametimes
The following editseem to help:
1. Select th?ing Monitor dashboard.
2. Hover aver (i K BingdAverage Response Téme (i dnd theSclick on thedown caret which appear
3. ChooseEdit
4. Ensure youhave theMetrics Talselected (in the middle of the screen)
5. Go to the line
GROUP BY time($itérval) tag(url) fill(all)
and click on the wordy/ dzfséledt¥ y 2 fyo® e list,as in:
GROUP BY time($_interval) tag(url) fill(none)
Click on thex which is to theright of all of the graph tabs, to exit editing.
Press the Saveashboard butn, which looks like a floppy icpat thetop of screen
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t SNF2NY (GKS &l YS TOKHWHRIAKHYRYSOSE A PENI d grdphat I O1 S

You should start collecting datA.portion of the screeshould eventually look likEigurel194 ¢ Example Grafana
Ping Monita Portion

Ping Average Response Time

. l | I | a
|‘ I|| ||I I| ||| ||||||| |||h|||| |||I|I |||||I ||| Ill Ill ‘| || I |,||‘| Ijl | ||||| Ik ||| |||| |||!| ||| ||| I| || ||\\||I ||| I| II |Il|
NIV IL L LV 1

“Ml' l'I‘M.Ll.LrI \'

14:00 14:30 15:00 15:30

Figurel94 ¢ Example Grafana Ping Monitd?ortion
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Appendix G Part3
This portion wilgraphdns queriesnade tomultiple dns resolvers

Perhttps://github.com/influxdata/telegraf/tree/master/pluginsihputs/dns_query
Append the following to your telegraf.canf
(You may want to add separator comment line(s) between the sections.)

# Dns Query Config:
[[inputs.dns_query]]
#i# servers to query
servers =["192.168.3.1", "209.244.0.3", "8.8.8.8", "9 .9.9.9"]
## Network is the network protocol name.
network = "udp"
## Domains or subdomains to query.
domains = [ "amazon.com", "
## Query record type.
## Posible values: A, AAAA, CNAME, MX, NS, PTR, TXT, SOA, S PF, SRV.
record_type = "A"
## Dns server port.
port = 53
## Query timeout in seconds.
timeout = 2

non

github.com”, "google.com" ]

Restart telegraf
sudo systemctl restart telegraf.service

Test new entnythis is one long command line)

telegraf -- config /etc/telegrafitel egraf.conf -- config - directory
letcltelegrafitelegraf.d -- input - filter dns_query -- test
You should see 12 "> dns_query" lines.

Create a new Dashboard
1.1 2SN 2SNJ k Of A Of-lefiopn, thek Select Dashibdjadis / N@ve.é  dzLILIS NJ
2. Hover ovethe upperleft + button, choose Creat®ashboard
3. Choosésraph
40 | 2SN 20SNJ GKS atlySt ¢AGftSeé GAGEST FYR GKSy

5. Choosdedit

6. SeleciGeneral Talinder Graph

7.In theTitle box, enter: ERX Dns
8. SelecMetrics Talunder Graph

9. UnderData Sourcgeselect: Telegraf

10: You should see a line which looks like:
OFROM default select measurement WHERE
Clickkey GaSfSOG YSIadNBYSydé FyR OK22a8 aRyawldz
Clickonthe+a A 3y +yR a5t 500 64&5NDSNE
CAO1 2y GqasStSOodG Gr3 @rtdzS¢é FtyR aStSOG aGmdpHdmc
¢tKS fAYyS &aK?2 dERRM getdt dris tydely WHRRE Se¥/k920168.3.%
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11. You should see a line which looks like:
OSELECT field(value) mea()
[ £t A01dz8¢ BPRtAaSt SO0 aljdzSNEYIGAYSYYaEE
| t A Orhear®) ¢ind gelect Removeljak on the newt+ sign andchoose max() under Selectors.
The line shouldiow look like:6SELECT field(query_time_ms) m&ax()

12. You should see adi which looks like:
GROUP BY tirfte _interval) fill(null)+
/I tA01 2y GKS b aAdyz IyR aStSOd adGlF3IOR2YIFAYODE
{StSOG aydzZté¢ YR OKFy3aS Ayildz2 ayzySé
The line shoulshowf 2 2 { GRAUPBY timé($_interval) tag(domain) fill(noke
Mo @ [ SFORMATIASSimé@seriiee alone.
14. Inthe ALIAS BNox, enter: $tag_domain

15. Select theGraph Axes Tab
Under the Left Y group change the following:
Y-Min auto to 0
Y-Max auto to 100

16 Click on the X, which is to the right of all of the graph tabs, to exit editing.
17. Presshe Save Dashboard button, which looks like a floppy icon, at the top of screen.

DNS data should start accumulating. We need a total of four panels, so we will duplicate this panel three times,
slightly editing each one.

Duplicate Panel
1. Hoveroverthé 9w 5y aé¢ GAGESY yR GKSy OfA01 2y (GKS R24
2. SelecMore, then selecDuplicate

Modify New Panel
M® | 2P0SNI 2FSNISYKSE WA ESTw YR GKSy Of A01 2y (GKS F
2. Select Edit.
3. SelecGeneral Talinder Graph
4.In the Title box, change: ERX Dns to Level3 Dns
5. SelectGraph Metrics Talinder Graph
6. In the FROM line, select 192.168.3.1 #mah select (change to) 209.244.0.3
7. Click on the X, which is to the right of all of the graph tabs, taditing.
8. Press the Save Dashboard button, which looks like a floppy icon, at the top of screen.
wSLISIHG GKS 162@0S G5dz2L) AOFGS tlySté yR Gaz2RATE bSys
Title Google Dns
server equals 8.8.8.8
wSLISFG GKSOFr08O9SI StiAaJ AYR aaz2RATE bS¢ tIySte ai
Title Quad9 Dns
server equals 9.9.9.9
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